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2N® Indoor Touch 2.0 API

1. Ucel dokumentu

2N° Indoor Touch 2.0 HTTP API poskytuje aplikacim tfetich stran moZnost konfigurovat a
ovladat vybrané &asti systému a aplikaci pro volani 2N° IP Mobile.

& Upozornéni

« HTTP API sluZba je licencovana pod 91378395 2N Indoor Touch HTTP API
license.
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2. HTTP API

e 2.1 Interface
« 2.2 Pfikazy

2.1 Interface

Komunikace probihd pomoci HTTPS protokolu, ktery b&zi na standardizovaném portu 443.
Autentizace je realizovana pomoci loginu a hesla, které se pfeda pfi prvnim pfipojeni. Nasledné
server vrati klientovi cookie s kliCem sezeni, které pak klient pouZziva pfi dalSich dotazech.
Pokud klient neprovede ve stanoveném Case (aktualné 20 minut) dalSi dotazy, je automaticky
odhlasen. DalSi dotazy tedy budou vracet HTTP navratovy kod 401 (Not authorized). Potom je
nutné se znovu pfihlasit.

« 2.1.1 Autorizace

« 2.1.2 Dotazy

« 2.1.3 Odpovédi na dotazy
+ 2.1.4 Upozornéni

2.1.1 Autorizace

2N’ Indoor Touch 2.0 podporuje dva typy autorizace:

« Basic - sluzba vyZaduje autentizaci Basic podle RFC 2617. Sluzba v tomto pfipadé
vyZaduje heslo, to je vSak odesilano v otevieném formatu.
+ Digest - sluzba vyZaduje autentizaci Digest podle RFC 2617.

2.1.2 Dotazy

& Upozornéni

« APl dotazy jiz nejsou nadale podporovany.

2.1.3 Odpovédi na dotazy
Odpoveéd na dotaz obsahuje vZdy JSON data, ktera maji format:

{
"data": {
"success": true,
"array": [
{
"serial_number": "54-0562-0293"
1
]
}
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2N® Indoor Touch 2.0 API

}

Obalujici kontejnerdataje vzdy v odpovédi pfitomen. Dale je vzdy pfitomen vnofeny
boolean success. Ten je nastaven na hodnotu true, pokud byl (nebo lze pfedpokladat, Ze byl)
pfikaz Usp&Sné proveden. Nicméné momentalné nelze zaruCit, Ze u v8ech pfikazl bude
hodnota success=true skuteCné oznamovat Uspéch vykonaného pfikazu. Napfiklad pro pfikazy,

které 2N° IP Mobile pfeposild na 2N IP interkomy, nemusi mit informaci o Gsp&3nosti provedeni
a tedy ji ani nemUZe zahlasit. Mezi né patfi metody PUT a pfikazy, které nevraceji hodnoty -
napf. volani, otevirani dvefi apod. UZivatel tedy musi Usp&Snost pfikazu zjistit jinym dotazem
(napf. call/status).

Pokud vrati hodnotu false, tak mlZe byt pfi€inou vicero chyb. Momentalné je HTTP API
nerozliSuje a konkrétni chybova hlaSeni budou v pfipadé potfeby implementovana v
nasledujicich verzich. Kratky seznam moZnych pficin:

« Chybav zadani dotazu - neplatné hodnoty argumentd, chybéjici argument, neexistujici
subsystem, chybny format dat JSON, nespravna HTTP metoda, apod.

« Jedné se o pifkaz pro aplikaci 2N° IP Mobile, ktera neb&Zi. Pfed odeslanim pfikazu
pro 2N° IP Mobile je dobré si pfikazem ovéfit jeji spusténi.

Dale mohou byt v kontejneru data dalSi poloZky. Jejich jména a obsah zavisi na odeslaném
dotazu. V uvedeném pfikladu je to pole sériovych Cisel.

2.1.4 Upozornéni

Aktualné je API pouZito jak pro poskytovani dat pro webové rozhrani (REST), tak i pro
uZivatelské potfeby v podob& HTTP API. TudiZ data, ktera lze vidét a nastavovat na webu,
mohou byt dostupna i v API, pfestoZe nejsou momentalné zdokumentovana.

API nyni podporuje pouze jedno pfihlaSeni v €ase pro web rozhrani. Pokud tedy bude mit
uZivatel otevifeno webové rozhrani a zaroven se pfihlasi na dalSi webové rozhrani, tak ho z
pfedchoziho odhlasi. To uZivatel pozna ve chvili, kdy zadd webu dal§i dotaz a bude
pfesmérovan na pfihlaSovaci dialog. Timto je uZivateli sdéleno, Ze web pouZiva dalSi uZivatel, a
proto by si neméli navzajem pfepisovat data.

HTTP API toto omezeni nema. Proto je moZné mit autentizovano vice uZivatell, nicméné jiz
neni zahrnuta kontrola vzajemného prepisovani dat a oSetfeni tohoto je tedy na vyvojafi.

2.2 Pfikazy

+ 2.2.1 Rizeni session

« 2.2.2GPIO

« 2.2.3 0vladani 2N® IP Mobile aplikace
2.2.4 Systém
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2.2.1 Rizeni session
¢ 2.2.1.1Login

¢ 2.2.1.2 Logout
2.2.1.1Login

SlouZi k pfihlaSeni uZivatele pro danou HTTPS session pomoci jména a hesla. Login je defaultné
vZdy Admin a heslo je shodné s heslem pro vstup do webového rozhrani zafizeni.

URL: https://<IP>/api/v1/login
HTTP Metoda: PUT
Request body: {"login":"<username>","password":"<password>"}

Response code: 200, kdyZ je vSe v poradku, jinak 401, 405,...

® Poznamka

Response code 403 v pfipadé defaultniho hesla a jeho nutné zmeény.

2.2.1.2 Logout

Odhlasi aktualné pfihlaSenou session.

URL: http://<IP>/api/v1l/logout

HTTP Metoda: PUT

Response code: 200, kdyZ je vSe v pofadku, jinak 401, 405,...
2.2.2 GPIO

+ 2.2.2.1 Ziskani seznamu GPIO vstupl a vystup(
« 2.2.2.2 Nastaveni hodnoty GPIO

2.2.2.1 Ziskani seznamu GPIO vstupU a vystupl

Vrati seznamy GPIO, které jsou uloZeny v kontejneru array. Name {in1, in2, outl, out2, iol, i02,
relayl, relay2}je identifikator vstupu, ktery je nasledné pouZit i pro identifikaci GPIO pfi
komunikaci s HTTP API. Direction nabyva hodnot {in, out, io}.
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2N® Indoor Touch 2.0 API

URL: https://<IP>/api/v1l/gpio
HTTP Metoda: GET
Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.
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Response data:

"data": {

"pins":

2N® Indoor Touch 2.0 API

[

"id": o,
"name": "Inl",
"value": 1

"qd": 1,
"name": "In2",
"value": 1

"qd": 2,
"name": "Outl",
"value'": -7

"qid": 3,
"name": "Out2",
"value": -7

"id": 4,
"name": "IO1",
"value": 1

"id": 5,
"name": "IO2",
"value": 1

"id": 6,
"name": "Relayl",
"value": 0

"id": 7,
"name": "Relay2",
"value": 0
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2.2.2.2 Nastaveni hodnoty GPIO

UmoZnuje nastavit hodnotu vystupu, smér pfepinatelného |0 nebo zménit stav relé.

Parametry

Name - jméno GPIO, viz sekce 2.2.2.1 Ziskani seznamu GPI0 vstup( a vystup(l
Value - nabyva hodnot {0, 1}

& Poznamka

Request body musi obsahovat validni json s alespori jednim GPIO.

URL: https://{ip_addr}}/api/v1l/gpio

HTTP Metoda: PATCH
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Request body:

Response code:

"pins":

[

"name" :
"id": o,
"value":

"name" :
"qd": 1,
"value":

"name" :
"qd": 2,
"value":

"name" :
"id": 3,
"value":

"name" :
"id": 4,
"value":

"name" :
"id": 5,
"value":

"name" :
"id": 6,
"value":

"name" :
"qd": 7,
"value":

Standardni HTTP response.

2N® Indoor Touch 2.0 API

IlInlll s

1

IlInzll s

1

"Outl",

-7

"out2",

-7

IIIOlll s

1

”]:02” s

1

"Relayl",

0

"Relay2",

0
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Response data:

"data": {
"pins": [
{
"id": o,
"name": "Inl",
"value": 1

"qd": 1,
"name": "In2",
"value": 1

"qid": 2,
"name": "Outl",
"value": -7

"id": 3,
"name": "Out2",
"value": -7

"id": 4,
"name": "IO1",
"value": 1

"id": 5,
"name": "IO2",
"value": 1

"id": 6,
"name": "Relayl",
"value": 0

"id": 7,
"name": "Relay2",
"value": 0
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2N® Indoor Touch 2.0 API

2.2.3 Ovladani 2N® IP Mobile aplikace

« 2.2.3.1 Vytvofeni hovoru

« 2.2.3.2 Pfijem hovoru

« 2.2.3.3 Ukon€eni hovoru

+ 2.2.3.4 Stav hovoru

« 2.2.3.5 Ziskani seznamu dostupnych 2N IP interkom(

+ 2.2.3.6 Zména poloZek v seznamu pridanych 2N IP interkom
« 2.2.3.7 Aktivace zamku dvefi

+ 2.2.3.8 Minimalizace 2N® IP Mobile aplikace

« 2.2.3.9 ZjiSténi stavu 2N® IP Mobile aplikace

+ 2.2.3.10 Restart 2N® IP Mobile aplikace

2.2.3.1 Vytvoreni hovoru
Vytvofi hovor.

URL: https://{{ip_addr}}/api/vl/hipm/call/dial?
number=<sip_address>

HTTP Metoda: PUT
Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.

Response data:

{
"data": {
"state": "Ringing"
}
}
2.2.3.2 Pfijem hovoru
Pfijme aktualné vyzvanéjici pfichozi hovor.
URL: https://<IP>/api/vl/call/accept
HTTP Metoda: GET
Request body: N/A
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Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.
Response data: {"data":{"success":true}}

2.2.3.3 UkoncCeni hovoru

Ukonci hovor, ktery pravé probiha.

URL: https://{{ip_addr}}/api/v1l/hipm/call/hangup

HTTP Metoda: PUT

Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.

Response data:

"data": {
"state": "IncomingReceived"

}

2.2.3.4 Stav hovoru

Ziska stav, ve kterém se momentalné nachazi vrstva pro zpracovani hovor(l. Ten je jednim z
nasledujicich Fetézcl:

{Idle, IncomingReceived, OutgoingInit, OutgoingProgress, OutgoingRinging,
OutgoingEarlyMedia, Connected, StreamsRunning, Pausing, Paused, Resuming, Refered,
Error, CallEnd, PausedByRemote, UpdatedByRemote, IncomingEarlyMedia, Updating,
Released, EarlyUpdatedByRemote, EarlyUpdating}

Detailn&jSiinformace o jednotlivych stavech lze nalézt na: http://www.linphone.org.

URL: https://{{ip_addr}}/api/v1/hipm/call

HTTP Metoda: GET

Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.
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Response data:

"data": {
"state": "Released"

}
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2.2.3.5 Ziskani seznamu dostupnych 2N IP interkom(

Ziska seznam 2N IP interkoml, které jsou k 2N° IP Mobile registrovany a lze je zobrazit v editaci

seznamu zafizeni.

NNURL:

HTTP Metoda:

Response code:

Response data:

https://{{ip_addr}}/api/vl/hipm/devices

GET

Standardni HTTP response code, oSetfuje syntaktické chyby.

"data": {

"devices": [

{

"id": 255,

"ip": "10.0.24.55",
"isActive": false,

"name": "2N IP Verso",
"serialNumber": "54-0776-0059"

"jd": 256,

"ip": "10.0.24.135",
"isActive": false,

"name": "2N IP Verso",
"serialNumber": "54-1921-5022"

2.2.3.6 Zména poloZek v seznamu pfidanych 2N IP interkom(

Upravi seznam pfidanych 2N IP interkomdl.

Parametry

isActive - true nebo false

id - ID 2N IP interkomu, |ze ziskat ze seznamu, viz kap. 2.2.3.5 Ziskani seznamu dostupnych 2N |P

interkomU

URL:

https://{{ip_addr}}/api/v1l/hipm/devices
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HTTP Metoda: PATCH
Request body:
{
"devices": [
{
"isActive": true,
"qd": 255
}
]
}
Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.
Response data:
{
"data": {
"devices": [
{
"id": 255,
"jsActive": true
}
]
}
}

2.2.3.7 Aktivace zamku dvefi

OdeSle pozadavek k aktivaci spinaCe zdmku dvefi pro zvoleny 2N IP interkom. 2N IP interkom
s uvedenym sériovym Cislem musi byt v seznamu pfidanych zafizeni.

URL: https://{{ip_addr}}/api/vl/hipm/devices/open

HTTP Metoda: PUT
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Request body
{
"switchId":1,
"device":{
"serialNumber":"54-1671-0005"
}
}
Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.
Response data:
{
"data": {
"id": 0,
"name": "string",
"isActive": true,
H-ipll: Hstr—ingll,
"serialNumber": "string"
}
}

& Upozornéni

« 2N IP interkom, u kterého ma byt sepnut spina¢ zamku, musi byt dle requestu
2.2.3.5 Ziskani seznamu dostupnych 2N IP interkom( ve stavu active. Pfepnuti 2N
IP interkomu do tohoto stavu je moZné pomoci requestu 2.2.3.6 Zména polozek v
seznamu pfidanych zafizeni.

2.2.3.8 Minimalizace 2N® IP Mobile aplikace
Odesle aplikaci 2N° IP Mobile do pozadi (zobrazi launcher 2N° Indoor Touch 2.0).

URL: https://<IP>/api/v1l/hipm/minimize

HTTP Metoda: PUT

Request body: N/A

Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.
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2.2.3.9 ZjiSténi stavu 2N® IP Mobile aplikace

Vrati informaci, jestli aplikace béZi a mliZe tedy zpracovavat komunikaci.

URL: https://<IP>/api/v1l/hipm

HTTP Metoda: GET

Request body: N/A

Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.

Response data:

"data": {
"isRunning": true

}

2.2.3.10 Restart 2N® IP Mobile aplikace
Restartuje 2N° IP Mobile aplikaci, pokud aplikace b&Zi.

URL: https://<IP>/api/vl/hipm/reset
HTTP Metoda: PUT
Request body: N/A
Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.
2.2.4 Systém

« 2.2.4.1 System info a status
+ 2.2.4.2 Restart 2N® Indoor Touch

2.2.4.1 System info a status

Jedna se o funkci WEB API, tudiZ v odpovédi neni pfitomna promé&nnd success. Vraci rlizné
informace o systému a jeho stavu.
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URL:
HTTP Metoda:

Request body:

Response code:

Response data:

Vyznam jednotlivych poloZek:

« device

2N® Indoor Touch 2.0 API

https://<IP>/api/v1/status
GET
N/A

Standardni HTTP response code, oSetfuje syntaktické chyby.

{
"data": {

"device": {
"fwVersion": "4.2.0",
"hwVersion": 1,
"isNfcCapable": false,
"isWifiCapable": true,
"lanMac": "7C:1E:B3:02:FC:12",
"model": "2N Indoor Touch 2.0",
"os": "Android 0S 6.0.1",
"sn": "52-2101-0129",
"temperature'": 53,
"uptimelLife'": 7898373,
"uptimeRestart": 763111,
"wifiMac": "7C:1E:B3:03:3F:6B"

I

"memory": {
"available": 1024,
"total": 1760

I

"sdCard": {
"available": 0,
"isInserted": false,
"total": ©

I

"storage": {
"available": 3393,
"total": 3712

I

"time": {
"date": "10/9/19",
"time": "9:42 AM"

}

}
}
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fwVersion - verze firmware zafizeni

hwVersion - verze hardware zafizeni

isNfcCapable - true, pokud ma zafizeni podporu NFC

isWifiCapable - true, pokud ma zafizeni wi-fi rozhrani

lanMac - MAC adresa ethernetového rozhrani

model - model zafizeni

os - verze operacniho systému

sn - sériové Cislo zafizeni

temperature - teplota zafizeni

upTimelLife - Casovy Udaj, ktery udava celkovou dobu provozu zafizeni
upTimeRestart - Casovy Udaj, ktery udava dobu provozu od posledniho restartu
zarfizeni

wifiMac - MAC adresa wi-fi rozhrani

« memory

available - aktualné dostupna velikost paméti zafizeni
total - celkova velikost paméti zafizeni

sdCard

available - aktualné dostupna velikost SD karty
isInserted - true, pokud je SD karta vloZena do zafizeni
total - celkova velikost externi SD karty

« storage

. time

available - aktualné dostupna velikost UlozisSté zafizeni
total - celkova velikost UloziSté zafizeni

« date - aktudlni datum zafizeni
« time - aktualni Gas zafizeni

2.2.4.2 Restart 2N® Indoor Touch

Restartuje 2N° Indoor Touch 2.0 jednotku.

URL: https://<IP>/api/vl/maintenance/devicereset

HTTP Metoda: PUT

Request body: N/A

Response code: Standardni HTTP response code, oSetfuje syntaktické

chyby.
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3. WEB API

WEB API obsahuje sadu endpoint, které jsou pouZzity ve webovém rozhrani jednotky 2N°
Indoor Touch 2.0.

« 3.10 Maintenance
3.11 Network

3.1 Device info
3.2 Application
3.3 Audio

» 3.4 Display

3.5 1P Mobile

3.6 Homescreen

» 3.7 Licence

+ 3.8 Localsettings
3.9 User and session control

3.1 Device info
About

Ziska zakladni informace o zafizeni.

URL: https://{{ip_addr}}/api/v1l/about
HTTP Metoda: GET
Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.

Response data:

{
"data": {
"buildDate": "9/30/19 2:44 AM",
"fwVersion": "4.2.0",
"hwVersion": 1,
"incrementalVersion": "user.28727",
"model": "2N Indoor Touch 2.0",
"serialNumber": "52-2101-0129"
}
}

Status

Ziska informace o stavu zafizeni.
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URL: https://{ip_addr}}/api/vl/status
HTTP Metoda: GET
Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.
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Response data:

2N® Indoor Touch 2.0 API

{
"data": {

"device": {
"fwVersion": "4.2.0",
"hwVersion": 1,
"isNfcCapable": false,
"isWifiCapable": true,
"lanMac": "7C:1E:B3:02:FC:12",
"model": "2N Indoor Touch 2.0",
"os": "Android 0S 6.0.1",
"sn": "52-2101-0129",
"temperature'": 45,
"uptimeLife": 8069000,
"uptimeRestart": 8201,
"wifiMac": "7C:1E:B3:03:3F:6B"

1

"memory": {
"available": 1208,
"total": 1760

1,

"sdCard": {
"available": 0,
"isInserted": false,
"total": O

1,

"storage": {
"available": 3392,
"total": 3712

1,

"time": {
"date": "10/11/19",
"time": "9:09 AM"

}

}
}

3.2 Application
Ziskani aktualniho nastaveni

Ziska nastaveni sekce application.

URL:

HTTP Metoda: GET

https://{{ip_addr}}/api/v1/application
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Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.

Response data:

{
"data": {
"isInstallationAllowed": false,
"isReturnToApplicationOnCallEndAllowed":
false
}
}
Konfigurace sekce
Nastavuje hodnoty v sekci application.
URL: https://{{ip_addr}}/api/v1l/application
HTTP Metoda: PUT
Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.

24/ 93


https://wiki.2n.cz/display/ICUA33/.5.4+Aplikace+v4.0.x

2N® Indoor Touch 2.0 API

Request body:
{
"applicationToRunAtStart": {
Il-idll : llll’
"installDate":"",
"name" :"None",
"version":""
}s
"isInstallationAllowed": false,
"jsReturnToApplicationOnCallEndAllowed": false,
"urlToRunAtStart":""
}
Response data:
{
"data": {
"applicationToRunAtStart": {
||-id" : nn s
"installDate": "",
"name": "None",
"version": ""
I
"isInstallationAllowed": false,
"isReturnToApplicationOnCallEndAllowed":
false,
"urlToRunAtStart": ""
}
}
Seznam dostupnych aplikaci
Vrati seznam dostupnych aplikaci.
URL: https://{{ip_addr}}/api/v1l/application/applications
HTTP Metoda: GET
Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.
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Response data:

"data": {

2N® Indoor Touch 2.0 API

"applications": [

{

ll-idll: llll’
"installDate": "",
"name": "None",
"version'": ""

"jd": "com.axis.acc",
"installDate": "1/1/09",
"name": "Companion 3",

"version": "3.12.15 (167)"

ll-idll:
"installDate":
"name" :
"version":

"com.axis.acs",
"1/1/09",
"Camera Station",
"1.13.18 (144)"

"id": "com.android.music",
"installDate": "1/1/09",
"name": "Music",
"version": "6.0.1 (23)"

"id": "com.android.documentsui",
"installDate": "1/1/09",

"name": "File Manager",
"version": "6.0.1"

"id": "com.android.deskclock",
"installDate": "1/1/09",
"name": "Clock",

"version": "4.1.0 (410)"

"id": "com.android.gallery3d",
"installDate": "1/1/09",
"name": "Gallery",

"version": "1.1.40030 (40030)"

"id": "com.android.calculator2",
"installDate": "1/1/09",
"name": "Calculator",
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3.3 Audio

Ziskani aktualniho nastaveni

Ziska aktudlni nastaveni audio zafizeni.

URL:
HTTP Metoda: GET

Response code:
chyby.

2N® Indoor Touch 2.0 API

"version": "6.0.1 (23)"

"id": "com.adobe.reader",
"installDate": "1/1/09",

"name": "Adobe Acrobat",

"version": "19.0.0.8512 (1900008512)"

ll-idll:
"installDate":
"name" :
"version":

"com.android.browser",
"1/1/09",
"Browser",

"6.0.1 (23)"

"id": "cz.nn.helios_mobile",
"installDate": "1/1/09",
"name": "2N® IP Mobile",
"version": "4.4.6 (474)"

https://{{ip_addr}}/api/v1l/audio

Standardni HTTP response code, oSetfuje syntaktické
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2N® Indoor Touch 2.0 API

Response data:

{
"data": {
"alarmsVolume": 86,
"musicVolume": 73,
"ringtoneVolume": 71
}
}
Nastaveni sekce
URL: https://{ip_addr}}/api/v1l/audio
HTTP Metoda: PUT
Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.
Request body:
{
"alarmsVolume":5,
"musicVolume":15,
"ringtoneVolume":10
}
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Response data:

3.4 Display

Ziskani aktualniho nastaveni

2N® Indoor Touch 2.0 API

{

"data": {
"alarmsVolume": 0,
"musicVolume": 13,
"ringtoneVolume": 14

}

}

Ziska aktualni informaci o nastaveni displeje.

URL:
HTTP Metoda:

Response code:

Response data:

Nastaveni sekce

URL:
HTTP Metoda:

Response code:

https://{{ip_addr}}/api/v1l/display
GET

Standardni HTTP response code, oSetfuje syntaktické
chyby.

{
"data": {
"brightness": 100,
"isBlueLedNotificationActive": true,
"turnOffDisplayDelay": 2
}
}

https://{{ip_addr}}/api/v1l/display
PUT

Standardni HTTP response code, oSetfuje syntaktické
chyby.
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2N® Indoor Touch 2.0 API

Request body:
{
"brightness": 37,
"isBlueLedNotificationActive": true,
"turnOffDisplayDelay": 1
}
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2N® Indoor Touch 2.0 API

Response data:

{
"data": {
"brightness": 37,
"isBlueLedNotificationActive": true,
"turnOffDisplayDelay": 1
}
}
3.5 IP Mobile
Ziskani informaci o stavu zafizeni
URL: https://{{ip_addr}}/api/v1l/hipmo/status
HTTP Metoda: GET
Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.
Response data:
{
"data": {
"isDndEnabled": false,
"isDoorButtonEnabled": false,
"isExternalRingEnabled": false,
"isMy2nProxyEnabled": false,
"isRecorderEnabled": false,
"isRunning": true,
"isSipProxyEnabled": true,
"proxyState": 1
}
}
Restart aplikace
URL: https://{{ip_addr}}/api/v1l/hipmo/reset
HTTP Metoda: PUT
Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.
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2N® Indoor Touch 2.0 API

« 3.5.1 Device name
» 3.5.2 General

« 3.,5.3Call

« 3.5.4SIP

« 3.5.5Recorder

» 3.5.6 Doorbutton
+ 3.5.7 Externalring
 3.5.8 DND

« 3.5.9 My2N

« 3.5.10 Devices

3.5.1 Device name

Ziskani nastaveni nazvu zafizeni

URL: https://{{ip_addr}}/api/v1l/hipmo

HTTP Metoda: GET

Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.

Response data:

{
"data": {
"deviceName": "idt555"
}
}
Nastaveni jména zafizeni
URL: https://{ip_addr}}/api/v1/hipmo
HTTP Metoda: PUT
Request body:
{
"deviceName": "<string>"
}
Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.
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2N® Indoor Touch 2.0 API

Response data:

{
"data": {
"deviceName": "idt555"
}
}
3.5.2 General
Ziskani aktualniho nastaveni
Ziska aktualni nastaveni v sekci Obecné.
URL: https://{{ip_addr}}/api/v1/hipmo/settings/general
HTTP Metoda: GET
Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.
Response data:
{
"data": {
"autosnapshot": true,
"customLanguage'": false,
"deactivationTimeout": 1,
"hipGroupPassword": "",
"jsReceivingMulticastActive": false,
"logging": false,
"multicastDiscovery'": true,
"pushToTalk": false,
"settingsPassword": ""
3
3
Nastaveni sekce
URL: https://{{ip_addr}}/api/v1l/hipmo/settings/general
HTTP Metoda: PUT
Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.
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2N® Indoor Touch 2.0 API

Request body:

"hipGroupPassword": "<string>",
"settingsPassword": "<string>",
"autosnapshot": "<boolean>",

"pushToTalk": "<boolean>",

"logging": "<boolean>",
"multicastDiscovery": "<boolean>",
"customLanguage": "<boolean>",
"isReceivingMulticastActive": "<boolean>",
"deactivationTimeout": "<integer>"

Response data:

"data": {
"autosnapshot": true,
"customLanguage": false,
"deactivationTimeout": 1,
"hipGroupPassword": "",
"isReceivingMulticastActive": false,
"logging": false,
"multicastDiscovery": true,
"pushToTalk": false,
"settingsPassword": ""

3.5.3 Call

Ziskani aktualniho nastaveni hovort

URL: https://{ip_addr}}/api/v1/hipmo/settings/call
HTTP Metoda: GET
Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.
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2N® Indoor Touch 2.0 API

Response data:

{
"data": {
"autoCallPickup": false,
"autoCallPickupDelay": 0,
"customRingtone'": false,
"jsEarlyMediaEnabled": true,
"ringtone": {
"name": "Flutey Phone",
"uri": "content://media/internal/audio/
media/175"
}
}
}
Nastaveni sekce
URL: https://{ip_addr}}/api/v1/hipmo/settings/call
HTTP Metoda: PUT
Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.
Request body:
{
"ringtone": {
"uri': "<string>",
"name": "<string>"
b
"customRingtoneData": "<string>",
"autoCallPickup": "<boolean>",
"autoCallPickupDelay": "<integer>",
"jsEarlyMediaEnabled": "<boolean>"
}
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2N® Indoor Touch 2.0 API

Response data:

{
"data": {
"autoCallPickup": false,
"autoCallPickupDelay": 0,
"customRingtone": false,
"isEarlyMediaEnabled": true,
"ringtone": {
"name": "Flutey Phone",
"uri": "content://media/internal/audio/
media/175"
}
}
}
Ziskani seznamu vyzvanécich tond
URL: https://{{ip_addr}}/api/v1/hipmo/settings/call/ringtones
HTTP Metoda:  GET
Response Standardni HTTP response code, oSetfuje syntaktické chyby.

code:
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2N® Indoor Touch 2.0 API

Response
data:
{
"data": {
"ringtones": [

{
""name": "None",
"uri': "NONE"

1,

{
"name": "Andromeda",
"uri": "content://media/internal/audio/media/103"

1,

{
"name": "Zeta",
"uri": "content://media/internal/audio/media/206"

}

]
}
}
3.54SIP

Ziskani aktualniho nastaveni

Ziska aktualni nastaveni SIP proxy serveru.

URL: https://{{ip_addr}}/api/v1/hipmo/settings/sip
HTTP Metoda: GET
Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.
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2N® Indoor Touch 2.0 API

Response data:

"data": {

"ipAddress": "",

"isEnabled": false,

"name": "IndoorTouch",

"password": nn ,

"port'": 5060,

"protocol": 1,

"registrar": {
"expiry": 120,
"ipAddress": "",
"isEnabled": false,
"port'": 5060

+s

"sipPortRandomization": false,

"sipRandomPort": 5060,

"userName'": ""

Nastaveni sekce

URL: https://{ip_addr}}/api/v1l/hipmo/settings/sip
HTTP Metoda: PUT

Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.
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Request body:
{
}
Response data:
{
}

3.5.5 Recorder
Ziskani aktualniho nastaveni

Ziska aktualni nastaveni zaznamniku.

URL:

2N® Indoor Touch 2.0 API

"name'": "<string>",
"userName": "<string>",
"password": "<string>",
"ipAddress": "<string>",
"port": "<integer>",
"protocol": "<integer>",

"isEnabled": "<boolean>",
"sipPortRandomization": "<boolean>",
"sipRandomPort": "<integer>",
"registrar": {
"ipAddress": "<string>",
"isEnabled": "<boolean>",

"expiry'": "<integer>",
"port": "<integer>"

"data": {
"ipAddress":
"isEnabled": false,
"name": "IndoorTouch",
"password" o s
"port": 5060,
"protocol": 1,
"registrar": {

"expiry": 120,
"ipAddress": "",
"isEnabled": false,
"port": 5060
I
"sipPortRandomization":
"sipRandomPort": 5060,
"userName": ""

nn
3

false,

https://{{ip_addr}}/api/v1/hipmo/settings/recorder
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HTTP Metoda:

Response code:

Response data:

Nastaveni sekce

URL:
HTTP Metoda:

Response code:

Request body:

Response data:

3.5.6 Doorbutton

Ziskani aktualniho nastaveni

2N® Indoor Touch 2.0 API

GET

Standardni HTTP response code, oSetfuje syntaktické
chyby.

{

"data": {
"activationTimeout": 0,
"announcementType'": 0,
"isEnabled": false

}

}

https://{{ip_addr}}/api/v1/hipmo/settings/recorder
PUT

Standardni HTTP response code, oSetfuje syntaktické
chyby.

{
"activationTimeout":0,
""announcementType":0,
"isEnabled":true

}

{

"data": {
"activationTimeout": 0,
"announcementType": 0,
"isEnabled": false

}

}
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2N® Indoor Touch 2.0 API

Ziska aktudlni nastaveni zvonkového tlacitka.

URL:
HTTP Metoda:

Response code:

Response data:

Nastaveni sekce

URL:
HTTP Metoda:

Response code:

Request body:

https://{{ip_addr}}/api/v1l/hipmo/settings/doorbutton
GET

Standardni HTTP response code, oSetfuje syntaktické
chyby.

{
"data": {
"bypassDnd": false,
"invertInput": true,
"isEnabled": false,
"maxRingingTime": 30,
"minRingingTime": 3,
"usedInput": 0O
}
}

https://{{ip_addr}}/api/v1/hipmo/settings/doorbutton
PUT

Standardni HTTP response code, oSetfuje syntaktické
chyby.

"isEnabled": "<boolean>",
"invertInput": "<boolean>",
"bypassDnd": "<boolean>",
"usedInput": "<integer>",
"minRingingTime": "<integer>",
"maxRingingTime": "<integer>"
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2N® Indoor Touch 2.0 API

Response data:

{
"data": {
"bypassDnd": false,
"invertInput": true,
"isEnabled": false,
"maxRingingTime": 30,
"minRingingTime": 3,
"usedInput": 0
}
}

3.5.7 Externalring
Ziskani aktualniho nastaveni

Ziska aktualni nastaveni externich notifikaci vyzvanéni.

URL: https://{{ip_addr}}/api/v1/hipmo/settings/externalring

HTTP Metoda: GET

Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.

Response data:

{
"data": {
"bypassDnd": false,
"invertOutput": true,
"isEnabled": false,
"maxRingingTime": 30,
"minRingingTime": 3,
"usedOutput": 0
}
}
Nastaveni sekce
URL: https://{{ip_addr}}/api/v1/hipmo/settings/externalring
HTTP Metoda: PUT
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Response code:

Request body:

Response data:

3.5.8 DND

Ziskani aktualniho nastaveni

2N® Indoor Touch 2.0 API

Standardni HTTP response code, oSetfuje syntaktické
chyby.

"isEnabled": "<boolean>",
"invertOutput": "<boolean>",
"bypassDnd": "<boolean>",
"usedOutput": "<integer>",
"minRingingTime": "<integer>",
"maxRingingTime": "<integer>"

"data": {
"bypassDnd": false,
"invertOutput": true,
"isEnabled": false,
"maxRingingTime": 30,
"minRingingTime": 3,
"usedOutput": 0

Ziska aktualni nastaveni DND reZimu.

URL:
HTTP Metoda:

Response code:

https://{{ip_addr}}/api/vl/hipmo/settings/dnd
GET

Standardni HTTP response code, oSetfuje syntaktické
chyby.
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2N® Indoor Touch 2.0 API

Response data:

{
"data": {
"dnd": {
"isEnabled": false,
"time": 0
1,
"dndNight": {
"days": [
5,
1,
4,
2,
3,
0,
6
1,
"endTime": "00:00",
"isEnabled": false,
"startTime": "00:00"
1
1
1
Nastaveni sekce
URL: https://{{ip_addr}}/api/v1/hipmo/settings/dnd
HTTP Metoda: PUT
Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.
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2N® Indoor Touch 2.0 API

Request body:

"dnd": {
"isEnabled": "<boolean>",
"time": "<integer>"
I
"dndNight": {
"isEnabled": "<boolean>",
"startTime": "<string>",
"endTime": "<string>",
"days": [
"<integer>",
"<integer>"

Response data:

"data": {
"dnd": {
"isEnabled": false,
"time": O
1,
"dndNight": {
"days": [
)
)

)

-

-

O 0 WN M E O

1,

"endTime": "00:00",
"isEnabled": false,
"startTime": "00:00"

3.5.9 My2N
Ziskani aktualniho nastaveni

Ziska aktualni nastaveni My2N.

46/ AR



URL:
HTTP Metoda:

Response code:

Response data:

Nastaveni sekce

URL:
HTTP Metoda:

Response code:

Request body:

Response data:

2N® Indoor Touch 2.0 API

https://{{ip_addr}}/api/vl/hipmo/settings/my2n
GET

Standardni HTTP response code, oSetfuje syntaktické
chyby.

{
"data": {
"deviceId": "",
"isEnabled": false,
"password": ""
}
}

https://{{ip_addr}}/api/v1/hipmo/settings/my2n
PUT

Standardni HTTP response code, oSetfuje syntaktické
chyby.

{
"isEnabled": "<boolean>",
"deviceId": "<string>",
"password": "<string>"
}
{
"data": {
"deviceId": "",
"isEnabled": false,
"password": ""
}
}
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3.5.10 Devices

Ziskani seznamu v8ech zafizeni

URL:
HTTP Metoda:
Response code:

Response data:

2N® Indoor Touch 2.0 API

https://{{ip_addr}}/api/vl/hipmo/devices
GET

Standardni HTTP response code, oSetfuje syntaktické chyby.

{
"data": {
"actual": [],
"lan": [
{
"id": 148,
"ip": "10.27.6.213",
"isActive'": false,
"name": "2NIndoorCompact-5223420153"
1,
{
"id": 242,
"ip": "10.27.21.10",
"isActive'": false,
"name": "2N IP Force"
}
1,
Ils-ipll: []
}
}

Ziskani seznamu aktivnich zafizeni

URL:
HTTP Metoda:

Response code:

https://{{ip_addr}}/api/v1l/hipmo/devices/actual
GET

Standardni HTTP response code, oSetfuje syntaktické
chyby.
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Response data:

+ 3.5.10.1 LAN
« 3.5.10.2 SIP

3.5.10.1 LAN

Ziskani seznamu LAN zafizeni

URL:
HTTP Metoda:
Response code:

Response data:

"data":
"devices": []

}

"data": {

2N® Indoor Touch 2.0 API

{

https://{{ip_addr}}/api/v1/hipmo/devices/lan

Standardni HTTP response code, oSetfuje syntaktické chyby.

"devices": [

{

I

"id": 148,

"ip": "10.27.6.213",

"isActive": false,

"name": "2NIndoorCompact-5223420153"

"idv: 242,

"ip": "10.27.21.10",
"isActive": false,
"name": "2N IP Force"
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Nastaveni sekce

URL:
HTTP Metoda:

Path variable:

Response code:

Request body:

Response data:

2N® Indoor Touch 2.0 API

https://{{ip_addr}}/api/vl/hipmo/devices/lan/{id}}

PUT

id - id zafizeni

Standardni HTTP response code, oSetfuje syntaktické chyby.

{
"id": "<integer>",
"name": "<string>",
"isActive": "<boolean>",
"ip": "<string>"
}
{
"data": {
"devices": [
{
"id": 148,
"ip": "10.27.6.213",
"jsActive": false,
"name": "2NIndoorCompact-5223420153"
b,
{
"id": 242,
"ip": "10.27.21.10",
"jsActive": false,
"name": "2N IP Force"
}
]
}
}
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3.5.10.2SIP

Ziskani seznamu SIP zafizeni

URL:
HTTP Metoda:

Response code:

Response data:

Vytvofeni SIP zafizeni

URL:
HTTP Metoda:
Response code:

Request body:

2N® Indoor Touch 2.0 API

https://{{ip_addr}}/api/v1/hipmo/devices/sip
GET

Standardni HTTP response code, oSetfuje syntaktické
chyby.

"data": {
"devices": []

}

https://{ip_addr}}/api/v1l/hipmo/devices/sip

Standardni HTTP response code, oSetfuje syntaktické chyby.

"id": "<integer>",
"name'": "<string>",
"isActive": "<boolean>",
"isMy2n'": "<boolean>",
"sipLine": "<string>",
"dtmf1": "<string>",
"dtmf2": "<string>",
"dtmf3": "<string>",
"dtmf4": "<string>"
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Response data:

Aktualizave SIP zafizeni

URL:
HTTP Metoda:

Path variable:

Request body:

Response code:

2N® Indoor Touch 2.0 API

{
"data":{
"devices": [
"device": {
Il-idll : ll<-|nteger>ll 5
"name'":"<string>",
"isActive":'"<boolean>",
"isMy2n'":"<boolean>",
"sipLine":"<string>",
"dtmfl":"<string>",
"dtmf2":"<string>",
"dtmf3":"<string>",
"dtmf4":"<string>"
}
]
}
}

https://{ip_addr}}/api/v1l/hipmo/devices/sip/{{id}}
PUT

id - id zafizeni

{
"jd": "<integer>",
"name'": "<string>",
"isActive": "<boolean>",
"isMy2n'": "<boolean>",
"sipLine": "<string>",
"dtmf1l": "<string>",
"dtmf2": "<string>",
"dtmf3": "<string>",
"dtmf4": "<string>"

}

Standardni HTTP response code, oSetfuje syntaktické chyby.
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2N® Indoor Touch 2.0 API

Response data:

"data'":{
"devices": [

"device": {
"jd":"<integer>",
"name'":"<string>",
"isActive":'"<boolean>",
"isMy2n'":"<boolean>",
"sipLine":"<string>",
"dtmfl":"<string>",
"dtmf2":"<string>",
"dtmf3":"<string>",
"dtmf4":"<string>"

Smazani zafizeni

URL: https://{ip_addr}}/api/v1l//hipmo/devices/sip/{{id}}
HTTP Metoda: DELETE

Path variable: id - id zafizeni

Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.

Request body:

"id": "<integer>",
"name": "<string>",
"isActive": "<boolean>",
"isMy2n'": "<boolean>",
"sipLine": "<string>",
"dtmfl1l": "<string>",
"dtmf2": "<string>",
"dtmf3": "<string>",
"dtmf4": "<string>"

3.6 Homescreen

Ziskani aktualniho nastaveni
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2N® Indoor Touch 2.0 API

Ziska aktualni nastaveni domovské obrazovky zafizeni.

URL: https://{{ip_addr}}/api/vl/homescreen
HTTP Metoda: GET
Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.

R4/ a3


https://wiki.2n.cz/pages/viewpage.action?pageId=27332879

Response data:

"data": {

2N® Indoor Touch 2.0 API

"buttons": [

{

"application": {
"jd": "com.android.documentsui",
"name": "File Manager"

1,

"jcon": 6,

"qd": 1,

"label": "File Manager",

"position": 1

"application": {
"jd": "com.android.browser",
"name": "Browser"

1,

"jcon": 3,

ll-idll: 2,

"label": "Browser",

"position": 2

"application": {
"jd": "cz.nn.helios_mobile",
"mame'": "2N® IP Mobile"

1,

"jcon": 8,

"id": 3,

"label": "Intercoms",

"position": 3

"application": {
"id": "com.android.gallery3d",
"name": "Gallery"

1,

"jcon": 7,

"id": 4,

"label": "Gallery",

"position": 4

"application": {
"jd": "com.axis.acs",
"name": "Camera Station"

I

"jcon": 0O,
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Nastaveni sekce

URL:
HTTP Metoda:

Request body:

Response code:

Response data:

2N® Indoor Touch 2.0 API

"id": 5,
"position": 5
}

1,
"isClockOnlyModeActive": false

https://{{ip_addr}}/api/vl/homescreen

PUT

"isClockOnlyModeActive": "<boolean>"

Standardni HTTP response code, oSetfuje syntaktické
chyby.

"data": {
"isClockOnlyModeActive'": false
}

Ziskani seznamu aplikaci dostupnych pro domovskou obrazovku

URL:
HTTP Metoda:

Response code:

https://{{ip_addr}}/api/vl/homescreen/applications

Standardni HTTP response code, oSetfuje syntaktické chyby.
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Response data:

"data": {

2N® Indoor Touch 2.0 API

"applications": [

{

"jd": "com.axis.acc",
"installDate": "1/1/09",
"name": "Companion 3",
"version": "3.12.15 (167)"

"jd": "com.axis.acs",
"installDate": "1/1/09",
"name": "Camera Station",
"version'": "1.13.18 (144)"

"id": "com.android.music",
"installDate": "1/1/09",
"name": "Music",
"version": "6.0.1 (23)"

"id": "com.android.documentsui",
"installDate": "1/1/09",

"name": "File Manager",
"version": "6.0.1"

"id": "com.android.deskclock",
"installDate": "1/1/09",
"name": "Clock",

"version": "4.1.0 (410)"

"id": "com.android.gallery3d",
"installDate": "1/1/09",
"name": "Gallery",

"version": "1.1.40030 (40030)"

"id": "com.android.calculator2",
"installDate": "1/1/09",

"name": "Calculator",

"version": "6.0.1 (23)"

"jd": "com.adobe.reader",
"installDate": "1/1/09",
"name": "Adobe Acrobat",
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2N® Indoor Touch 2.0 API

"version": "19.0.0.8512 (1900008512)"

3,

{
"id": "com.android.browser",
"installDate": "1/1/09",
"name": "Browser",
"version": "6.0.1 (23)"

3,

{
"id": "cz.nn.helios_mobile",
"installDate": "1/1/09",
"name": "2N® IP Mobile",
"version": "4.4.6 (474)"

1

Obnoveni vychoziho nastaveni domovské obrazovky

URL: https://{{ip_addr}}/api/vl/homescreen/layoutreset
HTTP Metoda: PUT
Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.
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Response data:

"data": {

2N® Indoor Touch 2.0 API

"buttons": [

{

}
1,

"application": {
"id": "com.android.documentsui',
"name": "File Manager"

I

"jcon": 6,

ll-idll: l’

"label": "File Manager",

"position": 1

"application": {
"id": "com.android.browser",
"name": "Browser"

I

"jcon": 3,

ll-idll. 2
. ’

"label": "Browser",

"position": 2

"application": {
"id": "cz.nn.helios_mobile",
"mame'": "2N® IP Mobile"

1,

"jcon": 8,

"id": 3,

"label": "Intercoms",

"position": 3

"application": {
"id": "com.android.gallery3d",
"name": "Gallery"

1,

"jcon": 7,

"id": 4,

"label": "Gallery",

"position": 4

"isClockOnlyModeActive'": false

« 3.6.1 Buttons
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3.6.1 Buttons
Ziskani seznamu tlaéitek

Ziska aktualni seznam dostupnych tlaCitek (nastavitelnych pozic pro spousténi aplikaci).

URL: https://{{ip_addr}}/api/vl/homescreen/buttons
HTTP Metoda: GET
Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.
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Response data:

Vytvofeni nového tladitka

"data": {

2N® Indoor Touch

"buttons": [

{

"application": {
"id": "com.android.documentsui',
"name": "File Manager"

1,

"jcon": 6,

"qd": 1,

"label": "File Manager",

"position": 1

"application": {
"id": "com.android.browser",
"name": "Browser"

1

"jcon": 3,

ll-idll: 2,

"label": "Browser",

"position": 2

"application": {
"id": "cz.nn.helios_mobile",
"mame'": "2N® IP Mobile"

1,

"jcon": 8,

ll-idll: 3,

"label": "Intercoms",

"position": 3

"application": {
"id": "com.android.gallery3d",
"name": "Gallery"

1,

"jcon": 7,

"id": 4,

"label": "Gallery",

"position": 4

2.0API
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URL: https://{{ip_addr}}/api/vl/homescreen/buttons
HTTP Metoda: POST

Request body:

"id": "<integer>",
"position": "<integer>",
"label": "<string>",
"icon": "<integer>",
"application": {
"id": "<string>",
"name": "<string>",
"version": "<string>",
"installDate": "<string>"

Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.

A2/ 93



Response data:

e 3.6.1.1 Button

3.6.1.1 Button

Ziskani nastaveni vybraného tlaCitka

2N® Indoor Touch 2.0 API

"data": {

"application": {
"id": "com.android.gallery3d",
"installDate": "1/1/09",
"name": "Gallery",
"version": "1.1.40030 (40030)"

1,

"jcon": 7,

"id": 6,

"label": "test",

"position": 5

URL: https://{{ip_addr}}/api/vl/homescreen/buttons/{{id}}
HTTP Metoda: GET
Path variable: id - id tlaCitka, viz request 3.6.1 Buttons

Response code:

Response data:

Standardni HTTP response code, oSetfuje syntaktické
chyby.

"data": {

"application": {
"jd": "com.android.documentsui",
"name": "File Manager"

I

"jcon": 6,

ll-idll: l,

"label": "File Manager",

"position": 1
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Nastaveni vybraného tladitka

URL:
HTTP Metoda:

Path variable:

Request body:

Response code:

Response data:

Odstranéni tladitka

URL:

2N® Indoor Touch 2.0 API

https://{{ip_addr}}/api/vl/homescreen/buttons/{{id}}
PUT

id - id tlaCitka, viz request 3.6.1 Buttons

"id": "<integer>",
"position": "<integer>",
"label": "<string>",
"jcon": "<dinteger>",
"application": {
"jd": "<string>",
"name": "<string>",
"version": "<string>",
"installDate": "<string>"

Standardni HTTP response code, oSetfuje syntaktické chyby.

{
"data": {
"application": {
"id": "com.android.gallery3d",
"installDate": "1/1/09",
"name": "Gallery",
"version": "1.1.40030 (40030)"
1,
"jcon": 7,
"id": 4,
"label": "test",
"position": 5
}
}

https://{ip_addr}}/api/vl/homescreen/buttons/{{id}}
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HTTP Metoda: DELETE
Path variable: id - id tlacitka, viz request 3.6.1 Buttons
Request body:
{
ll-idll: l|<-'|nteger->ll’
"position": "<integer>",
"label": "<string>",
"icon": "<integer>",
"application": {
"qd": "<string>",
"name": "<string>",
"version": "<string>",
"installDate": "<string>"
}
}
Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.
3.7 Licence
Ziskani aktualniho nastaveni
Ziska aktualni nastaveni licence zafizeni.
URL: https://{{ip_addr}}/api/v1/license
HTTP Metoda: GET
Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.
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Response data:

Nastaveni sekce

URL:

HTTP Metoda:

Response code:

2N® Indoor Touch 2.0 API

"data": {

"features": {
"isAppInstalationAllowed": true,
"isHttpApiAllowed": true,
"isStockLauncherAllowed": false

},

"key": "EJF3A-7SGBQ-UTGYC-VWV38-MKPGG",

"remainingHours": 0,

"state": 2

https://{{ip_addr}}/api/vl/license

Standardni HTTP response code, oSetfuje syntaktické chyby.
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Request body:

"key": "<string>",

"remainingHours": "<integer>",

"state": "<integer>",

"features": {
"jsHttpApiAllowed": "<boolean>",
"isStockLauncherAllowed": "<boolean>",
"isAppInstalationAllowed": "<boolean>"

Response data:

"data": {

"features": {
"isAppInstalationAllowed": true,
"jsHttpApiAllowed": true,
"isStockLauncherAllowed": false

1,

"key": "EJF3A-7SGBQ-UTGYC-VWV38-MKPGG",

"remainingHours": 0,

"state": 2

3.8 Localsettings
Ziskani aktualniho nastaveni

Ziska aktudlni nastaveni sekce Mistni nastaveni.

URL: https://{{ip_addr}}/api/vl/localsettings
HTTP Metoda: GET
Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.
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Response data:

Nastaveni sekce

URL:
HTTP Metoda:

Response code:

2N® Indoor Touch 2.0 API

{
"data": {
"language": {
ll-idll: llen_Usll,
"name": "English (United States)"
1,
"time": {

"dateTime": "10/11/19 8:46 AM",
"is24hourFormatUsed": false,
"isNetworkTimeUsed": true,
"isoDateTime": "2019-10-11T08:46:27+0000",
"timeZone": {

nid": 27,

"name": "GMT +00:00 Coordinated

universal time (GMT)"

}
},
"weather": {
"location": "Prague,CZ",
"source'": "www.openweathermap.org",
"unit": 0,
"updatePeriod": 0
}

https://{{ip_addr}}/api/v1/localsettings
PUT

Standardni HTTP response code, oSetfuje syntaktické chyby.
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Request body:

2N® Indoor Touch 2.0 API

"language": {
"id": "<string>",
"name": "<string>"
},
"time": {
"timeZone": {
ll-idll: l|<-'|nteger->ll,
"name": "<string>"
},
"jsNetworkTimeUsed": "<boolean>",
"dateTime": "<string>",
"isoDateTime": "<string>",
"is24hourFormatUsed": "<boolean>"
},
"weather": {
"location": "<string>",
"source": "<string>",
"unit": "<integer>",
"updatePeriod": "<integer>"
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Response data:

2N® Indoor Touch 2.0 API

"data": {
"language": {
ll-idll: llen_Usll,
"name": "English (United States)"
1,
"time": {

"dateTime": "10/15/19 11:54 AM",
"is24hourFormatUsed": false,
"isNetworkTimeUsed": true,
"isoDateTime": "2019-10-15T11:54:54+0000",
"timeZone": {

nid": 27,

"name": "GMT +00:00 Coordinated

universal time (GMT)"

}
},
"weather": {
"location": "Prague,CZ",
"source'": "www.openweathermap.org",
"unit": 0,
"updatePeriod": 0
}

Ziskani seznamu dostupnych jazyk(

URL:
HTTP Metoda:

Response code:

https://{{ip_addr}}/api/vl/localsettings/languages
GET

Standardni HTTP response code, oSetfuje syntaktické
chyby.
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Response data:

Ziskani seznamu dostupnych ¢asovych zon

URL:

HTTP Metoda:

Response code:

2N® Indoor Touch 2.0 API

: {

"languages": [

{
ll—idll: llaf_ZAll,
"name'": "Afrikaans"

1,

{
ll—idll: "aZ_AZ",
"name'": "Azarbaycan"

1,

{
ll—idll: llja_JPll,
"name' : llazkggn

}

https://{ip_addr}}/api/vl/localsettings/timezones

Standardni HTTP response code, oSetfuje syntaktické chyby.
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Response data:

2N® Indoor Touch 2.0 API

{
"data": {
"timezones": [
{
"id": o,
"name": "GMT -11:00 Midway Island
(Pacific/Midway)"
1,
{
"qd": 1,
"name'": "GMT -10:00 Hawaii (Pacific/
Honolulu)"
1,
{
"id": 84,
"name": "GMT +13:00 Tonga (Pacific/
Tongatapu)"
}
]
}
}

3.9 User and session control

Pfihladeni uZivatele
URL:

HTTP Metoda:

Response code:

Request body:

odhlaseni uZivatele

URL:

https://{{ip_addr}}/api/v1/login
PUT

Standardni HTTP response code, oSetfuje syntaktické
chyby.

"login":"admin",
"password":"2n"

https://{{ip_addr}}/api/v1l/logout
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HTTP Metoda:

Response code:

Nastaveni uZivatele
URL:

HTTP Metoda:

Request body:

Response code:

2N® Indoor Touch 2.0 API

PUT

Standardni HTTP response code, oSetfuje syntaktické
chyby.

https://{{ip_addr}}/api/v1/user

PUT
{
"oldPassword":"2n",
"newPassword":"NewPass123"
}

Standardni HTTP response code, oSetfuje syntaktické
chyby.
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Request data:
{
"data": {
"newPassword": "NewPass123",
"oldPassword": "2n"
}
}

3.10 Maintenance
Ziskani aktualniho nastaveni

Ziska aktualni nastaveni sekce Sprava systému.

URL: https://{{ip_addr}}/api/vl/maintenance

HTTP Metoda: GET

Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.

Response data:

{
"data": {
"jsRemoteEnabled": true,
"isWelcomeScreenEnabled": false
}
}
Nastaveni sekce
URL: https://{{ip_addr}}/api/vl/maintenance
HTTP Metoda: PUT
Request body:
{
"isWelcomeScreenEnabled": "<boolean>",
"isRemoteEnabled": '"<boolean>"
}
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Response code:

Response data:

Obnoveni tovarnich dat

URL:
HTTP Metoda:

Response code:

Restart zafizeni

URL:
HTTP Metoda:

Response code:

+ 3.10.1 Config

+ 3.10.2 Upgrade
» 3.10.3 Logs

» 3.10.4 Security

3.10.1 Config

StaZeni aktualni konfigurace

2N® Indoor Touch 2.0 API

Standardni HTTP response code, oSetfuje syntaktické
chyby.

{
"data": {
"isRemoteEnabled": true,
"isWelcomeScreenEnabled": false
}
}

https://{{ip_addr}}/api/vl/maintenance/factoryreset
PUT

Standardni HTTP response code, oSetfuje syntaktické
chyby.
https://{{ip_addr}}/api/vl/maintenance/devicereset
PUT

Standardni HTTP response code, oSetfuje syntaktické
chyby.

Stahne soubor s aktualni konfiguraci zafizeni.

URL:

https://{{ip_addr}}/api/vl/maintenance/config
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HTTP Metoda: GET

Response code: Standardni HTTP response code, oSetfuje syntaktické chyby.
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Response data:

"application": {
"applicationToRunAtStart": {
ll-idll: llll’
"installDate": "",
"name": "None",
"version": ""
1,
"jsInstallationAllowed": false,
"jsReturnToApplicationOnCallEndAllowed": false,
"urlToRunAtStart": ""
1,
"audio": {
"alarmsVolume": 0,
"musicVolume": 13,
"ringtoneVolume": 14
1,
"display": {
"brightness": 37,
"isBlueLedNotificationActive": true,
"turnOffDisplayDelay": 1
1,
"fwVersion": "4.2.0",
"hipmo": {
"call": {
"autoCallPickup": false,
"autoCallPickupDelay": 0,
"ringtoneUri": "content://media/internal/audio/
media/175"
1,
"dndMode": {
lldndII: {
"isEnabled": false,
"time": 0
1,
"dndNight": {
lldaysll: [
3
3
3
3
3

B

OO0 WNDdME O

1,

"endTime": "00:00",
"isEnabled": false,
"startTime": "00:00"
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1,

"doorButton": {

"bypassDnd": false,
"invertInput": true,
"isEnabled": false,
"maxRingingTime": 30,
"minRingingTime": 3,
"usedInput": 0

1,

"externalRing": {
"bypassDnd": false,
"invertOutput": true,
"isEnabled": false,
"maxRingingTime": 30,
"minRingingTime": 3,
"usedOutput": 0

1,

"general": {

"autosnapshot": true,
"customLanguage": false,
"deactivationTimeout": 1,
"hipGroupPassword": "",
"jsReceivingMulticastActive": false,
"logging": false,
"multicastDiscovery": true,
"pushToTalk": false,
"settingsPassword": ""

1,

"my2n": {
"deviceId": "",
"isEnabled": false,
"password": ""

1,

"recorder": {
"activationTimeout": 0,
""announcementType'": 0,
"isEnabled": false

1,

"sipProxy": {

"ipAddress": "",
"isEnabled": false,
"name": "IndoorTouch",
"password": "",
"port": 5060,
"protocol": 1,
"registrar": {
"expiry": 120,
"ipAddress": "",
"isEnabled": false,
"port": 5060
1,

"sipPortRandomization": false,
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"sipRandomPort": 5060,
"userName": "111"

1,
"homescreen": {
"buttons": [

{
"application": {
"id": "com.android.documentsui",
"name": "File Manager"
1,
"jcon": 6,
UETS AL l,
"label": "File Manager",
"position": 1
1,
{
"application": {
"id": "com.android.browser",
"name": "Browser"
},
"jcon": 3,
UETS AL 2’
"label": "Browser",
"position": 2
1,
{
"application": {
"id": "cz.nn.helios_mobile",
"name": "2N® IP Mobile"
1,
"icon": 8,
ll-idll: 3’
"label": "Intercoms",
"position": 3
1,
{
"application": {
"id": "com.android.gallery3d",
"name": "Gallery"
1,
"jcon": 7,
"id": 6,
"label": "test",
"position": 5
}

1,
"isClockOnlyModeActive": false

1,
"licence": {

"key": "EJF3A-7SGBQ-UTGYC-VWV38-MKPGG"
1,
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"localsettings": {

"languageId": "en-US",

"time": {
"dateTime": "10/15/19 12:47 PM",
"is24hourFormatUsed": false,
"isNetworkTimeUsed": true,
"isoDateTime": "2019-10-15T12:47:50+0000",
"timeZoneId": 27

1,

"weather": {
"location": "Prague,CZ",
"unit": 0,
"updatePeriod": 0

}

1,

"maintenance": {
"isRemoteEnabled": true,
"isWelcomeScreenEnabled": false

1,

"network'": {

"dns": "10.0.100.101",
"gateway": "10.27.0.1",
"ipAddress": "10.27.5.173",
"isDhcpEnabled": true,
"isEthernetEnabled": true,
"mask": "255.255.0.0"

Nahrani zalohy konfigurace

URL: https://{{ip_addr}}/api/vl/maintenance/config
HTTP Metoda: POST
Request body: form-data:

Response code:

3.10.2 Upgrade

ZjiSténi stavu upgradu

« file=<binary>
+ isNetworkSettingsEnabled=<boolean>

Standardni HTTP response code, oSetfuje syntaktické
chyby.
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URL:
HTTP Metoda:

Response code:

Response data:

Nahrani firmware

URL:
HTTP Metoda:

Request body:

Response code:

Response data:

Spusténi upgradu

URL:

2N® Indoor Touch 2.0 API

https://{{ip_addr}}/api/vl/maintenance/upgrade
GET

Standardni HTTP response code, oSetfuje syntaktické
chyby.

{
"data": {
"fwVersion": "4.2.0",
"isDowngrade": false,
"status": 0,
"wipeData": false
}
}

https://{{ip_addr}}/api/vl/maintenance/upgrade/upload
PUT

form-data:

+ file=<binary>

Standardni HTTP response code, oSetfuje syntaktické
chyby.

{
"data": {
"fwVersion": "4.2.0",
"isDowngrade": false,
"status": 1,
"wipeData": false
}
}

https://{{ip_addr}}/api/vl/maintenance/upgrade/start
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HTTP Metoda:

Request body:

Response code:

Response data:

ZruSeni upgradu.

URL:
HTTP Metoda:

Response code:

Response data:

3.10.3 Logs

2N® Indoor Touch 2.0 API

PUT

{"wipeData":true}

Standardni HTTP response code, oSetfuje syntaktické
chyby.

{
"data": {
"fwVersion": "4.2.0",
"isDowngrade": false,
"status'": 2,
"wipeData": true
}
}

https://{{ip_addr}}/api/vl/maintenance/upgrade/cancel
PUT

Standardni HTTP response code, oSetfuje syntaktické
chyby.

{
"data": {
"fwVersion": "4.2.0",
"isDowngrade": false,
"status": 0,
"wipeData": true
}
}

Ziskani archivu zakladnich logli zafizeni.
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URL:
HTTP Metoda:

Response code:

Response data:
Ziskani archivu vSech logli zaFizeni

URL:
HTTP Metoda:

Response code:

Response data:

3.10.4 Security

2N® Indoor Touch 2.0 API

https://{{ip_addr}}/api/vl/maintenance/logs/simple
GET

Standardni HTTP response code, oSetfuje syntaktické
chyby.

Soubor archivu s logy

https://{{ip_addr}}/api/v1l//maintenance/logs/full
GET

Standardni HTTP response code, oSetfuje syntaktické
chyby.

Soubor archivu s logy

Ziskani informace o nastaveni pfistupu

Ziskani informace o nastaveni pfistupu do systémového nastaveni v zafizeni.

URL:
HTTP Metoda:

Response code:

Response data:

Nastaveni pfistupt

https://{{ip_addr}}/api/vl/maintenance/security
GET

Standardni HTTP response code, oSetfuje syntaktické
chyby.

"data": {
"useWebPassword": true

}
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2N® Indoor Touch 2.0 API

UmoZfuje nastavit pouziti odliSného hesla pro pfistup do webového rozhrani a systémového
nastaveni.

URL: https://{{ip_addr}}/api/vl/maintenance/security
HTTP Metoda: PUT
Request body:
{
"useWebPassword": true
}
Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.
Response data:
{
"data": {
"useWebPassword": true
}
}

Ziskani nastaveni pfistupu do systémového nastaveni

URL: https://{{ip_addr}}/api/vl/maintenance/security/
settings/access

HTTP Metoda: GET
Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.

Response data:

"data": {
"accessSettingsPasswordType": 1

}

Nastaveni pfistupu do systémového nastaveni
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URL:

HTTP Metoda:

Request body:

Response code:

Response data:

2N® Indoor Touch 2.0 API

https://{{ip_addr}}/api/vl/maintenance/security/
settings/access

PUT
{
"accessSettingsPasswordType": "<integer>",
"password": "<string>"
}

Standardni HTTP response code, oSetfuje syntaktické
chyby.

{

"data": {
"accessSettingsPasswordType": 1,
"password": "test"

}

}

Nastaveni hesla pro administratorsky pFistup

URL:

HTTP Metoda:

Request body:

Response code:

https://{{ip_addr}}/api/vl/maintenance/security/
settings/admin

PUT

"password": "<string>"

& Zadané heslo musi splfiovat podminky pro
minimalni silu hesla, viz sekce Zabezpeceni.

Standardni HTTP response code, oSetfuje syntaktické
chyby.
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Response data:

"data": {
"password": "Test12345"
}

« 3.10.4.1 Lockscreen
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3.10.4.1 Lockscreen
Ziskani aktualniho nastaveni

Ziskani informaci o nastaveni zamku obrazovky.

URL: https://{{ip_addr}}/api/vl/maintenance/security/
lockscreen

HTTP Metoda: GET

Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.

Response data:

"data": {
"isEnabled": false

}

Zména aktualniho nastaveni

& Upozornéni

Pomoci tohoto endpointu je moZno zamykaci obrazovku pouze vypnout nebo zapnout.
Konfigurace zamykaci obrazovky pomoci webového rozhrani neni mozna.

URL: https://{{ip_addr}}/api/vl/maintenance/security/
lockscreen
HTTP Metoda: PUT
Request body:
{
"isEnabled": "<boolean>"
}
Response code: Standardni HTTP response code, oSetfuje syntaktické
chyby.
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Response data:

3.11 Network

Ziskani aktualniho nastaveni

Ziska aktudlni nastaveni sité.

URL:
HTTP Metoda:

Response code:

Response data:

Nastaveni sekce

URL:
HTTP Metoda:

Response code:

2N® Indoor Touch 2.0 API

"data": {
"isEnabled": false

}

https://{{ip_addr}}/api/vl/network
GET

Standardni HTTP response code, oSetfuje syntaktické
chyby.

"data": {
"dns": "8.8.8.8",
"gateway": "192.168.1.1",
"ipAddress": "192.168.1.173",
"isDhcpEnabled": true,
"jsEthernetEnabled": true,
"mask": "255.255.255.0"

https://{{ip_addr}}/api/vl/network
PUT

Standardni HTTP response code, oSetfuje syntaktické
chyby.
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Request body:

Response data:

2N® Indoor Touch 2.0 API

"jsDhcpEnabled": "<boolean>",
"jsEthernetEnabled": "<boolean>",
"ipAddress": "<string>",

"dns": "<string>",

"gateway": "<string>",

"mask": "<string>"

"data": {
"dns": "8.8.8.8",
"gateway": "192.168.1.1",
"ipAddress": "192.168.1.173",
"isDhcpEnabled": true,
"isEthernetEnabled": true,
"mask": "255.255.255.0"
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4. Dopliikové informace

4.1 Smérnice, zakony a nafizeni - Obecné pokyny a upozornéni

4.1 Smérnice, zakony a nafizeni - Obecné pokyny a upozornéni

Pfed pouzitim tohoto vyrobku si prosim pecClivé preCtéte tento navod k pouZziti a fidte se
pokyny a doporu€enimi v ném uvedenymi.

V pfipadé pouzivani vyrobku jinym zplsobem, neZ je uvedeno v tomto navodu, miZe dojit
k nespravnému fungovani vyrobku nebo k jeho poSkozeni &i zni€eni.

Vyrobce nenese Zadnou odpovédnost za pfipadné Skody vzniklé pouzivanim vyrobku jinym
zplsobem, neZ je uvedeno v tomto navodu, tedy zejména jeho nespravnym pouzitim,
nerespektovanim doporuceni a upozornéni.

Jakékoliv jiné pouZiti nebo zapojeni vyrobku, kromé postupl a zapojeni uvedenych v navodu, je
povazovano za nespravné a vyrobce nenese Zadnou zodpovédnost za nasledky zplisobené
timto poCinanim.

Vyrobce dale neodpovida za poSkozeni, resp. zniCeni vyrobku zplsobené nevhodnym
umisténim, instalaci, nespravnou obsluhou €i pouZivanim vyrobku v rozporu s timto ndvodem k
pouziti.

Vyrobce nenese odpovédnost za nespravné fungovani, poSkozeni €i zni€eni vyrobku dlsledkem
neodborné vymeény dild nebo dlsledkem pouziti neoriginalnich nahradnich dild.

Vyrobce neodpovida za ztratu ¢i poSkozeni vyrobku Zivelnou pohromou &i jinymi vlivy
pfirodnich podminek.

Vyrobce neodpovida za poSkozeni vyrobku vzniklé pfi jeho prepravé.

Vyrobce neposkytuje Zadnou zaruku na ztratu nebo poSkozeni dat.

Vyrobce nenese Zadnou odpovédnost za pfimé nebo nepfimé Skody zplsobené pouZitim

vyrobku v rozporu s timto navodem nebo jeho selhanim v dlsledku pouZiti vyrobku v rozporu
s timto navodem.

Pfi instalaci a uzivani vyrobku musi byt dodrZeny zakonné poZadavky nebo ustanoveni
technickych norem pro elektroinstalaci. Vyrobce nenese odpovédnost za poSkozeni €i zni€eni
vyrobku ani za pfipadné Skody vzniklé zakaznikovi, pokud bude s vyrobkem nakladano

v rozporu s uvedenymi normami.

Zakaznik je povinen si na vlastni naklady zajistit softwarové zabezpe&eni vyrobku. Vyrobce
nenese zodpovédnost za Skody zplsobené nedostate¢nym zabezpecenim.

Zakaznik je povinen si bezprostfedné po instalaci zménit pFistupové heslo k vyrobku. Vyrobce
neodpovida za Skody, které vzniknou v souvislosti s uzivanim plvodniho pfistupového hesla.

Vyrobce rovnéz neodpovida za vicenaklady, které zakaznikovi vznikly v souvislosti
s uskuteCiovanim hovord na linky se zvySenym tarifem.
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Nakladani s elektroodpadem a upotfebenymi akumulatory

hid

PouZita elektrozafizeni a akumulatory nepatfi do komunalniho odpadu. Jejich nespravnou
likvidaci by mohlo dojit k poSkozeni Zivotniho prostfedi!

Po dobé jejich pouZitelnosti elektrozafizeni pochazejici zdomacnosti a upotfebené
akumulatory vyjmuté ze zafizeni odevzdejte na specialnich sbérnych mistech nebo predejte
zpét prodejci nebo vyrobci, ktery zajisti jejich ekologické zpracovani. Zpétny odbér je provadén
bezplatné a neni vazan na nakup dalSiho zboZi. Odevzdavana zafizeni museji byt Gplna.

Akumulatory nevhazujte do ohné, nerozebirejte ani nezkratujte.
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