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1. Popis produktu

Zamezte vstupu neopravnénych osob do vasi budovy diky IP pfistupovému systému od 2N.

Mozkem celého systému je software 2N° Access Commander s jednoduchym a intuitivnim
ovladdanim. VyuZijete ho nejen pro spravu pfistupl do objektu, ale i pro monitorovani stavu
pfistupovych jednotek v redlném Case.

« 1.1 Distribuce virtualni stroj
+ 1.2 Distribuce BOX

« 1.3 Podporované prohliZzeCe
« 1.4 PouZité porty

« 1.5 Podporovana zafizeni
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1.1 Distribuce virtualni stroj

2N° Access Commander je distribuovan jako virtualni stroj, ktery lze naimportovat do vadeho
virtualiza€niho softwaru. Nabizi se tyto varianty:

« 1.1.1 Virtual Box

« 1.1.2VMware

« 1.1.3 Hyper-V

« 1.1.4 Doporuceny HW
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1.1.1 Virtual Box

@ Poznamka

« Doporucujeme v BIOSu povolit VT-X virtualiza€ni technologii.

VirtualBox:

® Poznamka

« Open Source Software under the terms of the GNU General Public License (GPL)
version 2.

(https://www.virtualbox.org/)

1. Z https://www.virtualbox.org/wiki/Downloads stahnéte posledni verzi VirtualBoxu:
a. doporuCujeme vCetné VirtualBox Extension Pack.

2. Stahnéte obraz z oficialniho webu 2N.

3. Ve VirtualBoxu vyberte "Soubor - Importovat applianci...".

Import virtualni appliance

Nastaveni pro applianci

Zde jsou virtualni poditade s doporu€enym mapovanim pro import do VirtualBoxu. VEtSinu téchto
vlastnosti mizete zménit poklepanim na polozku a zakazat jiné pomod zaskridvacich tlacitek nize.

Popis Konfigurace

“E iz e |

{3 CPU 2
{E rAM 2048 MB

Disketa B

DVD a

@' Sifova karta [E] Intal PRO/1000 MT Server (82545EM)

O Storage Controller (IDE)  PIIX4 -

[E] Reinicializovat MAC adresy viech sifowych karet

| Obnovitwychozi | | <Zpé&t || Impert || Zrudit

upravte nazev,

zkontrolujte nastaveni CPU (nejméné 2),

zkontrolujte nastaveni RAM (nejméné 2048 MB),
d. zkontrolujte volbu spravné sitové karty.

4. Potvrdte Licenéni podminky.

noo
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1.1.2 VMware
VMware Player

1. Stahnéte obraz z oficidlniho webu 2N.

2. Ve VMware Player "File - Open... " vyberte cestu k OVA souboru.
3. Podle potfeby pfejmenuijte a kliknéte na "Import".

4. Po naimportovani zkontrolujte nastaveni "Settings".
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5. Kontrola nastaveni:
a. zkontrolujte nastaveni RAM (nejméné 2048 MB),
b. zkontrolujte nastaveni CPU (nejméné 2),
c. zkontrolujte volbu spravné sitové karty.
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VMware vShere

© Varovani

« Vytvofeno ve VMware vShere - VMware ESXi 6.5.0. Na jinych verzich netestovano.

1. Stahnéte obraz z oficialniho webu 2N.
2. Ve VMware vShere vyberte "File - Deploy OVF Template.." a pokracujte dle prlivodce.
3. Po naimportovani zkontrolujte nastaveni "Edit Settings...":

INE Accews Commmanche:
YLADINLIED
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upravte nazev (karta "Options"),

zkontrolujte nastaveni CPU (nejméné 2),
zkontrolujte nastaveni RAM (nejméné 2048 MB),
zkontrolujte volbu spravné sitové karty. ,

en oo

& Upozornéni

« Podporovana verze VMWare je 6.5 a vySSi.
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1.1.3 Hyper-V

Tato kapitola popisuje postup pro vytvofeni virtualniho stroje v prostfedi Hyper-V. Pro vytvofeni
nového virtualniho stroje postupujte nasledovné:

1. Stahnéte si soubor v sekci Software & Firmware. Je nutné stahnout poZadovanou verzi
pro Hyper-V. Po uloZeni ve formatu .rar tento soubor extrahujte/rozbalte do sloZky.

2. Spustte Hyper-V Manager a vyberte u poZadovaného hostitele moznost "Import Virtual
Machine".
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Zobrazi se prlvodce instalaci, ve kterém postupujte nasledovné:
a. PreCtéte si zobrazené informace a potvrdte jejich pfecteni tlaCitkem "Next".
b. Vyberte cestu ke sloZce, kterou jste si pfipravili v kroku 1.
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c. Potvrdte vybér virtualniho stroje.
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f. Zkontrolujte shrnuti nastaveni, které bylo zvoleno v pfedchozich krocich a potvrdte
tlaCitkem "Finish".
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1.1.4 Doporu€eny HW

Distribuce virtualni stroj

Pocet pfipojenych zafizeni ovliviiuje 2N° Access Commander riiznymi zplisoby. Proto nastavte
velikost hardwarovych prvkil podle skuteEného stavu.

V tabulce dole najdete doporu¢eny minimalni poCet CPU jader a velikosti RAM pro rlizny pocCet
zafizeni a uZivateld spravovanych 2N° Access Commanderem.

PoCet pFipojenych zafizeni PoCet uZivateld* PoCet CPUjader Prfidélena velikost RAM

1000 10000 2 2GB
2000 100 000 2 4GB
2000 200000 4 8 GB
7000 200000 4 16 GB

*Doporucujeme nepiekracovat poCet 1500 uzivatell ve skupiné. Pokud jsou pro oblasti néjaka
omezeni, napf. Anti-passback nebo kontrola obsazenosti pro velky poCet uZivatell, aplikace se
mUZe zpomalit.

A Caution

« Doporuéujeme, aby byl 2N° Access Commander pfipojen k zafizenim nepfetrité.
Pokud je odpojen, zafizeni ukladaji zaznam udalosti offline a po znovupfipojeni se
data z logu s 2N° Access Commanderem sesynchronizuji. V priibéhu
synchronizace aplikace stale b&zi, ale pfi vétSim pocCtu zafizeni mlZe cely proces
trvat dlouho.

®
2N Access Commander Box
Podet pfipojenych zafizeni 2.0 Podet uZivatel( 2.0 Podet uZivatel( ve skupiné*

2000 100 000 1500

*Doporucujeme nepiekracovat poCet 1500 uzivatell ve skupiné. Pokud jsou pro oblasti néjaka
omezeni, napf. Anti-passback nebo kontrola obsazenosti pro velky poCet uZivatel, aplikace se
mUZe zpomalit.
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& Upozornéni

« DoporuCujeme, aby byl 2N° Access Commander pfipojen k zafizenim nepfetrzité.
Pokud je odpojen, zafizeni ukladaji zaznam udalosti offline a po znovupfipojeni se
datazlogus 2N° Access Commanderem sesynchronizuji. V prlbéhu
synchronizace aplikace stale b&zi, ale pfi vétSim poctu zafizeni mlZe cely proces
trvat dlouho.

1.2 Distribuce BOX

1x Gigabyte BRIX BACE with: 1x 40W wall mount adapter
- 2N" Access Commander with plugs for EU, US, Asia
- 2.5 120GB HD and Australia

- 4GB DDR3 memory

\

\.—.‘ e~
1x VESA mount bracket 1x Quick Start Guide
6x Screws (Data Sheet) in 7 languages

2N° Access Commander Box je software pro spravu pFistupového systému predinstalovany na
vykonném kompaktnim minipocita€i. Jedna se o ,plug and play“ feSeni, kdy staci k poc€itaCi
pouze pfipojit zdroj napajeni a Ethernetovy kabel.

Pro spravnou a plnou funk€nost systému doporucujeme tento pocita€ umistit na bezpe€né
misto a nechat jej trvale béZet (slouzi jako server pro sbér dat, udalosti a logli z celého
pFistupového systému).

Obj. €. 91379030 - 2N° Access Commander Box

Obsah baleni

« 1x minipoCitaC Gigabyte BRIX BACE obsahujici:

. 2N° Access Commander
« 2.5”120GBHDD
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« 4GB DDR3 pamét’
1x montazni ram VESA
« 6x Srouby
1x Quick Start manual (datasheet) v 7 jazycich
1x 40W napajeci adaptér s koncovkami pro EU, US, Asii a Australii

Technické parametry PC

« Ultrakompaktni provedeni - 0,69 | (56,1 x 107,6 x 114,4 mm)

« Procesor Intel’ Celeron’ J3160 (2M cache; max. 2.24 GHz)
« 2.5” SSD SATA Il hard disk (120 GB)

. DDR3 SODIMM pamét (4 GB) - 1.35V, 1600 MHz

« Podpora dudlniho displeje pfes VGA a HDMI port

« Gigabitovy LAN port pro Ethernetové pfipojeni

« Montazni ram VESA (75 x 75 mm + 100 x 100 mm)

« Provozni teplota okoli: 0 °C az +35 °C

« Skladovaci teplota: -20 °C aZ +60 °C

Pocita€ obsahuje nasledujici uZivatelem pfistupné soucasti a konektory:

[Predni strana] [vpravo] [zadni strana] [vieva]
— MO S ] IR
= | BTG BCEA D & 2= ]
h— — e — o = — = i p——— =
use30  (reika mikro Kensingtan DC-In HOMI R-43 USE 30 VEA  Shuchatks Mikrofon
50 karet lock siat
IP adresa

« V defaultni nastaveni je DHCP zapnuto.
« K lokalizaci tohoto pocitaCe se softwarem 2N° Access Commander v siti pouZzijte aplikaci

2N° IP Network Scanner.
« Pro nastaveni statické IP adresy (DHCP OFF) pfipojte k poCitaCi klavesnici a monitor.
Jakmile se objevi erna obrazovka, postupujte dle nasledujicich krokd:
1) Prfihlaste se do systému jako root - defaultni pfihlaSeni je root : 2n

2) Jakmile se objevi modra obrazovka, zménte defaultni ,,root heslo na bezpe€négjsi.

3) Prejdéte do ,Advanced Menu”.
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v

4) Zvolte ,Networking” a nasledné “Static IP”.
5) Nastavte statickou IP adresu, branu a DNS.

6) UloZte toto nastaveni a opust'te konzolové menu (logout).

7) Pripojte se k nastavené IP adrese pfes webovy prohlizec a pfihlaste se do aplikace 2N°
Access Commanderu - defaultni pfihlaSeni je:

« uZivatelské jméno: admin
+ heslo: 2n

Montazni ram VESA
1) ZaSroubuijte pfiloZené Srouby do spodni €asti poCitace BRIX.
2) Pomoci pfiloZenych Sroubl pfipevnéte montazni ram VESA k zadni ¢asti vhodného displeje.

3) Nyni zasurite BRIX BACE do montazniho ramu.

Omezeni uZivatele a zafizeni (za pfedpokladu pouZiti 2N® Access Commander 2.0)

w2 X s ane®
Pokud pouzivate vlastni aplikaCni rozhrani 2N Access Commander boxu:
Podet pfipojenych zafizeni 2.0 Podet uZivatel(1 2.0 Podet uZivatel( na skupinu*

2000 100 000 1500

* Pokud pouZivate Anti-passback, poCet uZivatel(, ktefi mohou vstoupit do anti-passbackové
oblasti, by nemél byt vy$8i neZ maximalni poCet uZivatell na skupinu.

& Upozornéni

« Doporudujeme vam, abyste méli 2N° Access Commander nepietrzité pfipojen ke
svym zafizenim. Pokud jej odpojite, zafizeni uloZi log udalosti samostatné a po
znovupfipojeni se data offline logl s 2N° Access Commanderem sesynchronizuiji.
Aplikace bude stale béZet, ale logy udalosti a pfistupl budou po dobu zpracovani
dat na pozadi aktualizovany. Je-li v systému velké mnoZstvi zafizeni, mliZe to trvat
dost dlouho.

1.3 Podporované prohlizece
Optimalizovano pro prohliZeé:

=

I
« % Google Chrome (verze 40 a vySSi)
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Dal3i podporované prohliZede:

= Mozilla Firefox (verze 35 a vySSi)

. e Microsoft Edge (verze 84.0.522 a vySSi)

Ostatni prohliZzeCe nebyly testovany a nelze tak zaruc€it plnou funkEnost.
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1.4 Pouzité porty

Seznam sluZeb a potiebnych portti:
Sluzba Port
HTTP/HTTPS* 80/443
SMTP 225
DHCP 68
DNS 53
NTP 123
LDAP** 389
SSH 22

* PouZiva se jak pro komunikaci s klientem, tak pro komunikaci s vratniky.

** Pro LDAP ve vychozim stavu je pouZit port 389. UZivatel si mizZe
v nastaveni 2N° Access Commanderu zvolit jiny port, na kterém bude komunikovat.

1.5 Podporovana zafizeni

V této kapitole je uveden piehled podporovanych zafizeni pfistupovym systémem 2N° Access
Commander.

Podporovana zafizeni

2N IP interkomy 2N’ IP Style

2N’ IP Verso 2.0
®

2N |P Verso

2N° LTE Verso
®

2N IP Force

2N’ IP Safety

2N° IP Vario
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Podporovana zafizeni

Pfistupové jednotky 2N

Odpovidaci jednotky 2N

2N®IP Base

®
2N IP Solo
2N IP Uni

® . .
2N IP Video Kit
2N° IP Audio Kit

2N’ IP Audio Kit Lite
2N Access Unit 2.0
2N Access Unit

2N Access Unit M
2N’ Indoor View

2N’ Indoor Compact
2N’ Indoor Talk

2N° Indoor Touch

2N° Indoor Touch 2.0

1.5.1 Zafizeni podporujici QR kody

2N® Access Commander

V této kapitole je uveden piehled podporovanych zafizeni piistupovym systémem 2N° Access
Commander podporujicich QR kody.

Zafizeni podporujici QR kédy

2N° IP Style

2N’ Verso 2.0
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2. Linuxové nastaveni

. N ~ s ~ . , ® . . . . ,
Pro jednoduSSi poCateCni nastaveni 2N Access Commanderau je k dispozici nastavovaci
konzole.

+ Reboot - restartuje stroj
« Shutdown - vypne stroj
« Quit - opusti konfiguraCni konzoli a zobrazi vstup terminalu Linuxu

Advanced Menu

2N(R) Access Commander Advanced Menu

lletworking Configure appliance networking

Time Configure appliance time

SS5H Allow SSH connection

Backup storage Backup storage settings
Password Configure password

Backup and restore  Configure backup and restore
Reboot Reboot the appliance

Shutdown Shutdown the appliance

Quit Quit the configuration console
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Lze nastavit nékolik zakladnich parametr( Linuxu:

Networking - slouZi k nastaveni proxy serveru a sitovych vlastnosti. Sitové vlastnosti [ze
. 2y~ ’ ®
nastavit manualné nebo pomoci DHCP serveru 2N Access Commanderu.

eth® configuration

IP Address: 10.0.27.21

Netmask: 255.255.255.0

Default Gateway: 10.0.27.1

Name Server(s): 10.0.25.11 10.0.100.101

Networking configuration method: static

Configure networking automatically]

Static IP Configure networking manually
Proxy Configure Proxy server

<elect>

. v . ’ v ~ s s , ®
« Time - umoZnuje nastaveni Casu, NTP serveru a Casové zony, ve ktere se 2N Access
Commander nachazi. Tato zéna by méla byt idealné stejna jako zdna, ktera je nastavena

na 2N° IP interkomech.

Time configuration

Actual time: 10:21:55
Actual date: 2022/04/13
Time zone: Europe/Prague
Time state: NTP time used

Manual| Configure time manually|

NTP Configure NTP server
Time zone Configure time zone

<Felect>
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« SSH - nastavuje moznost pfipojeni k serveru 2N° Access Commanderu pfes SSH. Pro
povoleni SSH musi byt nastavené jiné neZ defaultni heslo, které splfiuje naroky na jeho
obtiZnost.

SSH connection
Actual state: Enabled.

Allow SSH connection:

(*)

( ) Disabled

<Cancel>

« SMB - spousti prlivodce pro nastaveni pfipojeni ke sdilenym slozkam. Nastavte IP adresu
nebo doménové jméno a cestu ke sloZce. Napf. ,192.168.1.1/share“. Nastavte uZivatelské
jméno uZivatele, ktery ziska pfistup do dané slozky a pravo zapisovat. Vyplrite heslo
uZivatele a zvolte verzi Samba protokolu. Po splnéni vSech povinnych krokU se ovéfi
spojeni se serverem a zobrazi se informace, zda bylo nastaveni UspéSné, nebo chybné.

Backup storage settings

Storage location:  Smb

SMB server address: 10.0.25.11/share

User login: administrator@acom.local
User password: *kx

SMB version: 2.0

Localj@Set local backup storage

SMB Set SMB backup storage

<elect>

« Password - nastavuje heslo pro uzivatelsky ucet ,root“. Heslo se pouZiva pro pfihlaSeni
do konzole Linuxu nebo pro pfistup pfes SSH.
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Root password

Enter current Root password.

|

<Cancel>

« Backup and restore - slouZi k zilohovéni a obnové dat 2N° Access Commanderu

« Import - importuje nastaveni z jiného 2N° Access Commanderu
« Backup - slouzi k zalohovani aktualni konfigurace a seznamu uZivatel(l na samba
server
« Backup - jednorazova zaloha konfigurace
« Periodical backup - periodicka zaloha konfigurace.
+ denné
« tydné
« mésicné
« neaktivni
+ Restore - obnovuje nastaveni z dfive provedené zalohy

Configuration backup and restore

Import Import configuration from another Access Commander

HBackup  Backup configuration
Hestore Restore configuration

Vice informaci o zaloze naleznete v kapitole 3.9 Zaloha systému.
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3. Nastaveni systému

Nastaveni

EMCE TTF FEZH MODULL DOTHAZES & ZARIZENI HLWUETOOT NCHRONIZACE

Aktudini licence

FRIDAT LIGENG INFO

Nevypineng

URL prov aktualizace
pA1D.0.26 31 /upgrade; masier

+ System je akiudini, Nejsou dostupné Zadné nové akiualizace

TRONTROLOVAT AKTUALIFACE

« 3.1Licence

« 3.2 E-mail

« 3.3 Rezim modulu dochazka

« 3.4 USB zafizeni

+ 3.5Bluetooth

3.6 2N Picard

+ 3.7 Synchronizace

+ 3.8 Sprava logli
« 3.8.1 Systémové logy
« 3.8.2 Pfistupové logy

« 3.9 Aktualizace systému

« 3.10 Zaloha systému

» 3.11 Diagnostika

3.12 Datum a Cas

« 3.13 Nastaveni sité

3.14 SSH

3.1 Licence

V nastaveni na zaloZce Licence lze vidét aktualni poCet licencovanych zafizeni, uZivatel( a

M . O ~ I ’ 14 ol ’ ’ ) . ® . .
uzivatelu s rozSifenym opravnénim. Po uvodni instalaci 2N Access Commanderu je ihned k
dispozici Trial licence (vice viz niZe). Pro spravu vice zafizeni, uzivatell a uZivatell s rozSifenym
opravnénim je nutné objednat rozSifujici licence. K objednani jsou nasledujici typy licenci:
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Maximalni poCet uzZivatelll
Maximalni poCet zafizeni

Maximalni poCet
administratorl/manaZzert

Pfistupové a systémové logy
Pfistupova pravidla

APl sprava
Aktivace/deaktivace GCtu

Omezeni poCtu
neuspé&snych pfistupl

Tichy alarm
Zbnovy kod
Monitorovani zafizeni
Sprava logl

Import uzivatell z CSV nebo
ze zafizeni

Hromadna sprava firmwaru
Vicenasobna autentizace
Opravnéni uZivatele
Notifikace

Pfitomnost

CAM Logs

Basic (zdarma)

50

5

(< IR < TR < B < B <

0O 0O 0000 00000

Advanc
ed

300

30

5

(< IR < BN < TR < TR <

< IR < BN < BRI < T < T < TR < BN < B < TR < T <

Neomezeno*

2N® Access Commander

Pro Pro Unlimited

1000 Neomezeno*

100 Neomezeno*

Neomezeno*

(< IR < TR < B < B <
(< IR < TR < B < B <

(< IR T < T < B < T < R < B < B < T < B <
(< IR T < B < B < T < R < B < B < T < B <
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Basic (zdarma) Adv:nc Pro Pro Unlimited

e
Ovladéni vytahu (%] (V] o
Dashboard (%) o o v
Nouzové uzamknuti (x ) (v (v] (V]
Mobile Credential Support [x) (v (V] (v
Sprava navstév () o o (v
Spréava obsazenosti (%] (x] (v] o
Synchronizace (LDAP & CSV) (%) () (V) (v
Anti-passback (X [ x ) (V] o
Dochézka Volitelné Voli:cel Volitelné Volitelné

né

* Neomezeno v ramci maximalnich moZnosti softwarové platformy <1.1.4 Doporuceny HW>

Aktualni licence

Sekce zobrazuje poCet vyzadovanych a vlastnénych licenci pro spravu zafizeni, uzivatel( a
uZivateld s rozSifenym opravnénim. Zaroven je zde uvedeno datum nahrani posledni licence.
Kazda dalSi nahrana licence pfehraje tu plvodni. Licence se nesCitaji.

LICENCE E-nEAIL REZIM MODULL DOCHAZKA ISE ZARIZEN ILUETOOTH SYNCHRONIZACE

Aktudlni licence

PRIDAT INFO PREHLED LICENCI [

SN licencniho zafizeni pro vygenerovani licence
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Pro vygenerovani licence se pouZiva jedno z pfipojenych zafizeni (Ize zvolit libovolny typ zafizeni
= 2N IP interkom, Access Unit, ...). Sériové Cislo odeSlete svému distributorovi. Na jeho zakladé
bude vygenerovana licence, ktera bude platna, dokud bude licen&ni zafizeni pfipojeno (zafizeni
slouzi jako hardwarovy kli¢). V pfipadé odpojeni licenEniho zafizeni zaCne béZet ochranna

lhiita, po kterou bude 2N° Access Commander jesté aktivni. Po uplynuti ochranné lhity se
vSechna zafizeni pfepnou do neaktivniho stavu a bude potfeba vygenerovat novou licenci nebo

licen&ni zafizeni pfipojit zpét k 2N” Access Commanderu.

Nahrani licence

Sekce umoZzniuje nahrat novou licenci nactenim licen€niho souboru z disku pocitace.

Aktualni licence

PRIDAT INFO PREHLED LICENCI [2}

Systém bez licence
Pro vyzkouSeni je po instalaci na serveru aktivni zkuSebni licence s nasledujicimi parametry:
« 1 zafizeni,

« 5uZivateld,
« neomezené funkce

Expirace licence

K vypréeni licence mlze dojit, pokud je licen&ni zafizeni odpojené od 2N° Access

Commanderu po delé dobu. Doba, po kterou bude 2N° Access Commander funkéni, se odviji
od doby, po kterou bylo licenéni zafizeni pfipojeno. Cim bylo déle pfipojeno, tim je doba, do kdy

musi byt znovu pfipojeno, delSi. Datum a €as, kdy licence vyprSi, je zobrazena v detailu o
licenci.
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Aktualni licence

PRIDAT INFO PREHLED LICENCI [A

Po vyprSeni licence se vSechna zafizeni pfepnou do stavu neaktivni. V pfipadé nahrani nové
licence je potfeba nejdfive aktivovat zafizeni, na které je licence vygenerovana. Po aktivaci
licen¢niho zafizeni pljdou aktivovat i vSechna ostatni.

3.2 E-mail

SMTP protokol umoZiiuje 2N° Access Commanderu odesilat e-mailové zpravy. Modul musi byt
aktivni kvili dalSim funkcim jako jsou notifikace nebo zasilani pfihlaSovaciho hesla uZivateli.

@ SVTP je zapnuté

Adresa serveru 5L
mail 2n.cz Vypnuto
Part Overovat SSL serverovy certifikat
Zapnuto
Uzivatelské jmeéno Rezim kompatibility (ve vychozim nastaveni vypnuto)

Nevypinen Fapmio

Vychozi odesilatel

nareplyE2nac c1

Zakladni adresa
Vypnuto

« Vypnuti/zapnuti SMTP - zapina nebo vypind sluZbu odesilani e-mail.

Po kliknuti na jakoukoliv informaci lze zménit nastaveni SMTP. Je také mozné odeslat testovaci
e-mailovou zpravu pro ovéfeni spravného nastaveni SMTP serveru.
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Nastaveni SMTP X

mail.2n.cz

25

noreply@2nac.cz

SsL
Oveérovat SSL serverovy certifikat

Reiim kompatibility (ve vychozim nastaveni vypnuto}
STORNO ZMENIT

« Adresa serveru - adresa SMTP serveru, na ktery budou odesilany e-maily.

« Port - port SMTP serveru. Upravte jen v pfipadé nestandardniho nastaveni SMTP serveru.
SMTP port byva obvykle nastaven na hodnotu 25.

« UZivatelské jméno - pokud SMTP server vyZaduje autorizaci, musi byt uvedeno platné
jméno uzivatele pro prihlaSeni k serveru. V opacném pfipadé ponechte pole prazdné.

« Heslo - heslo pro pfihld3eni 2N° Access Commanderu k SMTP serveru.

« Vychozi odesilatel - nastavuje adresu odesilatele pro vSechny odchozi e-maily z
2N° Access Commanderu.

« SSL - zapina Sifrovani e-maild.

« Ovérovat SSL serverovy certifikat - ovéfuje SSL certifikat vyplnéného serveru.

« ReZim kompatibility (defaultné vypnuto) - slouZi k pfipojeni ke star§Sim SMTP
serverlim, které nepodporuji nové funkce.

& Upozornéni

« V pfipadé, kdy vyplnény SMTP server nema validni certifikat, nedojde ke spojeni.
PFi odeslani testovaciho e-mailu bude uZzivatel na tuto situaci upozornén.
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Zakladni adresa

« Zakladni adresa - pokud je zapnuto, e-maily budou obsahovat pfimy odkaz na obnoveni
hesla.

3.3 Rezim modulu dochazka

V 2N° Access Commanderu se rozliduji dva zpGsoby zpracovani dochazky:
ReZimu FREE

Pfichod a odchod v reZimu FREE jsou pocCitany z prvniho a posledniho protaZeni karty b&hem
dne pfes jakoukoliv 2N EteCku ve firmé. V tomto reZimu nefunguje modul Pfitomnost.

((‘j

ReZimu IN-OUT

Pfichod a odchod v reZimu IN-OUT jsou zaznamenany vzdy pfi pouZiti pfichodové, resp.
odchodové CteCky (nastaveno pfimo na daném zafizeni). Tento reZim je nutné pouZit pro
spravné fungovani modulu Pfitomnost.
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® Poznamka

« IN-OUT pro vSechna zafizeni - dochézka je evidovana na vSech Cteckach, které
mUZe dany uZivatel pouZit pro pfistup. Pohyb mezi zdnami se v dochazce nepocita
jako pfistup/odchod.

« IN-OUT pro vybrana zafizeni - dochazka je evidovana pouze na vybranych
CteCkach, napf. u hlavnich dvefi budovy.

3.4 USB zafizeni

V tomto nastaveni se povoluje/zakazuje pouZivani externich USB zafizeni. Pokud nejsou zafizeni
na této zaloZce povolena, nejdou pouZit pro nahrani uZivatelskych pfistupovych tdajt.

E-MAIL REZIM MDDULL DOCHAZEA USE ZARIZENI BLUETOOTH ZNA PICARD SYNCHRONIZACE SPEAVA LDG]

Vyber USH zafizenl pro nahravant uzivatelskych plistupovych tdajd.

W Ctetka 125kHz RFID karst B Ctecka 13,56MHz 8 125kHz RFID karet

-

@ Extemi ctedka oiski prsti B Externi Blustooth &teitka (USB rozhrani)
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Ctedka 125 kHz RFID karet
. obj. & 9137420E

Ctecka 13,56 MHz a 125 kHz RFID karet
. obj. & 9137421E

Externi ¢te€ka otiskU prstU
. obj. & 9137423

« Externi Bluetooth ¢tecka

. obj. & 9137422E

3.5 Bluetooth

Bluetooth nastaveni slouZi k povoleni/zakazani pouziti externi ¢teCky a spravé Sifrovacich klic
pro lokace.

£ Nastaveni

. Sifrovaci kli¢e pro lokaci - komunikace mezi aplikaci 2N Mobile Key a interkomem je

vzdy Sifrovana. Bez znalosti Sifrovaciho kli¢e nemdiZe aplikace 2N° Mobile Key uZivatele
autentizovat. Primarni Sifrovaci kli€ je automaticky vygenerovan pfi prvnim spusténi
interkomu a pozdéji jej lze kdykoli ru€né pfegenerovat. Primarni Sifrovaci kli¢ je spole€né
s Auth ID pfenesen do mobilniho zafizeni pfi parovani.

3.6 2N Picard

Technologie 2N° PICard slouZi k &ifrovani pFihladovacich Gdajd na p¥istupovych kartach. Pro
Cteni pfihlaSovacich Gdajll potfebuji zafizeni 2N pfistup k odpovidajicim kli€dm, které generuje
aplikace 2N° PICard Commander. Ty lze nasledné importovat do 2N° Access Commanderu, ktery
zajisti distribuci do vSech podporovanych zafizeni 2N.

B ZARIZEN BLUETOOTH 2N FIGARD

MNazev prajekiu
NewProject2

B2DUAE
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« Nazev projektu - ndzev pro vytvoreny Sifrovaci kliG.
« Hash - Ciselny identifikator projektu.

3.7 Synchronizace

Synchronizace pomoci souboru CSV.

£  Nastaveni

SYNCHRONIZACE

FTP GloZifts
MNawpinéne

Automaticka synchronizaoe

ok tivr FTR stavemn

SYNCHRONIZOWAT TF SOURORL

Aktudin s

2N® Access Commander

synchronizace probehne (serverovéno Easu)

miaticks synchraniz

(1) wyshediey synchronizace jsou uklsdany do eystémovsha logu

ZOBRAZIT SYSTEMOVE LOGY STAZEN| VZOROVEHO CSY SOUBORL

Pro CSV synchronizaci je mozné pouZit dva zpUsoby:

1. Synchronizovat ze souboru:

Synchronizace z lokalniho souboru X

Vlybrat soubor impart.csv

STORNO SYNCHRONIZOVAT

a. Vytvofit CSV soubor podle struktury popsané nize.

b. Vybrat soubor pro synchronizaci a kliknout na "Synchronizovat".
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2. Synchronizace pomoci Ulozisté:
a. Nastaveni pfipojeni k FTP UloZisti

Nastaveni FTP ulozisté X

ftp://10.0.25.65/import.csv

admin

STORNOD ZMENIT

i. Adresa FTP serveru - nastaveni adresy FTP serveru miZe byt IP adresa nebo
doménové jméno. Adresa musi byt zadana vCetné prefixu "ftp://" a ndzvu
souboru, ktery je ur€en pro synchronizaci.

ii. UZivatelské jméno - jméno uZivatele z FTP serveru, ktery ma pfistup k
poZadovanému souboru.
iii. Heslo - heslo uzivatele.
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b. Nastaveni automatické synchronizace

Nastaven( automatické synchronizace X

. Povolit automatickou synchronizaci: Ano
1x za tyden
Od:

Pondeli

STURND ZMENIT

i. Povoleni automatické synchronizace

ii. Interval synchronizace - nastavuje, jak Casto se bude 2N’ Access
Commander synchronizovat s FTP GloZiStém. Na vybér jsou moznosti: 1x za
hodinu, 1x za den a 1x za tyden.

iii. Od - nastavuje datum a €as, od kdy se ma synchronizace provadét.
3. Informace:
a. Posledni synchronizace - zobrazuje informace o datu a Gasu posledni
synchronizace.
b. PFiSti synchronizace probéhne (serverového €asu) - zobrazuje informace o datu
a Casu nasledujici synchronizace.
c. Aktualni stav synchronizace - informace o vysledku posledni synchronizace.
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Vzorové CSV:

CSV soubor méa danou strukturu, ktera se musi dodrZet. VSechny hodnoty jsou oddélené ¢arkou,
pouze seznam skupin je oddéleny stfednikem. CSV soubor ma nasledujici strukturu:

EmployeelD,User Name,Company,User Mail,Card Numbers,Switch Code,Phone Number 1,Group
Call,Phone Number 2,Group Call,Phone Number 3,Virtual Number,Groups,ls Deleted

EmployeelD - je primarni kli€, ktery musi byt vyplnén. Jedna se o jedineCny identifikator
uZivatele.

User Name - jméno uZivatele zaloZeného v 2N° Access Commanderu.

Company - jméno spole€nosti, pod kterou bude uzivatel zaloZen. Spole€nost musi byt

zaloZena v 2N° Access Commanderu. Mal a velkd pismena pouZita v nézvech
spoleCnosti nebo skupin nejsou zaménna.

User Mail - uzivatelsky mail.

Card Numbers - Cislo karty uzivatele. Lze nastavit aZ dvé karty pro jednoho uzivatele.
Tyto karty musi byt oddéleny stfednikem (;).

Switch Code - kdd spinace, vzdy se vytvafi kod pod prvni spinac.

Phone Number 1 - telefonni €islo na prvni pozici.

Group Call - skupinové volani na nasledujici telefonni €islo. Nabyva hodnot True/
False. PFi nastaveni na True se aktivuje skupinové volani. Pfi nastaveni na False je
skupinové volani vypnuto.

Phone Number 2 - telefonni €islo na druhé pozici.

Group Call - skupinové volani na nasledujici telefonni islo. Nabyva hodnot True/False.
PFi nastaveni na True se aktivuje skupinové volani. Pfi nastaveni na False je skupinové
volani vypnuto.

Phone Number 3 - telefonni Cislo na tfeti pozici.

Virtual Number - virtualni Cislo uzivatele.

Groups - seznam skupin, do kterych ma byt uZivatel pfidan. VSechny skupiny musi byt

zalozeny v 2N° Access Commanderu. Seznam skupin je oddélen stfednikem. Mal4 a velka
pismena pouZita v ndzvech spole€nosti nebo skupin nejsou zaménna.

Is Deleted - pfiznak, zda je uzivatel smazan. Pfi nastaveni na FALSE je uZivatel vytvoren a
pfi dalSi synchronizaci se pouze aktualizuji jeho Udaje. PFi nastaveni na TRUE je uZivatel
pfi dalSi synchronizaci smazan. Po nastaveni na FALSE je opét vytvoren.

License Plates - registraCni znaCky. Je mozné nastavit vice registraCnich znacCek, které je
nutné oddélit stfednikem.

Logy synchronizace:

Detailni informace o vysledku kazdé synchronizace jsou ulozeny v systémovém logu. Samotny
log obsahuje zakladni informaci o Uspé&chu nebo netspéchu synchronizace. Detailni informace
jsou uloZeny v souboru, ktery se mliZe stdhnout pomoci ikony na konci Fadku.
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Systémové logy C* AKTUALIZOVAT

oo M po. [ /042018 = TYPUDALOSTI = ZARIZENl = WARNING LEVEL

® Synchronization faled: FTF Statis ProfocalEree, Messags: Sarvar seturmad an error 530 Login ar password incarmct
= Syrahfenization failec: FTP Stabie. ProtocalErmer, Messages: Server retumed an eror. 530 Login of passwoed incarrect
®  oeazmeizesz Synchronization fallec: Excapsion Message: invalia URI Th fonmst of th Ui could not-be determined

(%)  110420ME134547 Syrohtonization Flled. Excafticn Metsage: ialid URI: Thi fanmat of-ibic LR coudd fo ba detarminee

() 04 2018 13458 Syrchre fail aptian Maszage ivalid URI The format of the UR could not ba determined

@ Syrenronization fafler. Edcaptio

11042018 1278113 nfc: Licenss authentication succesded. Devies usad for licansing

1042018111413 N0 License suthientication succesded [Doevies usen for lesnsing 2N Atesss U

nfo: Suitch 1 atate changed on devics 28 Heli

& Upozornéni

« Mala a velka pismena pouZita v nazvech spole€nosti nebo skupin nejsou
zaménna.
« Priklad: "My Company" a "my company" jsou interpretovany jako dva rlizné
nazvy spolecnosti.

3.8 Sprava logll

Sprava logl slouzi k nastaveni maximalni doby uloZeni logl. Logy star$i neZ maximalni hodnota
této doby budou zahozeny. Toto nastaveni vam umoZni splnit podminky GDPR. V pfipadé, Ze
vyuZivate vice neZ 70 % kapacity disku, doporu€ujeme maximalni dobu uloZeni zkratit. V
tabulce najdete i datum nejstarSiho logu nahrané pro kazdy typ logu.

CaM logy 3 14
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Zaplnénost disku:
+ Zbytek systému - linuxova Cast a aplikace.
« PFistupové logy - zdznamy obsahujici pfistupové logy.
« CAM logy - zaznamy obsahujici CAM logy.
« Systémové logy - zaznamy obsahujici systémové logy.

Nastaveni Zivotnosti logli

Jakmile vyuZiti kapacity disku dosdhne 80 %, spusti se automatické mazani. MiZete nastavit
minimalni dobu uloZeni logll. Nejprve se vymazZe prvni typ logu v pofadi a pak se budou logy
mazat postupné, dokud vyuziti diskového prostoru neklesne na 75 % nebo dokud nebude
dosaZena minimalni doba uloZeni daného typu logu.

® Poznamka

« Maximalni Zivotnost CAM logli nemU(iZe byt del$i neZ maximalni Zivotnost
systémovych nebo pfistupovych logl.
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3.8.1 Systémové logy

Stranka Systémové logy zobrazuje seznam udalosti a notifikaci, které Access Commander
vygeneroval.

Seznam uvadi:

« Cas, kdy k akci doSlo,

« kategorii, do které akce spada (omezeni oblasti, stav zafizeni, import, systém, uzivatelska
akce, synchronizace uZivatell),

« subjekt, kterého se akce tyka (zafizeni, uzivatel, z6na, navstéva...),

« stru€ny popis akce,

« autora akce.

Zaznamy je mozné stahnout v souboru CSV kliknutim na ikonu v pravém hornim rohu

stranky. V exportovaném souboru je €as uveden v GMT+0.

3.8.2 Pristupové logy

Na strance Pistupové logy se zobrazuji zaznamy GspéSnych i nedspéSnych pokusli o autentizaci
a zaznamy o nouzovych uzamknuti.

Seznam uvadi:

« ikonu vysledku akce (pfistup zamitnut, pfistup povolen, uzamknuti zafizeni, vefejny
pristup),

+ Cas, kdy k akci doSlo,

« uZivatele, ktery akci provedl,

« zbna, ve které k akci doSlo,

« pfistupové Udaje, kterymi se uzivatel pokusil autentizovat,

« strucny popis akce.

Zaznamy je mozné stahnout v souboru CSV kliknutim na ikonu v pravém hornim rohu

stranky. V exportovaném souboru je €as uveden v GMT+0.

3.9 Aktualizace systému

Na dostupnost nové aktualizace systému budete upozornéni v nastaveni.
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400 DN OG- Mok 81 w1

Po kliknuti na "Stahnout soubor" se aktualizaéni soubor stahne do 2N° Access Commanderu a
je pfipraven pro instalaci. Instalace se spousti kliknutim na "Instalovat".

Po spusténi instalace dojde k pfesmérovani na stranku GdrZzby. Zde bude administrator, ktery
aktualizaci spustil, informovan o priibéhu aktualizace. Ostatni uzivatelé budou mit zobrazenou

stranku s informaci o probihajici aktualizaci a nebudou se moci do 2N° Access
Commanderu pfihlasit.

Systern IN* Access Comrander s updating, plesss wall 3 ™ Systerm 2M® Aoosss Cammander is updsting, pleass wall |

Stranka zobrazend administratorovi b€hem
aktualizace

Stranka zobrazena uZivateli béhem
aktualizace

Po dokonceni aktualizace se tlacitko "Go to login" opét zaktivni a uzivatelé jsou po kliknuti
pfesmeérovani na pfihlaSovaci obrazovky.
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3.10 Zaloha systému

’ »~ ’ ’ ~ 7 14 ’ d w ®
Zalozka Zaloha systemu slouzi k zalohovani a obnové dat ve 2N Access Commanderu.

AKTUALIZACE SYSTEMU ZALOHA SYSTEMU DIAGMOSTIEA DATURM A CAS NASTAVEN| SITE >
ZALOHA

Uloziste Pravidelnd zéloha

10.0.25.11/share Neaktivni
ZALOHOVAT

Dratum zslofy Valikost Uirmisténi

24.3. 2023 8:20:13 1.82 GB Smb 26.0.780

2332023 00056 2,59 ME Smib 26.0.770

22.3. 2023 0:00:70 2.58 MB Smb 260713

21.3.2023 0:00:55 2.57 MB Smb 26.0.703

0. 3. 2023 0:00:55 2.52 ME Smb 260703

Page: 1 1-Gof12 < >

Data je mozné ukladat na lokalni UloZiSté nebo samba server. Pro dlouhodobé uchovavani
zaloh je vhodny samba server. Pfi pouZiti samba serveru jako Glozisté zaloh je nutné vyplnit
adresu samba serveru, pfihlaSovaci jméno, heslo a verzi protokolu.

Nastavit Ulozisté X

Adresa serveru”

Prihlasovaci jmeno*

Verze protekolu

2.0 -

STORNO

Zalohu dat systému lze ukladat v pravidelnych frekvencich nebo i mimo €as pravidelné zalohy.
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Pro pravidelnou zalohu je nutné nastavit Casovou frekvenci (denné, tydne, mésic¢né), den a
pfesny Cas zalohy. Soubor se zalohou systému lze Sifrovat, pro tuto moZnost je nutné vytvofit
heslo Sifrované zalohy.

Cas pravidelné zalohy X

Frekvenca
Denne >

Sifrovat soubor se zalohou

STORNOD

OkamZitou zalohu systému mimo nastavenou pravidelnou frekvenci lze uloZit pomoci tlaCitka
ZALOHOVAT. Zéloha bude pfidédna do seznamu provedenych zéloh.

21. 3.2022 151 7:41 47757 MB Lozal 24.0.74 o 2 ]
1. 2. 2022 8:50:20 Ne9 ME Local 230428
IT 1. 202293720 407 5MB Local 230386
Z7.1.2022 84318 407 5MB Local 230386
26,1, 2003 95729 409 42 MB Local 230386
P 15 H

. - obnovi vybranou zalohu systému.

4
. - stahne vybranou zalohu systéemu.

. d 7/’ 14
. - odstrani vybranou zalohu systéemu.

Obnoveni dat systému lze uskuteCnit nejen z uloZzenych zaloh systému, ale i z externiho souboru
nebo importem z jiné instalace.
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Pro obnoveni dat vyberte cilovou destinaci souboru nebo soubor snadno pfetahnéte do pole
Obnovit ze zalohy. Maximalni povolena velikost nahravaného souboru je 2 GB.

OBNOVA ZE SOUBDRU

OBNOVIT

Pro obnoveni dat importem z jiné instalace vypliite IP adresu 2N° Access Commanderu, ze
kterého ma byt konfigurace staZena, uZivatelské jméno a heslo k pfipojeni SSH. Tzn. root heslo
na zdrojovém stroji.

Import z jiné instalace X

IP adresa *

root

® Poznamka

« Proimport dat zjiného 2N° Access Commanderu je potfeba mit na serveru, ze
kterého se maji data stahovat, zapnutou sluzbu SSH.

& Upozornéni

, . ~ . s ®
» Import [ze provést jen ze starSi nebo stejné verze 2N Access Commander. Import

z novéjSi verze na starSi nelze.

« Importem nahradite veSkera data a nastaveni systému. Zdrojovou instalaci neni
po importu mozné dale pouZivat.

« Po dobu importu nebude systém dostupny. Podle mnoZstvi vaSich dat to mlze
trvat aZ nékolik desitek minut.
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3.11 Diagnostika

s~ . . . ~ v v , , o ®
Zalozka diagnostika je urCena pro feSeni problemu s 2N Access Commanderem.

VYTVORIT LOGY
B Odesilani anonymnich dat

- Diagnostické logy - po kliknuti na Vytvofit logy zacne systém shromaZdovat logy ze
systému, tato akce mUZe trvat nékolik minut. Po jejich pfipraveni nabidne systém staZeni
diagnostickych logll. Logy jsou uréeny pro komunikaci s technickou podporou vyrobce.

. Statistika vyuZiti - povoluje odesildni anonymnich statistickych dat o vyuZiti zafizeni
vyrobci. Tato data neobsahuji Zadné citlivé informace, jako napf. hesla, pfistupové kddy
ani telefonni isla. 2N TELEKOMUNIKACE a.s. pouziva tyto informace ke zlepSovani
kvality, spolehlivosti a vykonu software. UGast je dobrovolna a zasilani statistickych tdajtl
je mozné kdykoliv zrusit.

3.12 Datum a Cas

Ned w ol 4 ® e . . . ~ . ~
V pfipadé, Ze neni 2N Access Commander pripojen k internetu, je tfeba nastavit datum, Cas a
Casové pasmo manualné. V opatném pfipadé staci nastavit pouze ¢asové pasmo. NTP server
aktualizuje datum a Cas automaticky.
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TUALIZACE SYSTEMU  ZALOWA SYSTEM IAGHDSTIRA DATUM A EAS NASTAVENISITE

(6] Pokud neni Z2N& Access Commander pfipojen k internetu, je feba nastavit £asové pdsmeo, datum a £as manuéing.

Pokud je pfipojeny, staél nastavit £asowé pdsmao. NTP server aktuslizule datum a £as automaticky,

Casové pasmo

Eurape/Pragua

Zpisob kanfigurace
NTF

Aktudini tas Alctudini datum
100153 2022111/22

Reiim

Mezynchronizovat

A Poznamka

« Pokud dojde k Upraveé nastaveni €asu, 2N° Access Commander bude automaticky
restartovan.

V sekci Rezim je moZné synchronizovat nastavena data s pfipojenymi zafizenimi.

« Nesynchronizovat - Cas na zafizenich se bude fidit podle nastaveni jednotlivych zafizeni.

. Distribuovat server NTP 2N’ Access Commanderu do zafizeni - Gas na zafizenich se
bude fidit podle NTP serveru nastaveného v 2N Access Commanderu.

. Synchronizovat s asem 2N’ Access Commanderu - &as na zafizenich se bude Fidit
podle ¢asu nastaveného v 2N°Access Commanderu.

3.13 Nastaveni sité

Zalozka Nastaveni sité slouZi k nastaveni sitovych parametr(i 2N® Access Commanderu.
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AKTUALIZACE SYSTEMU ZALOHA SYSTEMU DIAGNOSTIKA DATUM A CAS MASTAVENI SITE S5H

Zpusob konfigurace

Manualni

IP adresa Maska podsité
10.0.27.22 255.255.255.0

Wychozi bréna Servery DNS

HU27:1 10.0.25.11, 10.0.100.102

UPRAVIT PROXY SERVERY

ZpUsob konfigurace umoZiuje nastavit parametry sitového nastaveni automaticky z DHCP
serveru nebo ru¢né. Pfi zméné automaticky nastavené IP adresy z DHCP serveru na ru¢né
zadanou adresu dojde ve webovém prohlizeCi k pfesmérovani na vyplnénou IP adresu. Po
pfesmérovani dojde k restartu 2N® Access Commanderu, je vyZadovano se do systému opét
prihlasit.

Konfigurace proxy x

{_) Nastavit pomcci DHCP (automaticky)

(®) Nastavit IF adresu ruéné
10.0.27.22

J55.255.255.0

10.0.2511

1¢.0.100.102

STORND IMENTT

& Upozornéni

« Pokud zménite zpUsob konfigurace na DHCP, zménite IP adresu serveru a mlZete
tim zpUsobit pFeruSeni spojeni.

V zaloZce nastaveni sité je mozné upravovat i parametry proxy serveru (HTTP Proxy, HTTPS
Proxy, FTP Proxy, Socks Proxy).
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Konfigurace proxy X

STORND ZMENIT

& Upozornéni

« Pokud zménite HTTP proxy server, 2N® Access Commander se automaticky
restartuje.

3.14 SSH

Zalozka SSH slouZzi k povoleni SSH protokolu umoZiujici bezpe¢né vzdalené pfipojeni k
systémové konzoli. Zapnuta sluzba SSH umoZiiuje zalohovani a obnovu systému nebo Gplny

restart 2N° Access Commanderu.

Sluzba 55H

. lZMEN:‘IIEELDl ZAKAZAT
avalana

PFi prvni aktivaci sluZby SSH se automaticky zobrazi dialog pro nastaveni hesla. Dal§i zména

sy v v ~ o s, ®
hesla musi byt nastavena ruCné€. Zména hesla root uzivatele nedochazi v2N Access
Commanderu, ale v Linuxu.

& Upozornéni

« Dlrazné doporuCujeme povolit SSH pfistup pouze zkuSenym uzivatel(im.
Nespravné pouZiti pfedstavuje bezpe€nostni riziko.
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4. Sprava systému

4.1 SpoleCnosti

« 4.2 UZivatelé

+ 4.3 Skupiny

4.4 Zafizeni

e 4.57Zbny

« 4.6 Casové profily

« 4.7 Pfistupova pravidla
+ 4.8 Nouzové uzamknuti

4.1 SpoleCnosti

K éemu slouZi spoleénost?

V rémci jedné instalace lze nastaveni 2N° Access Commanderu rozdélit do tzv. spole€nosti,
¢ehoz lze s vyhodou vyuzit, pokud potfebujete, aby manaZefi jedné spoleCnosti nevidéli
uZivatele spoleCnosti druhé. Tento zplsob také umoZiuje vyuZivat spole€na zafizeni vice
spole€nostmi (spolecné prostory budov - vstupy, vytahy, restaurace, zasedaci mistnosti,
konferen€ni saly, ...).

Seznam spole€nosti

B Spoleénosti

Vytvofeni spoleénosti.

1. Vyberte kartu Spole€nosti,

. NOVA SPOLECNOST » s
2. Zvolte moznost (tlaCitko pro pfidani),

3. Zadejte Jméno spoleCnosti a kliknéte na vytvofit.
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VytvofFeni spoleénosti X

STORNO

Detail vybrané spole¢nosti

# My Company £ NouzovE uzAMKNUT]

OBECNE MASTAVENI SVATKY DOCHAZKOWY MOE NAVSTEVY E:MAIL BLUETOOTH

Nézev spoleénosti Vychozi jazyk aplikace

My Company Cestina

Obecné nastaveni
« Nazev spole€nosti - parametr umoZiuje zménit nastaveni jména spoleCnosti.
« Vychozi jazyk aplikace - nastavi jazyk, ktery bude vychozi pro vSechny uZivatele ve
spoleCnosti. Nove pfidany uZivatel tak bude mit nastaven zvoleny jazyk, ktery si mliZe
nasledné zménit ve svém profilu (pokud ma vytvoreny login).

Svatky

« Svatky - sekce umoZiiuje spravovat svatky spolecnosti, které se ndsledné vyuZivaji pro
vypoCet mési¢niho salda. Hodiny odpracované ve svatek jsou pocitany stejné jako hodiny
odpracované o vikendech (vSechen €as je nad ramec béZné pracovni doby).

« Kopirovani svatku - svatky je moZno zkopirovat z jiné spolenosti. Pfejdéte na
spole€nost, do které chcete svatky kopirovat a zvolte spoleCnost, ze které maji byt svatky
zkopirovany. Poté staCi kliknout na "UloZit". Svatky se zkopiruji v€etné dat a nazvd.
Kopirovani se milzZe pouZit opakované, ale pokud je kopirovany svatek jiZ v seznamu,
pfepiSe se jen nazev. Pokud svatek v seznamu neni, doplni se.
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Dochazkovy méd

« Pracovni dny - vybér pracovnich dni.

« B&Zna pracovni doba - nastavuje bé&Znou pracovni dobu (od - do) pro vypocet salda
dochazky uZivatell spole€nosti. Pokud nastavite od 8 do 16:30, je pracovni doba 8 hodin +
30 minut pauza na obéd. Pokud uZivatel odpracuje méné nez 8 hodin a 30 minut, bude
mu v dochazce zobrazeno zaporné saldo pro tento den.

Navstévy
« Vychozi skupiny pro novou nav§tévu - umoZiuje nastavit skupiny, které budou
automaticky pfifazeny novému navstévnikovi po vybrani této spolecnosti.

E-mail

=
[

TBNGVIT VYCHOZI NASTAVEN]

+ Barvy spoleCnosti
« Barva pozadi - vybird barvu pozadi hlavicky odesilaného e-mailu.
« Barva textu - vybira barvu textu v hlavi¢ce odesilaného e-mailu.
@ Tip

« Finalni vzhled odesilaného e-mailu zobrazuje ilustracni nahled hlavicky e-mailu.

Obnovit vychozi nastaveni - navrati vzhled hlavicky do vychoziho stavu.

NN NN

IR I LTV

Jméno Sablony - zobrazuje seznam dostupnych e-mailovych Sablon. Sablona slouZi k
uZivatelskému nastaveni pfedmétu, hlavi€ky, osloveni, dopliiujiciho sdéleni a podpisu. V
ilustranim nahledu e-mailu se zobrazuje finalni podoba nastaveni vzhledu e-mailu. Pro
kontrolu vzhledu lze na vyplnénou e-mailovou adresu zaslat testovaci e-mail.

« PIN kdéd navstévy

« QR kod navstévy

« PIN kod uZivatele

« QR kdd uzivatele

50/ 2A1



2N® Access Commander

Bluetooth

. Cas na sparovani - nastavuje Gasovou hodnotu, po kterou je moZné se sparovat.
. 2N zaFizeni pro prvotni sparovani s telefonem - pro nastaveni Bluetooth musi byt

® ~e g 2 ~ v . ~/ ’
v 2N Access Commanderu pfidano pro SpoleCnost alespon jedno zafizeni s Bluetooth
modulem. Zafizeni musi byt zaroven pfidano do zdny, ktera je pfifazena spole¢nosti
uzivatele

Nastaveni doby pro sparovani plati od doby, kdy na uzivateli stisknete "Generovat" a zobrazi se
PIN. V tomto okné se mliZe povolit pouZit pro parovani USB dongle. Po nastaveni viech
parametrl kliknéte na "OK". Budete pfesmérovani na seznam uzivatell, kde pokraCujte
vyb&rem uZivatele. Viz 4.2.1 Bluetooth na uZivateli.
Zony
« Zony ve spolecnosti - umoZiuje pfifazeni zon ke spole€nosti, ¢imZ se definuje mnoZina
zarizeni, ke kterym budou mit uZivatelé spole€nosti pravo (napf. zona Spolené prostory a
zbna 4. patro, které zahrnuji vstupni dvefe k recepci a vSechny vstupy ¢tvrtého patra).
Zbény mohou byt pfifazeny vice spoleGnostem sou€asné a k jedné spole€nosti mUZe byt
pfifazeno vice zén.

Import dat

« Import uZivatelll ze zafizeni - import uzivatell ze zvoleného zafizeni.
« Import uZivatelll z CSV souboru - import uZivatell a skupiny ze souboru CSV.
« StaZeni vzorového CSV souboru - staZeni vzorového CSV souboru pro import uZivateld.

A& Import uZivatell ze zafizeni

« Importovani uzivatel(, kterym byly pfifazeny Bluetooth pfistupy, vyZaduje
prepsani vSech existujicich Bluetooth kli¢(i v Access Commanderu. To znamena, Ze
Bluetooth pfistupy existujicich uZivatell v Access Commanderu pfestanou
fungovat a tito uZivatelé musi znovu projit procesem parovani.

LDAP

LDAP slouZi ke stahnuti uzZivatell z externiho systému Active Directory.
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Cas pravidelngho importu
Moaktini

Stav poslednit

UIEpatne proves
IMFORTOVAT |

HASEANER| SERVER)

importu

MWazev servery

100,251

Port

AT

Fiiblasovaci jmeno
adiminls

Heslo

B PouZit 55L

SMAZAT KONFIGURAC! [

Vice o nastaveni LDAPu najdete zde:

« 4.1.1LDAP

2N® Access Commander

P ECHEL

Base DN
OU-test, D0 -acom.DC-lozal

B Zanofene vyhledavani

@l Fouolit presmérovani (LDAR Referral)

@ Imoortoyst uzivatelsks fotografie

@i Desktivovat uzivatele deaktivovane v Active Directory

Zpracovani smazanych uZivatelld
Smazat

Strarkovani
Velihost stranky: 1000

| VLASTHI NASTAVENI LUZIVATELSKEHO SCHEMATU

DTESTOVAT LDAP NASTAVENI |
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4.1.1 LDAP

LDAP synchronizace se pouZiva pro stahovani uZivatell a jejich zmén (uZivatelského jména a
jeho ID, karty, PIN kodu, obrazku, e-mailové adresy, telefonniho Cisla, hesla a loginu, registracni
znaCky vozidel) z externiho LDAP systému. Chovani smazanych uZivatel( z externich LDAP
systéml se fidi nastavenim v "Zpracovani smazanych uZivatel(". Chovani deaktivovanych
uZivateld v Active Directory se fidi v nastaveni "Deaktivovat uZivatele deaktivované v Active
Directory".

+ Synchronizace
a. Cas pravidelné synchronizace

+ Nastavuje se Cas, kdy se bude 2N° Access Commander dotazovat LDAP
serveru na zmény uZivateld.
b. Stav posledni synchronizace
« Informace o tom, jak probéhla posledni synchronizace. Zda skon€ila chybou
nebo zda probéhla Gspésné spoletné s Casem, kdy k akci doSlo.
c. Tla€itko synchronizovat
« Po kliknuti na tlacitko dojde k okamZitému spuSténi synchronizace.
Administrator proto nemusi ekat na spusténi pravidelné synchronizace.
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« Nastaveni serveru

a.

Nazev serveru
« Vpfipadé, Ze je spravné nastavené DNS, staCi zadat jméno serveru
(,WIN-9ABEB4AUOHDY).
« Pokud neni nastavené DNS, tak se do jména serveru zada IP adresa serveru,
kde b&Zi LDAP sluzba.
Port
« Vdefaultnim nastaveni je LDAP port 389 (bez SSL). Pokud chcete ve vaSi firmé
pouZzit Sifrované spojeni, zadejte Cislo portu 636. Podpora SSL musi byt i na
strané LDAP serveru.
« Pokud administrator nastavi jiné €islo portu, musi to byt zménéno i

v 2N° Access Commanderu.
PfihlaSovaci jméno
« PFihlaSovaci jméno uZivatele, ktery ma odpovidajici prava pro dany root
pfipadné cely strom. PfihlaSovaci jméno musi byt zadano ve tvaru:
y»administrator@domain.com*

. Heslo

+ Heslo daného uZzivatele na LDAP serveru.

Pouzit SSL
« Pfizakazaném SSL neni nutné prepisovat Cislo portu.
« Pfipovoleni SSL je nutné zménit Eislo portu na 636.

f. Tlacitko Smazat konfiguraci

g.

« Po kliknuti na tlacitko "Smazat konfiguraci" dojde ke smazani nastavenych
parametrl. Nedojde ke smazani dfive nahranych uZivatelQ.
TlaCitko Otestovat LDAP nastaveni
« Otestuje funk&nost nastaveni.

« LDAP schéma

a.

Base DN

« Toto je koFenovy bod, ze kterého hledani v adresafi zaGina. MlZe to byt
pfipona nebo kofen adresare, jako napf.:

»~CN=administrator,CN=users,DC=domain,DC=com

{3

« PokroCilé nastaveni

a.

o

Zanofené vyhledavani
« V pfipadé pouZiti zanofeného vyhledavani se prohleda cely strom, nejen
kofen.
Povolit pfesmérovani (LDAP Referral) - povoluje funkci LDAP Referral.
Importovat uZivatelské fotografie - stahuje fotografie uZivatele z LDAP systému.

. Deaktivovat uZivatele deaktivované v Active Directory - umoZfiuje pfi synchronizaci

deaktivaci uZivateldi v 2N° Access Commanderu, ktefi byli deaktivovani v Active
Directory.

. Synchronizovat €lenstvi ve skupinach - umozfuje nahrat €lenstvi ve skupinach z

LDAP do 2N° Access Commanderu.
Zpracovani smazanych uZivatell - definuje, co se ma stat s uZivateli, ktefi byli v
externim systému smazani.
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g. Strankovani - strankovani pouZziva LDAP rozSifeni Simple Paged Results Control. To
umoznuje rozdélit vysledky do vice stranek, cozZ je nezbytné pro rozsahlé
adresarové sluzby.

h. Vlastni nastaveni uZivatelského schématu - Sablona slouZi k definovani vybranych
atribut(l nastavenych v LDAP systému.

i. Nastaveni schématu skupin - umoZiuje odkazovat na jiné misto v LDAP stromu
pomoci vlastniho nastaveni Base DN, zaroven je mozné importovat i vnofené
skupiny.

® Poznamka

« Pro zpfistupnéni LDAP zalozky na spole€nosti musi byt zakoupena a nahrana
licence &. 91379042 2N° Access Commander - Integration License

@ Tip

« Vice informaci o LDAP na adrese www.ldap.com

4.2 Uzivatelé
e 4.2.1 Bluetooth

Seznam UZivatelU

Na seznamu uZivatel se zobrazuji ve$kefi uZivatelé pfidani do systému 2N° Access
Commander. Nad uZivateli lze filtrovat podle spole€nosti nebo lze rovnou vyhledat konkrétniho
uZivatele podle jeho jména, e-mailu nebo telefonniho Cisla.

2 UzZivatelé + NOVY UBIVATEL

©, = SPOLECNOST = VLASTNOSTI

O Uvatele
O John Blake My Company 1485 F A |
System admin raborgen.cz /7
j Tost My Comparry rd [
| Userd1 Wy Company taborEancz 1100 PR |
O Userd2 Wy Compary taberEEn ez 1o VA |
O User(d My GompaTy 18bONEEN o2 102 4 [ ]
M Usert Iy Comparty 1abor@an ez 1108 s [ ]
O Usertis Ny Company 1aborEan. 1104 /s []
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OznaCenim je mozné provést vybér vice uzivatell a aplikovat na né nasledujici hromadné akce:
« Zapnout sledovani dochazky u uZivatell
« Pridat uZivatele do skupiny
+ Hromadné smazat uzivatele
« Nastavit Casovou platnost pfistupu
« Prifadit pfistupovy PIN kéd tém uZivatellim, ktefi jeSt& nemaiji pfidéleny PIN ani QR kdd.
« Prifadit pfistupovy QR kod tém uzivatellim, ktefi jeSté nemaji pfidéleny PIN ani QR kéd.
« Prifadit mobilni kli¢ t&m uzivatellm ve vybéru, kterym zatim Zadny mobilni kli¢ nebyl
pridélen.

® Poznamka

« Pro pfifazeni pfistupového kédu nebo mobilniho klice uZivateli je nutné, aby mél
uzivatel vyplnénou platnou e-mailovou adresu.

P¥idani uzivatele do 2N° Access Commanderu

1. Vyberte kartu UZivatelé.

« NOVY UZIVATEL
2. Zvolte mozZnost .

Vytvoieni uZivatele X

Jména*

Sidonie Thun-Hohenstein

Vyherte spoletnost®

My Company
E-mail

Login

Doparutuje se pouZit e-mailova adresa kvili unikatnosti

[T] Vygenerovat heslo a ndeslat na e-mail uzivatele

STORNO VYTVORIT
3. Vypliite povinné idaje Jméno a Spole¢nost nového uZivatele.

4. MlzZete vyplnit e-mailovou adresu uZivatele a vytvofit mu pfihlaSovaci Udaje vytvorenim
Loginu a vygenerovanim hesla.
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& Upozornéni

« Aby bylo moZné odesilat uZivatellim e-maily s pfihlaSovacimi idaji, musi byt
zapnuté SMTP. Nastaveni SMTP je popsano v sekci 3.2 E-mail.

5. Stisknéte tlaCitko Vytvofit.
6. Po UspéSném pfidani je administrator pfesmérovan na kartu uZivatele a lze ho pfidavat
do Skupin a konfigurovat jeho parametry (Karty, Telefonni ¢isla, Kédy spinact,...).

«=  John Blake

Na detailu uzZivatele se nastavuji veSkeré informace, které se tykaji uZivatele, jeho pfistupl a
telefonnich Cisel.
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1. Nastaveni uétu

Jméno - nastavuje jméno uZivatele, které bude v 2N° Access Commanderu a bude
pouZito i po nahrani do 2N IP interkomu.

UZivatelské Cislo - pouZiva se pro spravu s externimi systémy.

E-mail - adresa, na kterou budou uZivateli zasilany informace souvisejici s jeho U¢tem

v 2N° Access Commanderu.

Poznamka - pouZiva se pro volitelné poznamky.

Login - nastavuje pfihlaSovaci jméno uZivatele.

Vygenerovat nové heslo - po kliknuti na toto tlacitko se uZivateli odeSle e-mail (je nutné,
aby uZivatel mél vyplnénou emailovou adresu a login), ve kterém bude nové

vygenerované heslo. Toto heslo mus{ uZivatel po prvnim pfihlaSeni do 2N° Access
Commanderu zmeénit.

Nastavit jednorazové heslo - nastavuje jednorazové heslo, které je platné pouze pro
prvni pfihlaSeni a poté je nutné ho zménit.

Ve spole€nosti - zobrazuje pfisluSnost ke spole€nosti.

Ve skupiné - zobrazuje, v jakych skupinach je uZivatel pfidan. UZivatel mliZe patfit do
vice skupin v ramci jedné spole€nosti.

Sledovani dochazky - pro aktivovani sledovani dochédzky je nutno mit na uzivateli
nastavenou pfistupovou kartu, bluetooth autorizaci nebo otisk prstu.

Aktivni uéet - pokud GCet uZivatele neni aktivni, uZivatel nema prava pro pfihlaSeni do

® . ”" 2 . pe . . 4 . v/
2N Access Commanderu, nejsou mu zasilany notifikace, jsou deaktivovany jeho pfistupy
na zafizenich a neni moZné volat na jeho telefonni €islo. Po op&tovné aktivaci G€tu jsou
vSechny akce znovu dostupné v plném rozsahu.

2. Opravnéni

a

UZivateli je mozZno pfifadit opravnéni pro spravu uZivatell, dochazky a pfistup(:
« Sprava dochazky - manaZer dochazky m(Ze sledovat a upravovat dochzku a
nahliZet do pfistupového logu pfidélenych uzivatelQ.

Upozornéni

« Bez pfidélenych skupin nelze spravovat dochazku.

« Sprava nav$tév - manaZer navitév mlzZe vytvaret ndvstévniky v pfidélenych
spoleCnostech a spravovat jejich €lenstvi v pfidélenych skupinach, nahliZzet do
pfistupového logu navstév.

« Ovladani dvefi - opravnény uzivatel mizZe sledovat kamerovy pienos, otevirat a
nouzove uzamykat pfidélena zafizeni; nahliZet do pfistupového logu zafizeni,
sledovat jejich stavy a bezpe€nostni udalosti v systémovém logu.
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& Upozornéni

« Bez pfidélenych zafizeni nelze ovladat dvefe.

« Sprava uZivatelll - manaZer uZivatelll miZe vytvaret a editovat uZivatele a
navStévniky; spravovat €lenstvi ve skupinach své spole€nosti; nahlizet do
pfistupového a systémového logu.

« Sprava pFistup(l - manaZer pfistupl mUZe spravovat skupiny, Gasové profily,
pfistupova pravidla a navstévy ve své spole€nosti; sledovat souvisejici zmény v
systémovém logu a nahliZet do pfistupového logu spole€nosti.

« Administratorsky pFistup - administrator miiZe kompletné spravovat vSechny
spoleCnosti.

3. Pfistupy

Zonel

Platnost pfistupu

06/07/2023 10:00 - 25/07

/097 1900
LU23 1oul

« Povolené zény - jsou zobrazeny z6ny, do kterych ma uZivatel pfistup pfes pfistupové
pravidlo.

« Platnost pfistupu - nastavuje dobu, Casovy interval, kdy budou pfistupové (idaje platné.
Lze nastavit doba, od kdy maji byt (daje platné, nebo do kdy, popfipadé oboji.

1 3F00F2FEC2 7’

m

PRIDAT

« Karta - umoZfuje manualni zadani nebo automatické nacteni Cisla karty uZivatele.
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« ldentifikaéni €islo - umoZiuje nastavit ID pfistupové karty uZivatele. ID pfistupové
karty je sekvence 6-32 znakd z mnoZiny 0-9, A-F.

« Pridat - pfidat kartu uZivateli |ze pfiloZenim karty ke ¢te€ce nebo zadanim ID pomoci
klavesnice. Cislo musi mit hexadecimalni ¢islo dlouhé alespoii 6 znak(. Kazdy uZivatel
mUZe mit pfifazeny max. dvé pfistupové karty.

« ID virtualni karty - umoZiiuje nastavit ID virtualni pfistupové karty uZivatele. Kazdy
uZivatel mlZe mit pfifazenu pravé jednu virtudlni kartu. ID virtualni karty je sekvence 6-32
znak® z mnoziny 0-9, A-F. Cislo virtualni karty se pouZije pro identifikaci uZivatele v
zafizenich pfipojenych pfes rozhrani Wiegand.

@ Tip

« USB RFID ¢tec¢ka 13.56 MHz + 125 kHz (9137421E) - je nutné nainstalovat ovlada¢

~ ~ ~ ) ~ 2’ ’ ed ®
CteCky karet. Stazeni je moznée provest pfimo ve 2N Access Commanderu nebo
na webovych strankach www.2n.com.

EFDN {HESPAROVAND -~

Vyberte, jakou moinost choete vyuiit pro sparovani

@) Spdrovat se pres dongle

(O Sparovat se pies zafizeni

ZAHAJIT PAROVANI

« Telefon - pro nastaveni Bluetooth je pfipravena samostatna kapitola 4.2.1 Bluetooth.

Kliknutim vyberte prst k nahrani otisku.

« Biometrie - zobrazi se okno pro vybér prstu k nahrani otisku. Kazdému uZivateli je mozné
nahrat aZ 2 otisky prstd. Pro jejich nahrani pouZijte externi ¢tecku otiskl prst.

Zkontrolujte, zda mate nainstalovany ovladaé 2N° USB Driver, ktery najdete ke staZenf
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piimo v 2N° Access Commanderu nebo na strankach www.2n.com. Nahrany otisk prstu
uZivatele lze pouzit k nasledujicim akcim:
« Otevfit dvefe
« Tichy alarm - |ze nastavit pouze v pfipadé aktivni funkce Otevieni dvefi.
« Automatizace F1 - generuje udalost FingerEntered v Automation. F1 slouzi k
rozliSeni pfiloZeného prstu v Automation.
« Automatizace F2 - generuje udalost FingerEntered v Automation. F2 slouzi k
rozliSeni pfiloZeného prstu v Automation.

® Info

Postup pro nahrani otisku prstu:

Vyberte prst k nahrani otisku a kliknéte na néj.

Zobrazi se okno s nadpisem "Nahrani otisku prstu".

PfiloZte vybrany prst na CteCku (tento krok opakujte 3x, vZdy po vyzvani).
Po 3. oskenovani budete informovani o Usp&Sném skenovani otisku.

Po stisknuti tlaCitka "Vytvofit" je proces dokoncen.

®QAn oW

PIN/QRkéd (@ l + PIN H + QR ‘

PIN / QR kod - uZivateli lze pro pfistup pfifadit PIN, nebo QR kéd, nelze mit oba zaroven.
+ PIN - automaticky vygeneruje 6mistny PIN.
« + QR - automaticky vygeneruje QR kod.

® Poznamka

@ . ’ 14 w 4 14 . ’ »~ ’ . e
. - zobrazuje a skryva znéni PIN kodu. Zobrazuje QR kod s moznosti tisku Ci
zaslani e-mailem.

. 7 upravuje znéni automaticky vygenerovaného PIN kédu. PIN smi obsahovat
2-15 Cislic.
I 14 2’ ’ 14 d
- moznost odeslat znéni PIN / QR kodu e-mailem. Pro zaslani QR kddu musi
mit uZivatel vyplnény e-mail.
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UZIVATELSKE KODY (AKTIVNI ~

| VY TVORIT |

Spinaé

#

-
o1 /

« UZivatelské kody - nastavuje kédy spinacl a PIN uZivatele.
« Kody spinaci - vlastni kddy uZivatele pro aktivaci spinacll (napf. dvefniho zdmku).
Kdd spinaCe je pouZzity pro otevieni zamku pomoci klavesnice, tak i jako DTMF kod.

« PIN kod - umoZiuje nastavit osobni numericky pfistupovy kod uzivatele. Kéd musi
obsahovat alespon dva znaky.

& Poznamka

« V pfipadé zapnuti funkce Tichy alarm musi mit kédy rozestup ob jednu Cislici
nasledujici v fadé. Napfiklad: mame-li pfistupovy kéd 0000, pak kdd pro aktivaci
tichého alarmu je 0001. Délka kddu musi byt zachovéana, znamena to tedy, Ze
napfiklad pro pfistupovy kdd 9999 je tichy alarm 0000 a podobné.

POZMAVACI ZNACKY [NEAKTIVNI) A

‘ PRIDAT ‘ Zadna poloZka nebyla zatim pridana.

« Poznavaci znac€ky - nastavuje registracni znaCky vozidla uZivatele.
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4. Telefonni &isla

<= John Blake

1485 sae Plevypinéna A P |

Zastupes pfi nedostupnosti
Userdl

Virtuaini eislo

Vytvofeni telefonniho Cisla - u telefonniho Gisla se nastavuje nékolik parametr(:
« Poradi telefonniho &isla urCuje, na které telefonni Cislo se bude volat pfednostné. v
pfipadé nedostupnosti prvniho Cisla se vola na druhé a pak na tfeti.
« Telefonni Cislo stanice, na kterou ma byt hovor smérovan.
« Casovy profil pro nastaveni omezeni na telefonnim &isle.

. IP Eye adresa - tuto adresu vyuZiva aplikace 2N° IP Eye pro vyvolani zobrazeni okna
s obrazem z kamery, které mohou s vyhodou pouZit uZivatelé, ktefi nemaji k
dispozici videotelefon vybaveny displejem.

« Skupinové volani se pouziva pro sou€asné volani na nasledujici telefonni &islo v
pfipadé, Ze je hovor na jednom Cisle vyzvednut, tak na druhém prestane vyzvanét.

« Zastupce p¥i nedostupnosti - umoZniuje vybrat uZivatele, na kterého bude v pfipadé
nedostupnosti daného uZivatele smérovano spojeni. Vyberte uZivatele ze seznamu.

« Virtualni &islo - Cislo, které [ze pouZit pro volani na uZivatele pomoci numerické
klavesnice. Cislo mliZe mit dvé az Gtyfi Cislice. Virtudlni Gisla nesouvisi s vlastnimi
telefonnimi Cisly uzivatele. Mohou tvofit zcela jiny Cislovaci plan, ktery je na telefonnich
Cislech nezavisly a umoZiiuje tak skryt vlastni telefonni Cisla uzivateld.
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5. Dochazka

Zobrazeni dochazkovych dat pfimo v detailu uzivatele.

KA R
¢ PREDCHOZI MESIC Obdobi; zak v 2016 MNASLEDUJICI MESIC 3
T 01.09.2006 a0
[ ] PA 02082016

50 03082006

NE 04.05.2016 1200

PO 05.032016 2359

UT 06.09.2016 015

1] 5T 07.09.2016

[ 1] T 0B.09.2016

1] FA 09.09.2016

50 10.09.2016

6. Pfistupové logy

Vyfiltrované pristupové logy. Na této zaloZce lze vidét vSechny prlichody a zadani na klavesnici
na vech zafizenich, které jsou pfidana do 2N° Access Commanderu.
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CHAZKA PRISTURIVE LOGY

(] 240,200 100396 Ler] Zene A0 Yerna =] [ia
[] 25093030 02:50:19 UigeriTt Zonel N 1P Vs B ]
[} P5.03.2020 092652 e Fongl 2K IPversn B ]
[-] 250300 D9:26:2% Literlit e 2N 1P Veesn =B (]
] 25.03.2020 091921 Liser] 2onel 2 1P Veran B ]
] 5032020 0515408 Lserdit oot K IP Vs = .}
] 25092090 091506 Userll] Zorw N 1P ersn = L. ]
(] 25092070 085404 Ll Zoow NP Versa = ..}
(] 25.03.2020 0821 08 st Zorwl 2N IR Versn = .. ]
[] 25.09:3020 080742 Lserdit Zooel K 1P Verso = .}
] 25092020 00510 [T Zoew P Vs B ]
(] 24032020 155955 Usariit 2oeel 21 e %
] 2403020 155044 Usardlt oo NI Y b 4
[} 2405200078 Lkl Zooe I I Vet 3
(] 2403.2020 155326 Userllt ot 2N 1P Vetsa ®
] 24.03.2020 155819 Userlt e P Verz E
(] 24,73.3020 15,5813 User] Lot NP Versy 3
[] 24093970 1 550407 Liserl]] Zone I 1P Vren 3
(] 24 03,2070 14 58 [ Zooel I 1P Ve ®
(] 2409 3020 12022 kel 2o 2N IF Vi = .. ]

7. Systémové logy

Systémové logy obsahuji zmény pouze na zobrazeném uZivateli.

EVESTEMOVE

Kimgone sujee Udasar st
@ 26, (2000 100458 Usivatelska akoe 2 ean Hstercianize inferval erered manually System sémin Stan={3
@ 25022000 10447 Uehateloka akes 2 st Atencianss eyl ernered manually Syatem i Sart=|aE .
@ v 20 1A 02 Utheatedska akcs 2 Userlt Astercdance interved erened manualy e admin Sart=|a
@ 18,0320 06:43 35 Ushalelzha shos 2 Usal Prionebuinibe 1] usdsted. Syt s Proostis
@ T 2 B4 B Lkt halelska sho= & et Praneuier 6] debeted System admin

@ LD 200 08 42 Uzimlelska o= 2 Uit Bhneblvine 6] cieser Syt sl Progertiss
] Litnatelsks ke & sem Uker umidated System admin Charges
@ 17 R0 165847 Upieatelsia sho= 2 =l Seanebyrmbier [1] updsted Sytem sdmin Prooetiss
@ 1908 020 15125 Uirnmtetain aiee Gt [ 744 Pl 445k bedyniSatne] updated Syem admin Properties
@ 09.09 2990 T4T55 Ltheated b ke 2 i Uit U] Systen admin Charges
@ UL 2020 142200 Lithatesia akes 2 imem Uker untated Shystem admin Changes: _
@ 09,0920 143131 Ushvatedsks shoe 2 e Paezward rese pmail set Lystem sdrmin

@ U9.05.2020 142129 Uzwatelska ks 2 w=m Uer upgated Sygtem semin Changss:
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4.2.1 Bluetooth

Vyberte, jakou moznost cheete vyuzit pro sparovani

o Sparovat se pres dongle

® sparovat se pies zafizeni

V blizkesti zafizeni pro prvotni sparovéni uzivatel zadd kdd pro sparovéni do mobilni aplikace 2N& Mobile Key.
GENEROVAT

Cas na spérovéni

Zafizeni pro prvotni sparovani

2N Helios IP Verso Ondra 2N Access Unit + TouchKeyboard 2N Access Unit

Na detailu uzZivatele vyberte, zda chcete parovat pfes dongle nebo pres zafizeni. PFi parovani

pfes dongle musi byt dongle pfipojeny a musi byt nainstalovana aplikace 2N° IP USB
Driver 1.2.4 (stahnout). Po vybéru parovani pfes dongle staci kliknout na Zahajit parovani a

zadat vygenerovany PIN na mobilnim telefonu s aplikaci 2N° Mobile Key.

® Poznamka

« Aby Sel vygenerovat PIN pro sparovani pfes zafizeni, musi byt uZivatel ve skuping,
ktera je pfidana do pfistupového pravidla se zénou, ve které je zafizeni.

When close to the initial pairing device, the user enters its pairing code into the ZN® Mobile Key application.

Pairing code

SEND TO E-MAIL

Pairing time

Devices for initial pairing

2N Access Unit + KeyBoard 2N Access Unit 2N IP Verso

CANCEL PAIRING

PFi vyb&ru parovani pfes zafizeni kliknutim na "Generovat" se zobrazi PIN pro prvotni sparovani,
tento PIN je moZné odeslat e-mailem po stisknuti tlaCitka "Odeslat na e-mail". UZivatel ma
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urCeny Cas, aby se dostavil k zafizeni a zadal svij PIN. V pfipadé nezadani ve stanoveném limitu,
kdd vyprsi a administrator musi vygenerovat kdd novy. V pfipad€, Ze sparovani probéhlo bez
problémd, zobrazi se v detailu uZivatele ID telefonu.

TELEFON

Ildentifikacni cislo

T AT VT T A D b 8 7% rd T b o s B C 5
e/eatdldO0L248h0a0dbsecfO5S6 /086

SPAROVAT ZNOVU ODSTRANIT

Po sparovani lze parovani na uZivateli spustit znovu nebo smazat identifikacni €islo a tim dojde
k odebrani pfistupu pfes telefon.

Parovani v mobilni aplikaci

Po spudténi parovani pfes 2N° Access Commander je nutné zadat vygenerovany PIN v mobilnf
aplikaci.

1. Parovaci zafizeni se zobrazi v aplikaci.

< Pair new devices..

2N Helios IP Verso

START PAIRING
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2. Pokliknuti na "START PAIRING" je uZivatel vyzvan k zadani pinu, ktery byl vygenerovan
v2N° Access Commanderu.

< Pair new devices..

o

2N Helios IP Verso

e your Pairing coda

1 2 3
4 5 6
F g 9

o

3. Po Uspé&Sném zadani PINu je zobrazena informace o vysledku parovani.

< Pair new devices..

Fairing was successful

‘ou will now See the doars you have access in
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4. Zafizeni je moZné pouZit pro otevfeni dvefi.

SHOW SETTINGS B

Odkazy do obchod(:

GET ITON .. Available on the
" Google Play D App Store

RA / 2A1


https://play.google.com/store/apps/details?id=cz.quanti.helios_nfc
https://itunes.apple.com/us/app/2n-mobile-key/id1121287110?mt=8

2N® Access Commander

4.3 Skupiny

Skupiny slouZi pro jednodu$si nastaveni prav Elend pro pfistup do zdny. Prava se nemusi
nastavovat na urovni jednotlivych uZivatel a ndvstévnikd, ale skupina se spoji se zénou.

&) skupiny
“ = SPOLECNOST
ez ™
Customer Care 2N Telekomunikace o5 1] ra ‘.‘

a0 2N Telekormunikace 8.5, 1 ,‘

Seznam skupin:

« Vytvofeni skupiny - uZivatel je vyzvan k zadani jména skupiny a spole€nosti, do které
patfi.

« Smazani skupiny - pro smazani skupiny uZivatel klikne na ikonu 0 , pro smazani je
nutno potvrdit odstranéni.

A Upozornéni

« Po vytvoreni skupiny nejde zménit nadfazena spole€nost.

FRIDAT Q,

Jména P

(2] Flip Chart

L]

« Clenové - na detailu skupiny jsou pfifazovani uZivatelé a navstévnické karty. Pfidat lze
pouze uzivatele a navStévnické karty, které spadaji pod stejnou spole€nost jako skupina.

« PFistupova pravidla - zobrazuje pfehled vSech jiZ vytvofenych pfistupovych pravidel a
nabizi jejich Gdpravu nebo vytvoreni.
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4.4 Zafizeni

Zalozka Prehled

2~ v .’ “ / Y ’ N , / ®
V zaloZce Prehled se zobrazuji veSkera zafizeni pfidana do systemu 2N Access Commander.
Nad zafizenimi lze filtrovat podle stavu a vlastnosti nebo pfimo vyhledat konkrétni zafizeni.

L0 Zafizenl & PROAT ZARZEN

%N N NN A
G o o 0 8 &
-

4 0 & 0 4
o = = W

b0 B M e O

Po oznaCeni jednotlivych zafizeni je moZné pouzit hromadné akce:

1d 44 ' ’ ol ﬁ
Aktivovat vybrana zafizeni - kliknutim na ikonu Sipek

. ’ ~/ ’ . ’ . ~ w ’ . “
» Deaktivovat vybrana zafizeni - kliknutim na ikonu pfeSkrtnutych Sipek

« Zalohovat vybrana zafizeni - kliknutim na ikonu oblacku
« Pridat vybrana zafizeni do z6n

Zafizeni je moZné spravovat i jednotlivé. Sprava zafizeni se otevfe kliknutim na dany fadek nebo
/‘
na ikonu tuzky (viz Sprava zafizeni).

Ve g b ¢ v ’ ®
Pridani zarizeni do 2N Access Commanderu

Pro pfidani zafizeni kliknéte na tlaCitko PFidat zafizeni, zobrazi se okno pro pfidani zafizeni.
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Vytvoreni zafizeni ®

10025158% 1027.89%  2nipverso2nezX |-

Admin

STORNO

Po zadani IP adresy nebo doménového jména je moZné kliknout na enter a zadavat dalSi
zafizeni. Po vyplnéni vSech zafizeni, které chcete pfidat vypliite pfihlaSovaci Udaje a kliknéte na
vytvofit.

Zalozka Firmware

Zalozka Firmware zajiStuje hromadny upgrade firmwaru jednotlivych typl pfipojenych zafizeni
a pomaha je tak udrZovat v optimalni kondici.

Aktualni verze firmwaru je k dispozici online prostfednictvim 2N Update Serveru, volitelné je
také mozno nahrat soubor pro upgrade manualné. Nasazeni nové verze vZdy podléha schvaleni
administratora, ktery tak ma proces upgradu plné pod kontrolou. Novou verzi je nejprve mozno
nasadit na jedno nebo vice vybranych zafizeni v testovacim reZimu a poté povolit upgrade i
ostatnich zafizeni.

Volitelné je moZno zafizeni vylou€it z hromadné spravy firmwaru a tim funkci na vybraném
zafizeni deaktivovat.
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L8 Zafizeni

PHEHLED

@ “romadnd spriva firmwaru

2N® Access Commander

+ PRIDAT ZARIZEMI

« Hromadna sprava firmwaru - aktivuje/deaktivuje funkci hromadné spravy firmwaru.
« Verze v hromadné spraveé - zobrazuje seznam pfipojenych typl 2N IP interkomd,
odpovidacich jednotek a 2N Access Unit.

® Info

Typ zafizeni (poCet) - zobrazuje konkrétni typ a poCet pfipojenych zafizeniv
systému.
Distribuovana verze - poZadovand verze pro vSechna zafizeni daného typu. Kazdé
nové pridané zafizeni bude na tuto verzi také povySeno.
Tlacitko Nova verze - upozorfiuje na dostupnost nové verze.
+ Informace o verzi - zobrazuje release notes pro novou verzi FW.
« Distribuovat - zah4ji distribuci nové verze FW do vSech zafizeni daného typu.
« Testovat na zafizeni - dojde k nahrani nové verze na vybrané zafizeni. Po
vyzkouSeni, zda vSechno probéhlo bez problémd a zafizeni funguje, mlzZete
aplikovat verzi na ostatni zafizeni.

& _Kiiknutim na ikonu kancelafské sponky je moZno manualné vybrat a nahrat
soubor s firmwarem, dojde k okamzité distribuci na vSechna zafizeni stejného typu.

s kliknutim na ikonu popelnice dojde k zastaveni distribuce na pfipojena
zafizeni.

V pfipadé zastaveni distribuce na pfipojena zafizeni nedojde k odstranéni verze ze
zarizeni.
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& Upozornéni

« Pokud se jedna o firmware nepodporovany sou¢asnou verzi systému 2N’ Access
Commander, musite jej povolit na zaloZce Kompatibilita. Ovérte si, zda jste
vybrali zafizeni, jehoz do€asna ne€innost neovlivni chod a bezpeCnost objektu.

« Vyloucena zafizeni - voliteln& je moZno zafizeni vylou€it z hromadné spravy firmwaru a
tim funkci na vybraném zafizeni deaktivovat.

- & _Kliknutim na ikonu kancelafské sponky je moZno manualné vybrat a nahrat
soubor s firmwarem, dojde k okamzité distribuci na vylou€ené zafizeni.

. X _odebira zafizeni ze seznamu vylou€enych zafizeni. Po vylouCeni na zafizeni
bude automaticky nahran FW dle distribuované verze pro dany typ zafizeni.

. - - pfejde na detail zafizeni.

Zalozka Kompatibilita

Toto nastaveni slouzi k informovani administratora o pfipojeni zafizeni, které ma jiny nez
podporovany firmware. Po pfipojeni zafizeni, které je nepodporované, je administrator
informovan pomoci e-mailu a notifikace. Pro aktivaci zafizeni je nutné povolit tuto verzi
firmwaru.

&) zaen

V5echna zafizeni pracuji s spravnou verzi firmwar,

NFDI

Po pfidani nebo upgradu zafizeni, které nema kompatibilni firmware, zafizeni pfejde do
nekompatibilniho stavu. V tabulce se vytvofi novy zaznam a administrator ma moZnost povolit

~ 7 1 d . . rd . ~ ’ ® ’
pouzivani nekompatibilniho firmwaru v prostfedi 2N Access Commanderu. Po povoleni
zafizeni pfejde do stavu on-line a je moZné ho pouZivat jako normalni zafizeni. Dale je moZnost
firmware zakazat a vSechna zafizeni na dané verzi firmwaru pfejdou do stavu nekompatibilni.

& Upozornéni

« Nekompatibilni stav znamena, Ze se na zafizeni neukladaji novi uzivatelé, ale ze
zafizeni se stahuji udalosti a je moZné pouZit konfiguraci nebo zalohu zafizeni.
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« Nekompatibilni firmware znamena, Ze nelze zarucit korektni funkci vSech
vlastnosti, a proto neni vyrobcem doporucen.

O pouZzivani nekompatibilniho firmwaru je uzivatel upozornén i na prehledu zafizeni.

Lo Zafizenf
PREHLEL :
Q = STAL = STH: 1
e e o

|l i Heok [ 111001 l Fa « B |
(| Q 0.0.2550 20410 () PR I |
O 0 o heak 0.0 1 1040 I ¢ []
O Hzak 02552 04220 A1 I U |
El hiek 0.0.255 200,394 P I |
O Hzak 10.0.25.53 300,394 Fd [ ]
[ [ Hzak 02551 1 23003 ’ i
O mwessse Nk 62559 143 " 4 B
O = 1] Haaktiun I 7241082 s o [ ]

'IHTH ol 1 ~/ d ./ ' 7’ . . d .
. ') Takto oznatena zafizeni maji neschvaleny nekompatibilni firmware.

)

. Nekompatibilni firmware znamena, Ze nelze zarucit korektni funkci vSech vlastnosti
a proto neni vyrobcem doporucen. Takto oznaCena zafizeni maji schvalena
nekompatibilni firmware.

ZaloZka ZabezpeCeni

PREHLED FIRMWARE KOMPATIBILITA ZABEZPECEN|

=
Zapnutim ovérovani certifikatd vypnete synchronizacl veech zatizeni bez S5L certifikatu pedepsaného diveryhodnou certifikacni autorou (.L"

@ Ovefovat SSL certifikaty

Pro Uspé3né ovéreni musi byt certifikaty zafizeni podepsany certifikacni autoritou a obsahovat
IP adresu nebo doménové jméno zafizeni. Certifikat podepisujici autority musi byt dlivéryhodny

s

na serveru, na kterém b&zi 2N° Access Commander. Certifikaty zafizeni musi byt nahrany pres
webové rozhrani zafizeni (Systém/Certifikaty/Osobni Certifikaty) a nastaveny jako Certifikat
HTTPS serveru v Sluzby/Web Server/RozSifené nastaveni.
« OvéFovat SSL certifikaty - zapnutim ovéfovani certifikatl vypnete synchronizaci vSech
zafizeni bez SSL certifikatu podepsaného dlvéryhodnou certifikaéni autoritou.
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& Upozornéni

« Na zafizeni 2N° Indoor Touch nelze nahravat vlastni SSL certifikaty, po zapnuti
ovéFovani certifikatll bude spojeni s nimi ztraceno.

Sprava zafizeni

ﬁ NOUZOVE UZAMKNUTI * KONFIGUROVAT ZARIZENI

« Nouzové uzamknuti - aktivuje nouzové uzamknuti na vybraném zafizeni. BEhem
nouzového uzamknuti neni mozné otevfit dvefe pomoci nastavenych uZivatelskych
pfistupll, a to ani v pfipadé, Ze uZivatel pouZzije platny pfistup s platnym Casovym
profilem.

« Konfigurace zafizeni - zobrazi uZivatelské rozhrani zafizeni s moZnosti konfigurace.

. - nabidka dal3ich moZnosti:

. Pfidat zafizeni - pfid4 nové zafizeni do seznamu zafizeni 2N° Access

Commanderu.

Otev¥it dvefe - umoZiiuje vzdalené oteviit zimek dvefi ovlddany zafizenim.

Podrzet odemcéené - umoZiuje zamku ovladaného zafizenim otevieni dvefi

(odemcCeny stav) bez ovéfeni na 1 minutu az 12 hodin, dle volby ¢asového rozmezi.

. ve . ’ 9% , s , ®
Odstranit zaFizeni - odstrani zafizeni ze seznamu zafizeni v 2N Access
Commanderu.
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Stav rafizend: Online | Tyg

Nazey zafizeni

B Hiavni skuping

2N P Verso

Synchi
ey

Stav zalohovani

@ Akl zafizent Ano

B Ovladani vytahu: Me

« Obecné

Nazev zafizeni - nastavuje nazev zafizeni.

Sériové Cislo - sériové Cislo pfipojeného zafizeni.

Verze firmware - verze firmwaru nahrané v zafizeni.

Aktualizovat - slouZi ke spuSténi aktualizace pouze na vybraném zafizeni.

Zéna - zobrazuje zénu, ve které se zafizeni nachazi a umoZiiuje ji i zménit.

Stav zalohovani - zobrazuje stav zalohy. V pfipadg, Ze je ziloha vytvorena,
zobrazuje se i datum a €as provedeni posledni zalohy.

Aktivni zaFizeni - umoZiiuje aktivovat/deaktivovat zafizeni. Zafizeni v neaktivnim
stavu neumozZni stahovat Zadné udalosti synchronizace.

Ovladani vytahu - zapind/vypina funkci ovladani vytahu.

Zmeénit heslo - umoZiiuje ménit heslo na zafizeni. Zména se provede na stran

& 2N° Access Commanderu, tak i v pfipojeném zafizen.

Konfigurovat zafizeni - otevira konfiguraéni web zafizeni v prostredi 2N° Access

Commander. Vice 4.4.3 Konfigurace zafizeni prostfednictvim 2N° Access
Commander

+ Sit'ové nastaveni

Nastavuje veSkeré informace nutné pro pfipojeni k interkomu.

« Vlastnosti

Zobrazuje vlastnosti, které zafizeni podporuje.
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« Zaloha a obnova
« Obsahuje zalohu konfigurace interkomu v xml. Vice informaci 4.4.5 Zaloha a obnova
zarfizeni

« Konfigurace tladitek displeje

. Nastavuije tla&itka, kterd se maji zobrazit jako jmenovky na displeji (2N° IP Vario).
+ Konfigurace displeje
« Nastaveni displeje na 2N° IP Vario nebo 2N° IP Verso. Vice o nastaveni displeje 4.4.1
Konfigurace displeje
« Volani pfes virtualni Cislo
« Prida uzivatele, ktefi maji vyplnéné virtualni islo. Neni potfeba pouzivat, pokud se
uZivatel synchronizuje do zafizeni jinak, napfiklad pfes pfistupové pravidlo.
. Tladitka rychlé volby
« Pfifazuje uZivatele z 2N° Access Commanderu na tladitka pfipojeného zafizent.

+ 4.4.1 Konfigurace displeje

« 4.4.2 Konfigurace zafizeni prostfednictvim 2N® Access Commander
« 4.4.3 Automaticka synchronizace

* 4.4.4 Zaloha a obnova zafizeni

« 4.4.5Rizeni vytahu
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4.4.1 Konfigurace displeje

Pro nastaveni displeje na zafizenich pfejdéte na detail zafizeni, na kterém ma byt displej
nastaven. V oddéleni "Obecné" vyberte "Konfigurace tlaCitek displeje" nebo "Konfigurace
displeje".

2N IP Verso

Stav zafizend: Online

Konfigurace jmenovek

KONFIGURACE TLACITEK DISPLEJE KONFIGURACE DISPLEJE KONFIGURACE KLAVESNICE KONFIGURACE TLACITEK RYCHLE VOLBY
Eitha
# Nevyplntns s
#2 Nevypingna e
&3 Nevyplisng Vs
#a Nevypinano e

Jmenovky se pouZivaji pro rychlé vytaceni uZivatell stiskem jednoho tlacitka. Kliknéte na
"Nevyplnéno" vedle Cisla tlacitka a zadejte jméno uzZivatele, ktery ma byt na tlacitko pfidan. Po
pridani uzivatell na tlaCitko stisknéte OK a dejte synchronizovat zafizeni.
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Konfigurace seznamu

V tomto okné je zobrazena struktura seznamu, jak bude nahran na displej. Pro konfiguraci
displeje je nutné kliknout na "Konfigurovat".

2N IP Verso — Konfigurace dispieje

o e R
LY
" = = m m

Struktura displeje se tvofi pomoci skupin, do kterych se vkladaji uzivatelé:

, . ;. + . rys . .
Skupina se tvofi po kliknuti na ikonu (2 . Skupina se vytvari pod nadifazenou skupinou.

1]
-

lkona *  slouZi k vytvoFeni volaci skupiny.
Pfidani uzivatele do skupiny nebo volaci skupiny probiha kliknutim na ikonu pro pfidani

uZivatele nebo skupiny *™ . UZivatelll je moZné vybrat vice najednou. Je mozné vybrat

. ~/ ® . . . 14 1 . . .
skupinu pfimo z2N Access Commanderu, vSichni uzivatelé budou nahrani na displej
zafizeni.

UZivatelé i skupiny jdou odebirat po kliknuti na ikonu L

Pro pfidani priority nékterym uZivatellim slouZi ikona

Po kliknuti naikonu *= dojde k sefazeni seznamu, kde jsou upFednostnéni uZivatelé s
prioritou pfed uZivateli bez priority.

. oznaCeni uZivatele s prioritou
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. W oznaCeni uZivatele bez priority

Pfidavani uzivatell do seznamu:

2N IP Verso — Konfigurace displeje

ZMENIT STORNG

B Hlavni skupina B o+« =
0 e Group Fd 7 ]
O & usent i W
1 LT G g | |
O m
0 u
] 2 Usarld [ |
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4.4.2 Konfigurace zafizeni prostfednictvim 2N® Access Commander

1. Vyberte kartu Zafizeni.

2. Vyberte ze seznamu pfidanych zafizeni aktivni zafizeni, které chcete konfigurovat, a
zvolte moZnost Upravit zafizeni (kliknéte kamkoliv v fadku zvoleného zafizeni).

2N Accass Unit onling 10.0,25.239 54-H05-0190 215.0.24.3 ra

N Halios 1P Vario Onlina 10.0.25.219 54-0889-0018 2150243 7’

2N Halios 1P Versa Online 10.0.25198 S4-0417-0075 2150243 4

£ - - T -

2N Indoor Touch oniina 0.0, 35 356 SA-INT-01RE 20040 Fd

3. Vmenu Obecné zvolte poloZku Konfigurovat zafizeni. Pokud neni zafizeni ve
stavu aktivni, nelze volbu Konfigurovat zafizeni pouZit. Ikona tohoto parametru je v
tomto pfipadé neaktivni.

2N P Base @

Stev zafizenk Online
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4. Otevre se nové okno, ve kterém lze provést konfiguraci zvoleného zafizeni (jednotlivé
parametry jsou vysvétleny v konfiguraGnim manualu zafizeni, ktery naleznete ZDE). Okno

|ze kdykoliv zavit v pravém hornim rohu a vrétit se tak do prostfedi 2N° Access
Commanderu.

2N® 1P Verso
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2N® Access Commander

4.4.3 Automaticka synchronizace

Automaticka synchronizace pomaha udrzovat aktualni nastaveni koncovych zafizeni v ramci
celého pfistupového systému. SpouSti se po kazdé zméné, ktera se ma promitnout do
konfigurace koncovych zafizeni, tedy pokud ma souvislost s pfistupovymi pravy uzivateld, jejich
telefonnimi Cisly, pouZitymi Casovymi pravidly nebo nastavenim tlaCitek.

Synchronizace probiha pouze nad zafizenimi, kterych se tyka, tedy v zavislosti na nastaveni
pfistupovych pravidel. Do fronty pro synchronizaci se fadi pouze poZadavky vyvolané zmé&nami,
které mohou ovlivnit koncova zafizeni. Napfiklad zména jména uZivatele, ktery neni pfifazen do
Zadné skupiny, automatickou synchronizaci nespusti.

@ Poznamka

« Délka samotné synchronizace (promitnuti vSech zmén do koncovych zafizeni) je
zavisla na mnoZstvi zafizeni, ktera je potfeba synchronizovat, i na mnoZstvi dat,
ktera se do zafizeni nahravaji.
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4.4.4 Zaloha a obnova zafizeni

2N IP Verso

Stav zafizeni: Online

SPUSTIT ZALOHU ZARIZEN] DBNOVIT ZE ZALOHY STAHNOUT ZALOHE

« Stav zalohovani - informace o stavu zalohovani. V pfipadé, Ze je zaloha vytvofena zobrazi
se datum a Cas provedeni posledni zalohy.

« Stav obnovy - informuje o provedeni posledni obnovy ze zalohy.

« Spustit zalohu zafizeni - tlaitko spusti zalohu konfigurace zafizeni.

« Stahnout zalohu - stdhne uloZenou konfiguraci na disk v XML souboru. Tento XML soubor
mUZe byt nahran do vratniku pfimo.

« Vyména zafizeni

« Vymeéna zafizeni umoZnuje provést rychlou vyménu porouchaného vratniku za novy
se zachovanim konfigurace.

i.

ii.
iii.
iv.

Vi.

Vil.

Pfejdéte na kartu Zafizeni.

Vyberte zafizeni, které chcete nahradit. Zafizeni musi byt neaktivni.

V sekci Zaloha a obnova vyberte moZnost Vyména zafizeni.

Vyberte zafizeni, za které chcete stavajici vyménit (je mozné vybirat pouze ta
zarizeni, ktera nejsou pfidana v Access Commander a ktera jsou ve stejné siti
jako Access Commander).

Vyplrite Login a Heslo.

Pokud pro plivodni zafizeni nebyla vytvofena zaloha konfigurace, je tfeba
nové zafizeni nastavit manualné. Pokud pro plvodni zafizeni byla vytvofena
zaloha konfigurace, bude tato zaloha po vyméné pouZzita pro nové zafizeni.
Po stisknuti tlaitka Vyménit bude provedena vyména zafizeni a pokud je k
dispozici zaloha zafizeni, bude nahrana do nového zafizeni.
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© Peo pilvadni safizen fe k dispozic dloha kenfigurace. Tato zdloha bude po vrind paubits pra nové zafizesd

» Datum zélohy: 09.11.2017 742132 401:00
= Verge frmware: 2210303

VYMENIT
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4.4.5 Rizeni vytahu

PATRA 10 MODLULY
B Zobrazvie:Ne (i)

I patra ’]\ MNazey Pristup die pravide! zdny Vefajny piistup Casovy profil pro vefejny piistup

io_1.1 Suteren -2 Ang /.
in_1.2 Suteren -1 Zonel Ne /.
io_1.3 Prizemi Ne /.
014 1. Patro Ne Ve
in 1.5 2. Patra Ne /.
i6_1-6 3. Patro Ne s

Pomoci pfipojeni reléového modulu AXIS A9188 k 2N IP interkomu (2N° IP Verso, 2N° IP

Force, 2N° IP Safety, 2N° IP Vario) nebo Access Unit lze Fidit pfistup na jednotliva patra v
budové za pouziti vytahu. K jednomu 2N IP interkomu €i Access Unit je mozné pfipojit max.
t&chto 5 reléovych moduld, pfiGemz kazdy z modulll m{Ze ovladat 8 pater, dohromady tedy
max. 40 pater. Pro vyuZiti této funkce je nutné mit aktivni licenci pro 2N IP interkomy (obj.

€. 9137916) a Access Unit (obj. €. 9160401).

Zalozka Patra

B Zobrazvie:Ne (i)

« Zobrazit vSe - zobrazi vSechna konfigurovatelna patra.

1D patra ’]\ Nazev Piistup dle pravidel zony Vefejny pfistup Casowy profil pro vefejny pifstup

« ID patra - oznacCeni pofadi modulu a reléového vystupu.
« Nazev - nazev patra.
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Pfistup dle pravidel zony - v parametru |ze zvolit z6nu, do které se v daném patfe z
vytahu vstupuje. Do tohoto patra tak budou smét vstupovat pouze uZivatelé opravnéni
vstupovat do dané zdény dle definovanych pfistupovych pravidel.

Vefejny pfistup - aktivuje trvaly pfistup na patro bez potfeby jakékoliv autentizace.
Casovy profil pro vefejny pFistup - omezuje platnost vefejného pfistupu. Profil se vybira
v jiz vytvofenych profilech v menu Casové profily.

Upozornéni

« Pokud je nastaven pfistup dle pravidel zony, vytahové zafizeni nepfebira zadné
nastaveni zony (PIN kdd, vicenasobnou autentizaci, tichy alarm, ...).

Zalozka I/0 moduly

Povoleno niline 10025213 ACCCREDDITAT

[ %3 Zakazang Mline 192168.0.50

lo_3 Povalens fHiine 102.168.0.90

Zakazano Tfine 192.166.0.90

(- Povoleno Filine 192168.0.90

Pridat, odebrat nebo upravit madul mizete v konfiguraci zafizeni

ID modulu - zobrazuje pofadi moduld.

Povoleni - zobrazuje stav aktivace a deaktivaci modulu AXIS A9188, ktery slouZi ke
kontrole fizeni vytahu aZ na 8 patrech. Nastaveni modulu se provadi v samotném zafizeni.
Stav - zobrazuje stav pfipojeného modulu AXIS A9188 (Chyba/Pfistup odepfen/
Pfipraveno/Zastaveno).

IP Adresa - |IP adresa AXIS A9188.

Sériové Cislo - sériové Cislo modulu AXIS A9188.
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4.5 Zény

Zé6ny slouzi k jednodussi spravé pristupl na jednotliva zafizeni. Zény sluuji zafizeni do
logickych celkd.

) zeny

MNazev ’r‘ Spolenosti

NewCompany My Company 1] /‘ i
Zonel My Company 1 g i
Zone? My Company 1 f‘ i
Zoned My Company f. i
Zoned My Company 1 ,. i
Zones My Company 1 ,. i

Na seznamu zén je nékolik akci:

v s . , . NOVA ZONA
+ Vytvofit zonu - kliknutim na ikonu .

« Smazat zénu - kliknutim na ikonu popelnice O
« PrFejit na detail - kliknutim na fadek dané zény.
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Na detailu zény se nastavuji jednotlivé parametry.

MNazey

PIN kéd pro vstup do zdny

na aulentizace

@ Tichy alamm: Anc
) Omezeni podiu nelspésngeh plistupd: Ana

@ Oviiovani registratnich znacek. Ano

+ Info
« Nazev - pojmenovani zény.
« PIN kod pro vstup do zony - nastavuje kéd, ktery bude moZno pouZit pro pfistup
do zdény bez jiného druhu autentizace.

I%HHHlIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIH!I

Zonel
1234

STORNO ZMENIT

« PFistupy
« Vicenasobna autentizace - na vSech zafizenich v z6né nastavuje pravidla pro
pfistup a jejich kombinace. Vicenasobna autentizace mUZe byt kombinaci napf.
»karta + pin“.

. Casovy profil - pouZije vicendsobnou autentizaci pouze pro zvoleny Easovy profil.
« PouZit vicenasobnou autentizaci jenom pro vstup do zény - vicendsobna
autentizace bude aplikovana pouze pro vstup do zény.
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& Upozornéni

« Nastaveni ¢asového profilu vicenasobné autentizace lze aplikovat pro zafizeni s
verzi FW 2.33 a vySSi.

Nastaveni vicenasobné autentizace %

Bluetooth
Karta

O
J
[C] Biometrie
O

PIN

sobnou autentizaci jenom pro zvoleny Sasovy profil.

[C] Pouzit vicenasobnou autentizaci jenom pro
vstup do zény

STORNO ZMENIT

« Tichy alarm - slouZi k zapnuti funkce Tichy alarm na v3ech zafizenich spadajici do jedné
zony.

« Omezeni poctu neuspésnych pfistupli - na vSech zafizenich v z6né& bude aktivovana
tato funkce. Po péti nelispéSnych pokusech o pfistup (nespravny numericky kod,
neplatna karta atd.) bude pfistupovy modul zablokovan po dobu tficeti sekund iv
pfipadé, Ze autentizace by byla platna.

. OvéFovani registraCnich znaek - ovéfovani bude aktivovano na vSech zafizenich
podporujici tuto funkci v zéné.

@ Tichyalarm: Ano

. Omezeni poctu nedspésnych pfistupl: Ano

. Ovérovani registracnich znatek: Ano

« Zafizeni - pfida zafizeni do zény. Logicky spojuje zafizeni, kam maji mit pfistup stejni

uZivatelé. Napfiklad je jedna kancelaf, do které vedou dva vchody. Do zény pfidate
zarizeni, které je u obou dvefi.
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STORNO PRIDAT

+ Spolecnosti - jedna z6na mUZe patfit vice spoleGnostem. PouZiva se v Pfistupovych
pravidlech pro spojeni skupiny a zony.

Pridani zony do spolecnosti

|

Spolecnostl

My Company X |[Zadsjic naze

STORNO PRIDAT

« PFistupova pravidla - zobrazuje pfehled vSech jiZ vytvofenych pfistupovych pravidel a
nabizi jejich Gpravu nebo vytvoreni.

| N
]
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@ Nastaveni pfistupovych bod(i do zén

« Zafizeni (2N IP interkom nebo Access Unit) mlZe mit az dva pfistupové body
umoziujici prlichod obéma sméry. V konfiguracnim rozhrani zafizeni se nazyvaiji
"Pravidla pro pfichod" a "Pravidla pro odchod".

« Kazdy pfistupovy bod miZe mit pfidélenu jednu nebo vice CteCek, které jsou
pfipojeny k zafizeni. Pfistupové body jsou pouzity pro zaznamenani vstupu nebo
opusSténi zony. Jejich pouZiti je nutné v pfipadé, Ze se zafizeni nachazi na rozhrani
mezi dvéma zénami a umoziiuji pfesné sledovani uzivatell pfi pohybu zénami.

5 Zony + NOVA ZONA @
Q, = SPOLECNOST

Nezew P

Re pa V4 0

« Nastaveni jednotlivych pfistupovych bod je po zapnuti této funkce dostupné na
detailu zafizeni a detailu zony.

® Poznamka

« V pfipadé aktivnich pfistupovych bod( na zéné bude vicenasobna autentizace
kontrolovana pouze na vybraném pfistupovém bodu.

« Vicenasobnou autentizaci lze aktivovat pro vstup do zony nebo pro oba pfistupové
body souCasné.

Pfiklady nastaveni pfistupovych bod(
Aktivni pFistupové body
Mezi dvéma zénami (Zone 1 a Zone 2) jsou spojovaci dvefe ovlddané jedinym interkomem (2N°

IP Verso). Na toto kontrolni zafizeni je pfipojena dal§i samostatna Cteci jednotka umisténa na
opacné strané dvefi (AP2).

Aktivni pFistupové body umozni pfifadit AP2 jako vstupni bod do Zone 2, zatimco hlavni

jednotka s AP1 zlstane jako vstupni bod do Zone 1. Tim je umoZnéno sledovani obsazenosti a
pfitomnosti v obou zénach souCasné.
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Zone 1 Zone 2

2N® IP Verso
AP1

AP2

Bez pfistupovych bod(i

~. ® ’~ i v . 2 ~
V tomto rezimu 2N Access Commander nedokaze rozliSit prechod mezi zonou, protoze
kontrolované dvefe jsou souCasti jen Zone 1.

Dvefe je tak moZné otevfit z libovolné strany. Kontrola pfitomnosti a obsazenosti zony vSak
bude fungovat pouze pro Zone 1, protoZe opus$téni této zony automaticky neznamena vstup do
Zone 2.

Zone 1 Zone 2

2N® IP Verso
Entry

Exit
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4.6 Casové profily

&  Casové profily

b2
™,
m .

Vybrané funkce interkomu, jako je napf. odchozi volani, pfistup pomoci RFID karty nebo
numerického kédu, |ze Gasové omezit. Uvedenym funkcim lze pfitadit tzv. €asovy profil, ktery
urcuje, kdy je dana funkce dostupna a kdy ne. Casovymi profily lze FeSit nasledujici poZadavky:

« zcela blokovat volani na vybraného uzivatele mimo vyhrazeny €as
« blokovat volani na vybrana telefonni Cisla uzivatele mimo vyhrazeny €as
« blokovat pfistup uZivatele mimo vyhrazeny ¢as

Kazdy casovy profil definuje dostupnost funkce, se kterou je spojen pomoci tydenniho
kalendare. JednoduSe lze nastavit €as od-do a pfip. dny v tydnu, kdy ma byt funkce dostupna.
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Vytvoreni Casového profilu

Casové profily pro potfeby fizeni pfistupovych pravidel jsou automaticky nahrany do zafizeni,
prostfednictvim kterych mohou uZivatelé pfistupovat do konkrétnich zén. U téchto profili neni
tfeba definovat pofadi.

Volitelné lze vytvofit aZ 20 obecnych Easovych profilll, které je kromé Fizeni pFistupli mozZno
pouZzit i pro specialni pfipady lokalni konfigurace. Tyto Casové profily jsou nahrany do vSech
synchronizovanych zafizeni.

Vytvoreni ¢asoveého profilu X

Nézev profilu*

Casovy profil

STORND VYTVORIT

« Nazev profilu - vdmi zvoleny nazev profilu. Tento parametr je povinny a slouZi pouze pro
jednodussi orientaci v seznamu profild a pro snadnéjsi vybér profilu.

& Working hours

Pidzey anavahs profifu

B Mahiit oo viech zaizs Ne

W sk

Na detailu Casového profilu je moZné zménit jméno €asového profilu a zaroven pouzit moZnost
nahrat do vSech zafizeni. PFi pouZiti této funkce je nutné definovat pofadi €asového profilu (1-
20), na tuto pozici je nahran €asovy profil v zafizeni.
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Slouzi k nastaveni €asu aktivniho profilu v ramci tydenni periody. Profil je aktivni, pokud
aktudlni Gas spada do nastavenych intervald.

Pro spravné pouZiti této funkce je nezbytné, aby interkomy mély spravné nastaveny aktualni
Cas a Casovou zénu.
® Poznamka

« Vrdmci jednoho dne Ize nastavit libovolny poCet intervall napr. 8:00-12:00, 13:00-
17:00, 18:00-20:00.

« Pokud chcete, aby profil byl aktivni cely den, vloZte jeden interval pokryvajici cely
den, tj. 00:00-23:59

4.7 Pistupova pravidla

Zalozka Pristupova pravidla slouZi jako nastroj pro pfehledné Fizeni pfistupll skupin uZivateld
spole€nostiv zénach dle Easovych profild.

[ Piistupova pravidla

Zalozka Matice slouZi pro prehled a snadné nastaveni pfistupU. Matice je dostupna pro kaZdou
existujici spoleCnost a zobrazuje vSechny ji pfifazené skupiny a zény. Pro vytvofeni pfistupového
4 NOVE PRAVIDLO

pravidla slouzi tlacitko
skupina, zéna a €asovy profil.

. Noveé vytvafenému pravidlu musi byt pfifazena

Pole pro vyhledani slouzi k pfidavani jednotlivych uzivatel( a zafizeni a umoZiiuje tak jeSté

N4
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@ Tip

MATICE PREHLED

Hiedat ZN Telekomunikace a.s. ~

Uzivatelé: UserA €@ Zarizeni: 2NIPVerso ZRUSIT VSECHNY FILTRY X

: User A ASD Foyer Zonel Zonel Zones
LG 2N 1P Verso (/]
Developers (V] ® V] ®
Test RC Company (] ®© ® ®©

Pfiklad uvadi prehled matice pro spole¢nost 2N Telekomunikace. Z prehledu je
zfejmé, Ze:
. filtrované zafizeni 2N IP Verso je sou&asti zény Zonel
« filtrovany uZivatel je sou€asti skupiny Test RC Company
« skupina Developers a jeji uZivatelé maji neomezeny pfistup do zény ASD a Zone2,
omezeny pfistup do zony Foyer a Zone5 (dle nastaveného €asového profilu), bez
pfistupu do zony Zonel
« skupina Test RC Company a jeji uzivatelé maji omezeny pfistup do zony ASD,
Foyer a Zone5 (dle nastaveného Gasového profilu) a bez pfistupu do zony Zonel a
Zone2

Matice nabizi moZnost rychlé a prehledné zmény Casovych profilll jednotlivych skupin a zén,
umisténi zafizeni v jiné zoné a pfidani/odebrani uzivatele do/ze skupiny. V pfipadé potfeby lze
jednoduSe pfidat do matice spole€nosti novou skupinu €i zénu. PodrobnéjSi informace pro
skupiny a zény naleznete v kap. 4.3 Skupiny a 4.5 Zény.

Vytvofeni skupiny

Vytvoreni zdny

Wy Company

STORNO
STORND
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Zalozka Prehled zobrazuje souhrn vSech skupin a jejich pfifazenych z6n a Gasovych profilli
napfi¢ vSemi spoleCnostmi, pfehled umoziiuje zmény zén a Easovych profilll ve skupinach.

= GKLPINA = zaNA = GAsOvT PROFIL

.......

NN N N N NN NN

Pfistupova pravidla fikaji KAM, KDO a KDY ma pfistup.

« KDO je uréeno Skupinou a UzZivateli, ktefi jsou do ni pfifazeni (UZivatel mze byt
souCasné ve vice Skupinach patfici jedné spole€nosti).

+ KAM je ur€eno Zdénou a Zafizenimi, ktera jsou do ni pfifazena (Zafizeni miZe byt vzdy jen v
jedné Zo6ne).

« KDY je uréeno pfifazenym Casovym profilem. Tato poloZka neni povinna. Nevypln&ny
Casovy profil znamena neomezeny pfistup (24/7).

Logiku vytvareni pravidel popisuje nasledujici obrazek:

KDO KAM KDY
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2N® Access Commander

« Jedna Skupina mUZe byt spojena s vice Zénami, stejné jako jedna Zéna s vice
Skupinami.
« Konkrétni dvojice Zény a Skupiny miZe byt pfidana opakované s rliznym
Casovym profilem.

4.8 Nouzové uzamknuti

B&hem nouzového uzamknuti neni mozZné oteviit dvefe pomoci nastavenych uzivatelskych
pfistupll, a to ani v pfipadé, Ze uZivatel pouZzije platny pfistup s platnym ¢asovym profilem.
Nouzové uzamknuti [ze aktivovat/deaktivovat z detailu zafizeni, detailu zony, detailu

spoleCnosti nebo pomoci globalni akce v horni liSté stiskem tlacitka ﬂ Nouzové uzamknuti
je také mozné aktivovat/deaktivovat z dashboardu, z widgetu nouzového uzamknuti, kde je
mozné definovat konkrétni skupinu zafizeni.

Offline zafizeni, neaktivni zafizeni, zafizeni s nekompatibilnim firmware a zafizeni s FW starSim
nez 2.32 nebudou po poZadavku na nouzové uzamknuti uzamcena.

Stav zafizeni

Offline

Aktivni
(Online)

Neaktivni
(Inactive)

Nekompatibi
1Ini
(Incompatible)

MoZnost
aktivace/
deaktivace
uzamknuti

Ano

Ano

X Ne

X Ne

Soudast
celkového
podétu zafizeni k
uzamknuti

Ano

Ano

X Ne

X Ne

Poznamka

Na zafizeni bude aktivovano/deaktivovano
nouzové uzamknuti, az bude zafizeni
dostupné.

Na zafizeni bude aktivovano/deaktivovano
nouzové uzamknuti.

Na zafizeni neni mozné aktivovat/
deaktivovat nouzové uzamknuti. Tato
zafizeni se nepocitaji do celkového poctu
zafizeni moznych k nouzovému
uzamknuti.

Na zafizeni neni mozné aktivovat/
deaktivovat nouzové uzamknuti. Tato
zafizeni se nepocitaji do celkového poctu
zafizeni moznych k nouzovému
uzamknuti.
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V pfipadé, kdy jedno nebo vice zafizeni v dobé poZadavku na nouzové uzamknuti neni
dostupné, pfechazi Zafizeni / Zéna / Spole€nost do ¢aste€ného uzamknuti. AZ bude zafizeni
opét dostupné, bude splnén pozadavek nouzového uzamknuti.

LB 2NIPVerso

L KONFIGUROVAT ZARIZENI

Stav zafizeni: Dniine | Typ: 2N IP Vierse

B  Zaiizenl e uzamknuto

MNazev rafizeni Synchronizace zafizeni
Sanove élslo Stav zlohovin

‘erze firmware el 2kivni zafizen Ang

B Dviadani vyjtatu: Ne
Ztna !

Detail zafizeni v aktivnim nouzovém uzamknuti
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5. RozSifeni

5.1 Pfitomnost

« 5.2 Dochazka

5.3 Monitorovani zafizeni
* 5.4 Navstévy

» 5.5 Notifikace

« 5.6 Cam Logs

« 5.7 Omezeni oblasti

+ 5.8 Reporty

5.1 Pfitomnost

Modul PFitomnost je rozSifenim modulu Dochazky a slouZi k zobrazeni seznamu zaméstnancd,
ktefi se aktualné nachazi v budové. Pro funkci modulu je potfeba nastavit reZim dochazky IN-
OUT, vice naleznete na strance ReZim modulu dochazka.

Pfitomnost (5.8) 5 0

Lithvatels 4

be
c

Groupd Zonel 10.09.2018 11:21:06 1100 -

i
fou
3

Groupl Zonel 10.09.2018 11:21:08 1o -~

Groupl Zonel 10.09.2018 11:2110 1102 ad

be

i=
=
i}
=

b
c
=
g
)
E]
3

VSichni uZivatelé se nasledné zobrazuji v modulu Pfitomnost. O pfitomnosti se rozhoduje na
zakladé stazenych prltah( karet z koncovych zafizeni (2N IP interkom(, 2N Access Unit).

1. Pokud je posledni uddlosti uZivatele vdaném dnu pFichod (IN udéalost), je bran
jako pFitomny.
2. Pokud uZivatel projde pfes ¢te€ku, kterd ma nastaveny nespecifikovany smér, tak se u
daného uzivatele zméni zéna, ve které se nachazi. TotéZ se stane, pokud projde pres
CteCku v rezimu IN.
Pokud je posledni udalosti v daném dnu odchod (OUT udalost), je bran jako nepfFitomny.
4. Po vyprSeni nastaveného limitu je zaznam uZivatele o pfitomnosti odebran pro pfipad, Ze
by si dany uZivatel zapomnél oznacit odchod.

ol

® Poznamka

« Modul Pfitomnost nebude fungovat, pokud je v ramci systému pro sledovani
Dochazky pouzit rezZim FREE. Lze pouZivat pouze nastaveni IN-OUT.
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Ikona Konfigurovat ﬂ nastavuje Timeout pfitomnosti uZivatele, ten ur€uje, po jakou dobu
bude uZivatel zobrazen v seznamu pfitomnych uZivatell. Po vyprSeni nastaveného ¢asového
limitu bude ze seznamu automaticky odebran, pokud posledni udalosti v daném dni byl pfichod.

Nastaveni modulu pfitomnosti X

5.2 Dochazka

STORNO

ZMENIT

Sekce Dochazka zobrazuje seznam sledovanych uZivatelll a nabizi jejich detailni vypis dochazky.

Seznam uZivatelU se sledovanou dochazkou

Seznam zobrazuje vSechny uZivatele se sledovanou dochazkou. Ze seznamu lze vybrat
konkrétniho uZivatele a zobrazit jeho detailn&jSi informace o dochazce. Burger menu nabizi
mozZnost exportovat zdznamy vSech sledovanych uZivatelll do CSV nebo PDF souboru. Soubor
obsahuje celkové saldo jednotlivych uZivatelll a pracovni fond za dané obdobi.

& Dochézka

Uivatelé >
Aksamit Jan
Arvay Radek

Aubrecht Plemysl

Lo a a

Aubrecht Plemysl malitky

[l

Baroch Pavel

0O 0O

Bartkova Deptava Ofga

Baptista Guilherme Santos ..

2N Telekomunikace a.5

2N Telekomunikace a.5

2N Telekomunikace as.

2N Telekomunikace as.

2H Telekomunikace a.s.

2N Telekomunikace a.s.

2N Telekomunikace a.s.

Disple] Development, A1 Mechanika — Nav, A1 Elektronika — Nav

Disple] Development, A1 Mechanika — Nav, A1 Elektronika — Nav

Disple Development, A1 Mechanika — Ndv, A1 Elektronika — Nav

Al Mechanika — Ndv, A1 Elektronika — Mdv, A2 Access systems ..

Al Mechanika - Nav, A1 Elekironika — Nav, AZ TPV - Nav ..

A1 Mechanika — Nav, A1 Elektronika — Mav, Display Building 4 .

4 Placha Sales Front - Nav, Display drd floor, 2N as |
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Detail dochazky

Detail dochazky slouZi k editaci jednotlivych intervald uZivatele. Kliknutim na dany interval se
otevfe jeho editacni okno. Burger menu nabizi moznost exportovat zaznamy dochazky
zvoleného uZivatele do CSV nebo PDF souborll. Oba soubory obsahuji zdiznamy jednotlivych
dnd.

< PREDCHOZI MESIC Obdobi:  Prosinec = 2020 NASLEDUJICI MESIC >

Dstum (3] 200 400 &O00 800 0:00 1200 7400 1600 1800 20:00 2700 2400 Doba Saldo

UT 01.12.2020 7:27 k)

5T0212.2020 6:34 1:56
%] GT 03.12.2020 _

S0 05.12.2020

NE 06.12.2020 —

PO 07.12.2020 BRI 0 1219

Nastaveni dochazky

Pro spravnou funkci dochézky je potfeba mit ve 2N° Access Commanderu dostupnou aktivni
licenci pro sledovani dochazky uzivateld. Sledovani dochazky je nutné aktivovat v nastaveni
jednotlivych uZivateld.

Rezim FREE

Pfichod a odchod v reZimu FREE jsou pocCitany z prvniho a posledniho pfilozeni karty béhem
dne k jakékoliv 2N Cte€ce na pracovisti. V tomto reZzimu nefunguje modul Pfitomnost.
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Rezim IN-OUT

Pfichod a odchod v rezimu IN-OUT jsou zaznamenany vZdy pfi pouZiti pfichodové nebo
odchodové CteCky (nastaveno pfimo na daném zafizeni). Tento reZim je nutné pouZzit pro
spravné fungovani modulu Pfitomnost.

® Poznamka

« IN-OUT pro vSechna zafizeni - dochazka je evidovana na vSech ¢teCkach, které
mUZe dany uZivatel pouZzit pro pfistup. Pohyb mezi zonami se v dochazce nepodita
jako pfistup/odchod.

« IN-OUT pro vybrana zafizeni - dochazka je evidovana pouze na vybranych
¢teCkach, napf. u hlavnich dvefi budovy.

5.3 Monitorovani zafizeni
Modul monitorovani zafizeni slouZi ke zjiSténi informaci o pfipojenych zafizenich. Modul si

mUze kaZdy administrator nastavit podle vlastnich potfeb. Nastaveni je unikatni pro kazdého.

Nastaveni tabulky lze provést prostfednictvim tlacitka Q (Zménit zobrazeni tabulky). Otevie
se nové okno, ve kterém se pfidavaji vSechny sloupce a méni se jejich poradi.

Monitorovéni zafizeni

00 0 00 O0CO0COO0O0

g
%W N %N N N W N

« Ikona - zobrazuje stav zafizeni, zda je vSe v pofadku.

« Nazev zafizeni

« Stav zafizeni

« SIP proxy - stav SIP proxy na zafizeni. V pfipadé chyby je po najeti mySi nad popis
zobrazen detail.

« Audio test - vysledek posledniho audio testu; viz Konfiguracni manual pro 2N IP
interkomy.

« Ochranny spinac - v pfipadé chyby je po najeti mySi nad popis zobrazeno, kdy doSlo k
rozepnuti ochranného spinace.
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a. Zavfeno
b. Otevfeno

c. PriliS dlouho oteviené dvere

d. Vykopnuté dvefe

« Stav relé ma 2 mozné stavy

a. Aktivni
b. Neaktivni
+ Doba provozu

Stav dvefi - ma Ctyfi moZné stavy:

2N® Access Commander

« Stav modulli - zobrazuje stav pfipojeného modulu AXIS A9188; viz kap. 4.4.5 Rizeni

vytahu.

U kaZdého zafizeni je moZnost vybrat, zda ma byt sledovano. Po kliknuti na ikonu
preSkrtnutého oka zafizeni zaSedne a pfemisti se na konec seznamu. Pro opétovné povoleni

sledovani zafizeni staCi kliknout na ikonu oka.

Po kliknuti na Fadek nebo na ikonu tuzky 4 se prejde na detail daného zafizeni.

5.4 NavStévy

V systému 2N° Access Commander je moZné vytvatet profily navitév, které maji opravnéni
vstupu na omezenou dobu. Navstéve je mozné pfidat pfistupovou kartu, pfistupovy PIN kod a
vyplnit registra€ni znaCku vozidla. NavStéve nebude pocitana dochazka.

B Ndvstévy

Flip Chart

®
-

ZaloZzka Navstévy

Nastaveni navstév

o 21. 7. 2021 1630

-+ NOVA NAVSTEVA o

= STAV = SPOLECNOST

NavStéva a veSkeré jeji detaily budou odebrany po uplynuti nastavené doby.

Toto nastaveni mUlZe byt pouzito pro splnéni lokalnich nafizeni pro ochranu dat. Jméno
navStévy a poznamka budou zachovany v pfistupovém logu podle nastaveni Zivotnosti ve

spravé logl.
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& Upozornéni

« Po vyprSeni Casového intervalu a uplynuti nastavené doby jsou navstévy

automaticky mazany kazdou pllnoc.
« NavStévy, kterym jsou stale pfifazeny navstévnické karty, nebudou smazany.

Vytvofeni nové navstévy:

1. Pro vytvoFeni nové navstévy je nutné vyplnit jméno, nazev spole€nosti, kterou
navStévuje, pfifadit pfistupovou skupinu a €asovy interval, béhem kterého ma navstéva

platny pfistup.
2. Volitelné je moZné vyplnit poznamku navstévy, navStévovanou osobu a pfifadit
pfistupovou kartu.

& Upozornéni

« Casovy interval pro pfistup navstévy nesmi byt deli neZ jeden mésic.

@ Poznamka

« PocCet navstév neni limitovan Zadnou licenci.
« Kartu pro navstévu je mozné zadat ru¢né, nacist ze ¢teCky nebo pfifadit nékterou

z pfeddefinovanych karet.

Pfistupové logy

Pristupové logy zobrazuiji historii pfistupl navstévy.

Pristupoveé logy

ate Zona Zatizeni Pfistupove udaje

Las

& 4072021153800 11 (1719) AP|_Zone 2N IP Verso =

ZOBRAZIT VSE

Pfistupové metody
NavStéve je mozné pridat pfistupovou kartu, pfistupovy PIN nebo QR kdd a vyplnit registracni
znaCku vozidla (pro navStévu je mozZné vyplnit pouze jednu registraCni znacku).
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Pistupové metody

HAre PRIDAT
Menastaveno

PIN/QRkéd () l -+ PIN H + GF l
Pozndvaci znacka
Nenastavenn

PFi vyplnéni e-mailové adresy navstévy je mozné odeslat vygenerovany pfistupovy PIN/QR kéd
na uvedenou adresu.

PFistup

Pristupy

m 21.07.2021 @ 13:43

m 21.07.2021 @ 16:30

Ve skupiné

RED @

‘ PRIDAT ‘

PFistupy pfifazuji pfistupovou skupinu a Casovy interval, béhem kterého ma navstéva platny
pristup.

Ukondéeni navstévy

Po uplynuti ¢asového intervalu vyprSi platnost pfistupu. Pro navstévnika, u kterého doSlo k
automatickému ukonCeni navstévy, je dostupné tlaCitko Ukoncit a to z toho dlivodu, Ze na
zafizenich mUZe byt odliSna ¢asova zéna. M(iZe se tedy stat, Ze na jednom zafizeni nema
navStéva platny pfistup, a na jiném stale ano. Déje se tak v pfipadé, pokud jsou pro zafizeni
nastavené rlizné Casové zony.

oo . o s ey L, (@) UKONCIT NAVSTEVU
Pokud administrator nebo manazer ukonCi navStévu pomoci tlaCitka ,

dojde k okamzitému zablokovani pfistupu této navstévy na pfistupové body zafizeni a navstéva
nemUzZe projit pfes Zadné zafizeni.
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ZaloZka Karty

Zalozka Karty slouzi k vytvareni pFistupovych karet, které se budou nabizet pro pfifazeni
navstéve.

A Névstévy + HovA NAVSTEVA [ e

= SPOLECMOST

o

& Upozornéni

« Kartu, ktera je pfifazena navstévnikovi, nelze smazat.

5.5 Notifikace

Modul Notifikace umoZnuje nastavit sledovani vybranych udalosti a vlastnosti systému, o
kterych chcete byt informovani, e-mailem nebo notifikaci v aplikaéni liSté.

&  Notifikace ol
U
Dedca ot véschnz A P |
— Y- . P
ratin a s 0
a P |
& s 0

Vytvofeni nové notifikace:

1. Vypliite nazev notifikace

0w NOVA NOTIFIKACE
2. Kiknéte na
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Vytvofit notifikaci x

Upozomini|

STORNO VYTVORIT

3. Povytvoreni se zobrazi nova stranka pro:
a. vybrani sledovani udalosti nebo vlastnosti systému,
b. pfidani zafizeni, u kterych se ma upozornéni sledovat,
c. pridani uzivatell, kterym se ma upozornéni odeslat a to uZivatellim ze systému i
mimo ngj,
d. vyberte zplsob doruceni notifikace e-mailem nebo notifikacni liStou, lze pouZit obé&
varianty souCasne.

&  Device notifications

® SMTP

« Pro spravnou funkci e-mailovych notifikaci je potfeba mit spravné nastavené
SMTP.

5.6 Cam Logs

Nastaveni funkce pro zaznamenani nékolika snimk( pfedchazejici a nasledujici udalosti. Napf.
nastavite si zaznamenavani pfiloZeni karty. Pokud nékdo od tohoto okamzZiku pfiloZi kartu,
bude v pfistupovych lozich zaznamenano 5 snimkd pied pfiloZenim karty a 3 snimky po
pfiloZeni karty. Snimky jsou zaznamenavany po 1 sekundé. Na snimky je vytvofeno UloZisté o
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velikosti 1,3 nebo 5 GB, vice zde. V pfipadé naplnéni GloZisté dojde k odmazani nejstarSich
snimkl. Samotné pfistupové logy smazany nejsou.

@ Poznamka

« Pro spravnou funkci CAM logli musi byt ve vratnicich nahran firmware 2.18.0 nebo
nové;jsi.

Vytvoreni CAM log

Vytvofit camlogs x

Nazev CAM Log*

Typ upozornéni

(® Kéd zadédn

(O Karta pfilozena

(O Aktivovan ochranny spinaé
() Neautorizované otevieni dveff
(O Utzivatel akceptovén

(O Vzdélené otevieni dvefi

() Bluetooth pouzit

(O Prst prilozen

STORNO

PFi vytvafeni camlogu je nutné zadat jméno a vybrat jedno upozornéni, na které bude pravidlo
aplikovano.

« Kdd zadan
« Vytvofeni snimkd po zadani kédu na klavesnici.
« Karta pfiloZena
« Vytvofeni snimku po pfiloZeni karty. Snimek se vytvofi, i kdyZ uZivatel neni
autorizovan.
« Aktivovan ochranny spinac
« Vytvofeni snimku, pokud je aktivovan ochranny spina€ (Tamper). Pro spravnou
funkci musi byt nastaveno v 2N IP interkomu. Navod pro nastaveni Konfigurace
interkomu.
« Neautorizované otevieni dvefi
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« Vytvofeni snimkd, pokud je obdrZena udalost neautorizované otevieni dvefi. Pro
spravnou funkci musi byt nastaveno v 2N IP interkomu. Navod pro
nastaveni Konfigurace interkomu.
« UzZivatel akceptovan
« Vytvofeni snimkd, kdyZ se uZivatel autorizuje.
« Vzdalené otevfeni dvefi
« Reaguje na udalost otevfeni dvefi pomoci DTMF nebo HTTP API.
« Bluetooth akceptovan
« Vytvoreni snimkd, kdyZ se uZivatel autorizuje pomoci Bluetooth.
« Prst pfiloZzen
« Vytvofeni snimkd, kdyZ se uZivatel autorizuje pomoci otisku prstu.
« UZivatel odmitnut
« Vytvofeni snimku na zakladé neplatného ovéfeni uzivatele.
« PFistup odmitnut - opakované chybné zadani
« Vytvofeni snimku, ktery nastane po zadani 5 chybnych kéd( uZivatelem.
« Silent alarm aktivovan
« Vytvofeni snimku, kdy uzZivatel po zadani kddu, ktery je o jedniCku vySSi neZ spravny
kdd, spusti tichy alarm. Tzn. kdd pro otevieni je 123 a kdd tichého alarmu je
124. Nebo po pfiloZeni prstu k modulu EteCky otiskl prstd, ktery je oznaceny pro
pouZiti k aktivaci tichého alarmu.

Po zadani jména logu a vybrani akce je tfeba kliknout Vytvofit. Po vytvofeni je uZivatel
pfesmérovan na detail CAM logu.

o CAM Log

Typ upozornéni
Kl zaclan

PRIDAT

Na detailu musi uzivatel vybrat, z jakych zafizeni se maji CAM logy stahovat.
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Pridat zarizeni

Zafizen

2N IP Verso ( 10.0.25.50, 54-1921-1621 )

2N IP Force ( 10.0.25.51, 54-1962-1110 ) STORNOD

2N IP Vario { 10.0.25.52, 54-0422-0187 )

2N IP Base ( 10.0.25.58, 54-1685-0483 )

Po nastaveni samotného logu se v pfistupovych logach mimo informaci o prlichodu zobrazuje i
ikona pro zobrazeni snimk{ z vratniku. U vratnikd, které nemaji kameru, se CAM logy
nezobrazuiji.
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Pfistupové logy

2N® Access Commander

on: [

[N

260220718 15:16:38

26.02.2018 151637

26.02.20718 15:16:34

26.02.2018 151634

26.0220181516:32

26.02.2018 15:45:12

Po kliknuti na ikonu se zobrazi nové okno se samotnymi snimky z vratniku.

po. [ 26/02/2018

Zonie] NP Verso
Zanel 2M IP Verso
Zonel 2N IP Verso
Zoniz] 2N IP Merso
Zonel ZN IP Verso
Zonel IM IP Vereo
Zonel 2ZNIP Verso

= TYP UDALOSTI

Zaddni na klavesnici

Zadani na kldvesnica

Uzjvatel autorizovan

Zadani na klavesnici

UZivatel sutorizovén

Zadéni na klaveanic

Pritah karty

= SPOLECNOST

Userdl

3FO0FZFBC2

= ZARIZENI

Userd3

Ltaes02

Use

Uaerdl

Uizer21

CISLO KARTY:

PIN ked plijat
PIN kad piijat
PIN kéd cdmitnut
PIN kod plijat
PIN kod odmitnut
PiN kéd edmitnut

Prichod
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Obrazkové zidznamy b4

[2N Helios [P Ve

& STAHNOUT

Kazdy snimek ma v nadpisu informaci o [zafizeni][udalosti][€asu]. Snimky jsou Fazeny od
nejstarSiho po nejnovéjsi. KaZzdy snimek se mliZe samostatné stahnout.

® Poznamka

« Velikost snimku staZzeného z vratniku je az 150 kB.

® Poznamka

« Udalosti Aktivovan ochranny spina€ a Neautorizované otevieni dvefi se zobrazuji v
systémovém logu.

©® Varovani

« Pro spravnou funkci CAM logli musi byt nastaven spravny €as jak na vratniku, tak
na serveru 2N° Access Commander.
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5.7 Omezeni oblasti

Menu Omezeni oblasti slouzi k definovani oblasti, ve kterych je mozné pouzit funkci Anti-
passback a Obsazenost.

£ Omezeni oblasti 0)

SETNAM OBLASTI VYIIMEY

Relax Reom . Nepouite Odeprit ptistup o1 ".

ZaloZka Seznam oblasti

ZaloZka zobrazuje seznam vSech vytvofenych oblasti v systému. Na této zaloZce lze oblasti
vytvafet, mazat a pfechazet na jejich detaily. Zaroven umoZiiuje oblast deaktivovat a zobrazit
jeji stav.

. funkéni
. ® nefunkéni
ZaloZka Vyjimky

V zaloZce se pfidavaji a odebiraji jiz vytvofeni uzivatelé, na které se nevztahuji pravidla z Zadné
oblasti.

® Poznamka

« Vyjimky se typicky pouZivaji pro uZivatele typu:
« CEO
« spravce budovy
« VIP uZivatelé

ZaloZka Nastaveni

« Posilat e-mail blokovanym uZivatellim - pfi poruSeni pravidel Anti-passback bude
uzivateli, ktery porusil pravidla, odeslan informacni e-mail.

« Reset - nastavuje dny a €as, kdy dojde k vymazani zaznamu oblasti, tzn. vSichni uZivatelé
budou moci projit bez ohledu na pfedchozi poruSeni pravidel.
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& Upozornéni

£k Relax Room

A Poiet problémd k fedenl: 1

no Zadné zafizen. Je tieba prifadit alespon jedno zanze

Rezim kantroly obsazenosti

\ntl-passback timeout uzivatele Limit obsazenosti

Aktudini obsazenost

V pfipadé chybného nastaveni oblasti a omezeni tak jeji spravné funkce, je automaticky

vypsan seznam chyb na detailu oblasti.

& Upozornéni

+ NejCastéjSi problémy, které brani spravné ¢innosti oblasti:

Do oblasti neni pfidano Zadné zafizeni. Je tfeba pfifadit alespor jedno
zafizeni.

Neni definovan vstup/vystup. Pro smér vstup/vystup je tfeba pfiradit
alespon jedno zafizeni.

Nékteré vstupni/vystupni zafizeni neni nakonfigurovano spravné nebo
neobsahuje CteCku.

Neékteré vstupni zafizeni do této oblasti je jiZ pouZito jako vstup do jiné
oblasti. Pro korektni funkci je tfeba upravit pfifazeni.

Nékteré zafizeni neni vybaveno potfebnou licenci.

Nékteré zafizeni bylo deaktivovano.

Nékteré zafizeni bylo odpojeno.

Nékteré zafizeni nema kompatibilni verzi firmwaru.

N&které zafizeni je vybaveno tlaitkem REX, které umozfuje opuSténi APB
oblasti bez autorizace uZivatele. Pro korektni funkci je tfeba tlaCitko REX
deaktivovat.
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© Varovani

« V pfipadé vyskytu chyby v oblasti bude cela oblast deaktivovana. Po odstranéni
chyb bude opét aktivovana.

Sekce Anti-passback

Na oblasti je moZné aktivovat funkci Anti-passback, kterd umoziiuje rozSiteni kontroly pfistup(l
0 monitoring a zneuZiti prav pro opétovny vstup do vyhrazenych prostor. Monitorované oblasti
jsou definovany hrani¢nimi zafizenimi, ktera do prostor vedou €i je umoZfiuji opustit. Na téchto
zafizenich probiha pfi prlichodu osob kontrola opravnéni dle pravidel definovanych pro danou

oblast.

£t  Relax Room ©
Nazev oblasti
Relax Room
ANTI-PASSBACK
Anti-passback ReZim kontroly obsazenost]
NepouZito Odepfiit pfistup
Anti-passback timeout uzivatele Limit cbsazenosti

Aktualni obsazenost

« Typ funkce Anti-passback - nastaveni zplsobu chovani funkce Anti-passback:

« NepouZito - funkce Anti-passback neni aktivni.

« Pouze zaznamenat - poruSenim podminek nedojde k omezeni pfistupu do Anti-
passback oblasti, udalost je pouze zaznamenana v logu s volitelnou notifikaci
administratora.

« Odepfit pFistup - poruSenim podminek dojde k doGasnému nebo trvalému
omezeni pfistupu do Anti-passback oblasti - odblokovani dle Casového limitu nebo
na pokyn spravce systému nebo prlichodem pfes odchodové zafizeni.

» Timeout uZivatele - nastavuje, za jak dlouho bude znovu uzivateli umoZnéno vstoupit po
poruSeni podminek.

Sekce Obsazenost

Kontrola obsazenosti umoZiuje sledovat a kontrolovat poCet osob v oblasti. Omezeni
obsazenosti pomaha Fidit poCet osob v oblasti. Pokud je limit dosaZen, je mozné odepfit dalSi
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pFistupy nebo pfekro€eni limitu pouze zaznamenat. Pro tuto funkEnost je poZzadovano vstupni a
vystupni zafizeni.

+ ReZim kontroly obsazenosti - nastaveni zplisobu chovani funkce Obsazenost.
« NepouZzito - funkce Obsazenost neni aktivni.

« Pouze zaznamenat - piekroCeni limitu obsazenosti je pouze zaznamenano.

« Odepfit pFistup - pfi dosaZeni limitu obsazenosti je dalSi pfistup odepfen, dokud
nedojde ke sniZeni poCtu osob v oblasti pod limit.
+ Limit obsazenosti - nastavuje limit obsazenosti v oblasti.

Zalozka Zafizeni

Zobrazuje seznam vSech zafizeni, ktera ohraniCuji oblast.

. Anti- Obs
45 passb

azen
Current occupancy: 3/3
ack —J pancy ost

ssssss

@

4th user may
° be denied
Ml access |

« Pfehled licenci pro 2N IP interkomy najdete v Konfiguracnim manualu pro 2N IP
interkomy.

« Pro modely 2N Access Unit neni potfeba zadna specialni licence.

& Upozornéni

« Pfistupovy bod v 2N° Access Commanderu je oznaéen &islicemi 1 a 2, pro 2N IP
interkomy plati oznacent:

« PFistupovy bod 1 = Pravidla pro pfichod
« PFistupovy bod 2 = Pravidla pro odchod
« Pro kazdy pfistupovy bod musi byt na zafizeni pfidana ¢tecka.
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Nastaveni samotného zafizeni pFed pfidanim do oblasti

Pro spravné fungovani funkci oblasti je nutné na vybranych zafizenich v sekci Dvefe nastavit
Pravidla pro pfichod nebo odchod, pfipadné oboji. Dale se v nastaveni zafizeni musi
specifikovat, jaké CteCky budou pouZity pro pfichod a odchod. Toto nastaveni se pouZiva pro
samostatné zafizeni.

Zalozka Blokovani uzivatele

Zalozka zobrazuje seznam blokovanych uzivatell, ktefi se pokusili porusit pravidla Anti-
passbacku. Spravce systému zde mizZe jednotlivé uZivatele odblokovat kliknutim na ikonu vedle
jména uzivatele. Pfipadné odblokovat vS8echny hromadné kliknutim na tlaCitko Odblokovat
vSe.

©® Varovani

« Anti-passback oblast pozbyva smyslu a mliZe byt potencionaln& nebezpecéna,
pokud se v oblasti vyskytuje zafizeni a ma pfipojené aktivni tla¢itko REX, které
umoznuje neautorizovany pfistup.

« 5.7.1 Pfiklad nastaveni
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5.7.1 Priklad nastaveni

EXIT ENTRY
= p1 Access Access
;.QTR‘I’ point 1 point 2
CCESS
point 1 -
‘ Zono 1
Anti-passback
D3
Gl EXIT E ENTRY
Access Access
point2 » > point 1
Zone 2

Obrazek vySe znazorfiuje jednu Anti-passback oblast. Pro nastaveni funkce Anti-passback slouZi
pouze hraniCni zafizeni. Zafizeni uvnitf Anti-passback oblasti neslouZi ke kontrole vstupu/
vystupu z oblasti.
« D1 - zafizeni D1 slouZi pouze pro vstup do Anti-passback oblasti.
« zafizeni ma pro vstup do oblasti nastaven Access Point 1.
« D2 - zafizeni D2 slouZi pro vstup i vystup.
« zafizeni ma pro vstup do oblasti nastaven Access Point 2, pro vystup Access Point 1.
« D3 - zafizeni D3 slouZi pro vstup i vystup.
« zafizeni ma pro vstup do oblasti nastaven Access Point 1, pro vystup Access point 2.

& Upozornéni

. Access Point v 2N° Access Commanderu je oznacen Cislicemila2, pro 2N IP
interkomy plati oznacent:
« PFistupovy bod 1 = Pravidla pro pfichod
« PFistupovy bod 2 = Pravidla pro odchod
« Pro kazdy Access Point musi byt na zafizeni pfidana ¢tecka.

Name <), P Entry Exit

D1 10.0.25.140 Access point 1 = i
D2 10.27.20.10 Access point 2 < Access point 1 []
D3 10.0.25.151 Access point 1 P Access point 2 i

Tabulka znazorfiuje pfesné nastaveni obrazku vySe pro jednotliva zafizeni. Jakykoliv Access
Point mlZe byt pouZzit jak pro vstup, tak i pro vystup.
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5.8 Reporty

Z menu Reporty je mozné stahovat souhrnna data o pfidanych uZivatelich. StaZzené soubory
jsou ve formatu CSV (Comma-Separated Values). Nazev souboru vzdy uvadi datum a Cas
vygenerovani daného reportu.

® Poznamka

« Nékteré tabulkové programy pouZzivaiji jiné oddélovace a po otevieni v nich se CSV
soubor nemusi zobrazovat spravné. V takovych pfipadech je doporuceno data z
CSV souboru importovat do otevieného seSitu.

Mobile Key - paired and unpaired users with pairing time remaining

V reportu jsou vypsana data o stavu parovani uZivatell pres aplikaci MobileKey, pfipadné Gdaje
o Case platnosti aktivniho parovaciho kddu.

Users - access rules with groups, zones, devices and time profiles

V reportu jsou vypsana data o pfifazeni uzivatell do skupin, o jejich pfistupu k z6nam a k
zafizenim v zonach a o €asovych profilech, v kterych je uzivatellm pfistup umoZnén. Kazda
jedna kombinace je vypsana pravé na jednom fadku tabulky.

Users - detailed export

& Upozornéni

« Soubor obsahuje citliva data!

V reportu jsou vypsany veSkeré informace o uZivatelich, které jsou vyplnéné v jejich profilech,
vCetné jejich osobnich a pfistupovych Gdaj(l.

Users - global synchronisation export (users with User Number assigned)

A Upozornéni

« Soubor obsahuje citliva data!

V reportu jsou vypsany zakladni informace o uZivatelich s uZivatelskym &islem. Soubor je ve
formatu vhodném pro synchronizaci uZivatell z lokalniho souboru nebo z GloZisté, viz 3.7
Synchronizace. Upravena data je moZné opé&tovné synchronizovat s plivodnim Access
Commanderem, ¢imz lze provést hromadné zmény v nastaveni uZivatel(. Data v reportu je
mozné prenést do jiného Access Commanderu.
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6. HTTP API

« 6.1HTTP APl verze 3

¢ 6.1.1HTTP APl zmény verze 3
« 6.2HTTP APl verze2

¢ 6.2.1 HTTP APl zmény verze 2

6.1 HTTP APl verze 3
6.1.1 HTTP APl zmény verze 3

Zmeény v APl z verze 2.6 na 2.7 (APl v3)
What’s New

GET /api/v3/Reports/available

Return if at least one report is available in system

GET /api/v3/Reports

Return list of all available reports

GET /api/v3/Reports/{id}.csv

Download report as CSV file
GET /api/v3/Settings/datetime/timezones
PUT /api/v3/Users/credentials/{credential}

What’s Changed

POST /api/v3/AccessRules/bulk

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
« Changed property Code (integer)
Added enum values:
* 6
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« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/AccessRules/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/AccessRules/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
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* 6
« 528

DELETE /api/v3/AccessRules/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
* 6
« 528

PATCH /api/v3/AccessRules/{accessRuleld}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Areas/settings

Return Type:
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Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Areas/settings

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PATCH /api/v3/Areas/settings

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
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« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/Areas/{id}/antipassback/blocked

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

POST /api/v3/Attendance/{userld}/intervals

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
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* 6
« 528

PUT /api/v3/Attendance/{userld}/intervals/{intervalld}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
* 6
« 528

DELETE /api/v3/Attendance/{userld}/intervals/{intervalld}

Request:

Deleted content type: application/json

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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GET /api/v3/Attendance/{userld}/{year}/{month}/report.csv

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Attendance/{userld}/{year}/{month}/report.pdf

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Attendance/{year}/{month}/report.pdf

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Attendance/report.csv

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/system/backup/run

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/system/backup/storage

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/system/backup/storage

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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GET /api/v3/system/backup/periodic

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/system/backup/periodic

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/system/backup/periodic

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/system/restore/fileUpload

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/system/restore/fileUpload

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/system/restore

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/system/backup/files

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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DELETE /api/v3/system/backup/files

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/system/backup/files/download/{location}/{fileName}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/system/import

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/CamLogs/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/CamLogs/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/CamLogs/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PATCH /api/v3/CamLogs/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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GET /api/v3/CamLogs/eventtypes

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Companies/{id}/defaultEmailSettings

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Companies/{id}/emailSettings

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json

13R / 2A1



+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Companies/{id}/emailSettings

Return Type:
Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Companies/{id}/emailTest

Request:
Changed content type : application/json

+ Changed property TemplateType (string)
Added enum value:
* UserMobileKey

Return Type:
Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Companies/{id}/importUsers

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Companies/{id}/importUsers/deviceld

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Companies/{id}/ldap/synchronizedFields

Return Type:
Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Companies/{id}/ldap/synchronize

Return Type:
New response : 200 OK

Success
Deleted response : 204 No Content

No Content
Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
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Added enum values:
¢ 6
« 528

GET /api/v3/DeviceFirmware

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/DeviceFirmware/enabled

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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PUT /api/v3/DeviceFirmware/enabled

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/DeviceFirmware/{firmwareld}/target/fileUpload

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/DeviceFirmware/{firmwareld}/target

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/DeviceFirmware/{firmwareld}/target

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/DeviceFirmware/{firmwareld}/releasenotes

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/DeviceFirmware/incompatibleVersions

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/DeviceFirmware/incompatibleVersions

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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GET /api/v3/DeviceFirmware/compatibleVersions

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Devices/{id}/phonebook

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Devices/{id}/phonebook

Request:
Changed content type : application/json
+ Changed property Nodes (array)
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Changed items (object):
+ Added property GroupName (string)

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Devices/{id}/phonebook/view

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Devices/backup

Return Type:

Changed response : 500 Internal Server Error

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Devices/{id}/backups

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
* 6
« 528

PUT /api/v3/Devices/{id}/backup

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request
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Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Devices/{id}/backup/download

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Devices/{id}/restore

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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PUT /api/v3/Devices/{id}/restore/{backupld}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Devices/{id}/password

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Devices/{id}/password/generate

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Devices/{id}/switches/{switchld}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Devices/{id}/holdopen

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Devices/{id}/floors/{floorld}

Parameters:
Changed: floorIdin path

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
« Added property Enabled (boolean)

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
* 6
« 528

PUT /api/v3/Devices/{id}/firmware/applyTargetVersion

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request
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Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Devices/{id}/firmware

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Devices/{id}/snapshots/{timestamp}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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GET /api/v3/Devices/certificatesValidation

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Devices/certificatesValidation

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Devices/ntpmode

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Devices/ntpmode

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Groups/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Groups/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/Groups/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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PATCH /api/v3/Groups/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Lockdown/activate

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Lockdown/deactivate

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/logout

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/password/reset

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/password/verifyResetToken

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/password/set

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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PUT /api/v3/captcha/image

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/captcha/verify

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Logs/access/export.csv

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Logs/system/export.csv

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Notifications/clearAppBar

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Presence/timeout

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Presence/timeout

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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GET /api/v3/Presence

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Settings/accessPointsEnabled

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Settings/accessPointsEnabled

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Settings/attendance/mode

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Settings/attendance/mode

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Settings/attendance/devices

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Settings/attendance/devices

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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GET /api/v3/Settings/collectStatistics

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Settings/collectStatistics

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Settings/datetime

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
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+ Changed property TimeZone (string)
Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Settings/datetime

Request:
Changed content type : application/json
+ Changed property TimeZone (string)

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Settings/datetime/timezone

Return Type:
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Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property TimeZone (string)

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Settings/logLifespan

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Settings/logLifespan

Return Type:

Changed response : 500 Internal Server Error
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Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Settings/mobilekey/keys

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
* 6
« 528

POST /api/v3/Settings/mobilekey/keys

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request
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Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Settings/mobilekey/locationData

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/Settings/mobilekey/keys/{ordinal}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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GET /api/v3/Settings/network

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Settings/network

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Settings/network/proxy

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Settings/network/proxy

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Settings/readers

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Settings/readers

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Settings/securecards

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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PUT /api/v3/Settings/securecards

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/Settings/securecards

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Settings/serverAddress

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Settings/serverAddress

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Settings/smtp

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Settings/smtp

Return Type:
Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Settings/smtp/sendtestemail

Request:
Changed content type : application/json

+ Changed property TemplateType (string)
Added enum value:
* UserMobileKey

Return Type:
Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Settings/smtp/enabled

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Settings/ssh

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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PUT /api/v3/Settings/ssh

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Settings/ssh/password

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Settings/visitorRetention

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Settings/visitorRetention

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/SignalR/topics

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/System/diagnostics/package/status

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/System/diagnostics/package/create

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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GET /api/v3/System/diagnostics/package/download

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/System/diskUsage

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/System/entityCounts

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/System/eula

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/System/eula

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/System/license

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/System/license/import.xml

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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PUT /api/v3/System/license/activatebasic

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/System/license/renew

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/System/time

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/System/update/settings

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/System/update/settings

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/System/update/status

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/System/update/checkNewVersion

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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GET /api/v3/System/update/download

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/System/update/download

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/System/update/run

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Users/{id}/roles

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Users/{id}/roles

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Users/{id}/onetimepassword

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Users/{id}/generatepassword

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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PUT /api/v3/Users/{id}/avatar

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/Users/{id}/avatar

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Users/{id}/sendcredentials

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Users/{id}/mobilekey/pairing/start

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Users/{id}/mobilekey/pairing/stop

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Users/{id}/mobilekey/pairing/sendPin

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Users/{id}/qr.png

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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GET /api/v3/Users/{id}/qr.svg

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/UserSynchronization/import.csv

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/UserSynchronization/run

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/UserSynchronization/settings

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/UserSynchronization/settings

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/UserSynchronization/status

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/visitors/cards/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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PUT /api/v3/visitors/cards/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/visitors/cards/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PATCH /api/v3/visitors/cards/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

POST /api/v3/visitors/cards/search

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Visitors/{id}/qr.png

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Visitors/{id}/qr.svg

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Visitors/{id}/sendCredentials

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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POST /api/v3/AccessRules

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PATCH /api/v3/AccessRules

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
Changed items (object):
+ Changed property Error (object)
+ Changed property Code (integer)
Added enum values:
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* 6
« 528

GET /api/v3/AccessRules

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
* 6
« 528

GET /api/v3/Attendance/{userld}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Attendance/{userld}/{year}/{month}

Return Type:
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Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

POST /api/v3/CamLogs

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PATCH /api/v3/CamLogs

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
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« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
Changed items (object):
+ Changed property Error (object)
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/CamLogs

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/Companies/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Companies/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Companies/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PATCH /api/v3/Companies/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/Companies/{id}/ldap

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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GET /api/v3/Companies/{id}/ldap

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Companies/{id}/ldap

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Companies/{id}/ldap/test

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Companies/{id}/visitorManagerGroups

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/Devices/{id}/remove/{deleteAction}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

POST /api/v3/Groups

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PATCH /api/v3/Groups

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

2N® Access Commander

207 / 2A1



Success
+ Changed content type: application/json
Changed items (object):
+ Changed property Error (object)
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Groups

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Logs/system

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6

2N® Access Commander

20R / 2A1



. 528
DELETE /api/v3/Notifications/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Notifications/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Notifications/{id}

Return Type:

Changed response : 500 Internal Server Error
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Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PATCH /api/v3/Notifications/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
* 6
« 528

GET /api/v3/Search

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request
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Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Search/suggestions

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Search/suggestions/accesslog

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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GET /api/v3/Search/suggestions/systemlog

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Search/suggestions/lockdown

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/TimeProfiles/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/TimeProfiles/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/TimeProfiles/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PATCH /api/v3/TimeProfiles/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

POST /api/v3/visitors/cards

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528
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PATCH /api/v3/visitors/cards

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
Changed items (object):
+ Changed property Error (object)
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/visitors/cards

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
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* 6
« 528

DELETE /api/v3/Visitors/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
* 6
« 528

GET /api/v3/Visitors/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Visitors/{id}

Return Type:
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Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PATCH /api/v3/Visitors/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

POST /api/v3/Visitors/{id}/pin

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
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« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

POST /api/v3/Visitors/{id}/qrcode

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/Zones/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
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* 6
« 528

GET /api/v3/Zones/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property LiftAccess (array)
Changed items (object):
+ Changed property Floors (array)
Changed items (object):
« Added property Enabled (boolean)

PUT /api/v3/Zones/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property LiftAccess (array)
Changed items (object):
+ Changed property Floors (array)
Changed items (object):
« Added property Enabled (boolean)

PATCH /api/v3/Zones/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property LiftAccess (array)
Changed items (object):
+ Changed property Floors (array)
Changed items (object):
« Added property Enabled (boolean)

DELETE /api/v3/Areas/{id}

Return Type:
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Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Areas/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Areas/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
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« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PATCH /api/v3/Areas/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PATCH /api/v3/Companies

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
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* 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
Changed items (object):
+ Changed property Error (object)
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

POST /api/v3/Companies

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Companies

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Companies/{id}/devices

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
Changed items (object):
+ Changed property Features (object)
+ Added property HasVirtualNumbers (boolean)
+ Changed property Hardware (object)
+ Added property DevType (string)
« Added property HasDoorSensor (boolean)
+ Changed property AccessControl (object)
+ Changed property LiftFloors (array)
Changed items (object):
« Added property Enabled (boolean)

POST /api/v3/Companies/{id}/zones

Return Type:

Changed response : 500 Internal Server Error

Error
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+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/Companies/{id}/zones

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
* 6
« 528

GET /api/v3/Companies/{id}/zones

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request
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Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property items (array)
Changed items (object):
+ Changed property LiftAccess (array)
Changed items (object):
+ Changed property Floors (array)
Changed items (object):
« Added property Enabled (boolean)

PUT /api/v3/DeviceFirmware/{firmwareld}/devicetest

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
Changed items (object):

+ Changed property Features (object)
+ Added property HasVirtualNumbers (boolean)

+ Changed property Hardware (object)
+ Added property DevType (string)
« Added property HasDoorSensor (boolean)
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+ Changed property AccessControl (object)
+ Changed property LiftFloors (array)
Changed items (object):
« Added property Enabled (boolean)

GET /api/v3/Devices/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property Features (object)

+ Added property HasVirtualNumbers (boolean)

+ Changed property Hardware (object)
+ Added property DevType (string)

+ Added property HasDoorSensor (boolean)

+ Changed property AccessControl (object)
+ Changed property LiftFloors (array)
Changed items (object):
« Added property Enabled (boolean)

PUT /api/v3/Devices/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
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Added enum values:
* 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property Features (object)
+ Added property HasVirtualNumbers (boolean)
+ Changed property Hardware (object)
+ Added property DevType (string)
« Added property HasDoorSensor (boolean)
+ Changed property AccessControl (object)
+ Changed property LiftFloors (array)
Changed items (object):
« Added property Enabled (boolean)

PATCH /api/v3/Devices/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
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+ Changed property Features (object)

+ Added property HasVirtualNumbers (boolean)
+ Changed property Hardware (object)

+ Added property DevType (string)

+ Added property HasDoorSensor (boolean)
+ Changed property AccessControl (object)

+ Changed property LiftFloors (array)

Changed items (object):
« Added property Enabled (boolean)

PUT /api/v3/Devices/{id}/replace

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property Features (object)
+ Added property HasVirtualNumbers (boolean)
+ Changed property Hardware (object)
+ Added property DevType (string)
« Added property HasDoorSensor (boolean)
+ Changed property AccessControl (object)
+ Changed property LiftFloors (array)
Changed items (object):
« Added property Enabled (boolean)

PUT /api/v3/login

Return Type:
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Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Logs/access

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PATCH /api/v3/Notifications

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
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« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
Changed items (object):
+ Changed property Error (object)
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

POST /api/v3/Notifications

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Notifications

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
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+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PATCH /api/v3/TimeProfiles

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
Changed items (object):
+ Changed property Error (object)
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

POST /api/v3/TimeProfiles

Return Type:
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Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/TimeProfiles

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/Users/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
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« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Users/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Users/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
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* 6
« 528

PATCH /api/v3/Users/{id}

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
* 6
« 528

GET /api/v3/Users/self

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Users/{id}/password

Return Type:
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Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Users/{id}/mobilekey

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PUT /api/v3/Users/{id}/mobilekey

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
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« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/Users/{id}/mobilekey

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

POST /api/v3/Users/{id}/pin

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
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* 6
« 528

POST /api/v3/Users/{id}/qrcode

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
* 6
« 528

PATCH /api/v3/Visitors

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
Changed items (object):

2N® Access Commander

23R/ 2A1



+ Changed property Error (object)
+ Changed property Code (integer)
Added enum values:
e 6
« 528

POST /api/v3/Visitors

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Visitors

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

2N® Access Commander

229/ 2A1



2N® Access Commander

PATCH /api/v3/Zones

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
Changed items (object):
+ Changed property Error (object)
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

POST /api/v3/Zones

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
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* 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property LiftAccess (array)
Changed items (object):
+ Changed property Floors (array)
Changed items (object):
« Added property Enabled (boolean)

GET /api/v3/Zones

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property items (array)
Changed items (object):
+ Changed property LiftAccess (array)
Changed items (object):
+ Changed property Floors (array)
Changed items (object):
« Added property Enabled (boolean)

PATCH /api/v3/Areas

Return Type:
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Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
Changed items (object):
+ Changed property Error (object)
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

POST /api/v3/Areas

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
* 6
« 528
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GET /api/v3/Areas

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PATCH /api/v3/Devices

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
Changed items (object):
+ Changed property Error (object)
+ Changed property Code (integer)
Added enum values:
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* 6
« 528

POST /api/v3/Devices

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
Changed items (object):
+ Changed property Features (object)
+ Added property HasVirtualNumbers (boolean)
+ Changed property Hardware (object)
+ Added property DevType (string)
« Added property HasDoorSensor (boolean)
+ Changed property AccessControl (object)
+ Changed property LiftFloors (array)
Changed items (object):
« Added property Enabled (boolean)

GET /api/v3/Devices

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
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* 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property items (array)
Changed items (object):

+ Changed property Features (object)
« Added property HasVirtualNumbers (boolean)

+ Changed property Hardware (object)
+ Added property DevType (string)
« Added property HasDoorSensor (boolean)

+ Changed property AccessControl (object)
+ Changed property LiftFloors (array)

Changed items (object):
« Added property Enabled (boolean)

GET /api/v3/Devices/discover

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK

Success
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+ Changed content type: application/json
+ Changed property items (array)
Changed items (object):

2N® Access Commander

+ Changed property Features (object)

+ Added property HasVirtualNumbers (boolean)
+ Changed property Hardware (object)

+ Added property DevType (string)

« Added property HasDoorSensor (boolean)
+ Changed property AccessControl (object)

+ Changed property LiftFloors (array)

Changed items (object):
« Added property Enabled (boolean)

PUT /api/v3/Groups/{id}/members

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/Groups/{id}/members

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request
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Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

GET /api/v3/Groups/{id}/members

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

PATCH /api/v3/Users

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 200 OK
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Success
+ Changed content type: application/json
Changed items (object):
+ Changed property Error (object)
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

POST /api/v3/Users

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

DELETE /api/v3/Users

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
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. 528
GET /api/v3/Users

Return Type:

Changed response : 500 Internal Server Error

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
e 6
« 528
Changed response : 400 Bad Request

Error
+ Changed content type: application/json
+ Changed property Code (integer)
Added enum values:
¢ 6
« 528

6.2 HTTP APl verze 2
6.2.1 HTTP APl zmény verze 2
Zmény v APl zverze 2.6 na 2.7

What’s New

PUT /api/v2/Users/credentials/{credential}

What’s Changed

2N® Access Commander

PUT /api/v2/Companies/{companyld}/ldap/{settingld}/synchronize

Return Type:
New response : 200 OK

Success
Deleted response : 204 No Content

No Content
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PUT /api/v2/Companies/{companyld}/sendTestMail

Request:
Changed content type : application/json

+ Changed property TemplateType (string)
Added enum value:
* UserMobileKey

PUT /api/v2/System/smtp/sendtestemail

Request:
Changed content type : application/json

+ Changed property TemplateType (string)
Added enum value:
* UserMobileKey

GET /api/v2/System/datetime

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (object)
+ Changed property TimeZone (string)

PUT /api/v2/System/datetime

Request:
Changed content type : application/json
+ Changed property TimeZone (string)

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (object)
+ Changed property TimeZone (string)
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PUT /api/v2/System/datetime/timezone

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (object)
+ Changed property TimeZone (string)

DELETE /api/v2/Devices/{deviceld}/cleardirectory

Request:
Changed content type : application/json
+ Added property DevType (string)

DELETE /api/v2/Devices/{deviceld}/factoryreset

Request:
Changed content type : application/json
+ Added property DevType (string)

PUT /api/v2/Devices/backup

Request:
Changed content type : application/json
Changed items (object):

+ Added property DevType (string)

PUT /api/v2/Devices/{deviceld}/floors/{floorld}

Parameters:
Changed: floorIdin path

GET /api/v2/Companies/{companyld}/emailSettings

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
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+ Changed property data (object)

+ Changed property Templates (object)

« Added property UserMobileKey (object)

Property Subject (string)
Property Header (string)
Property Introduction (string)
Property Message (string)
Property Signature (string)

PUT /api/v2/Companies/{companyld}/emailSettings

Request:
Changed content type : application/json
+ Changed property Templates (object)
« Added property UserMobileKey (object)
Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (object)
+ Changed property Templates (object)
« Added property UserMobileKey (object)

GET /api/v2/Companies/{companyld}/defaultEmailSettings

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (object)
+ Changed property Templates (object)
« Added property UserMobileKey (object)

PATCH /api/v2/Devices

Request:
Changed content type : application/json
Changed items (object):

+ Added property DevType (string)
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GET /api/v2/Devices

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (array)
Changed items (object):
+ Added property DevType (string)

POST /api/v2/Devices

Request:
Changed content type : application/json
Changed items (object):

+ Added property DevType (string)

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (array)
Changed items (object):
+ Added property DevType (string)

GET /api/v2/Devices/{deviceld}

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (object)
+ Added property DevType (string)

PUT /api/v2/Devices/{deviceld}

Request:
Changed content type : application/json
+ Added property DevType (string)

2N® Access Commander

252/ 2A1



Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (object)
+ Added property DevType (string)

DELETE /api/v2/Devices/{deviceld}

Request:
Changed content type : application/json
+ Added property DevType (string)

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (array)
Changed items (object):
+ Added property DevType (string)

GET /api/v2/Devices/scannetwork

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (array)
Changed items (object):
+ Added property DevType (string)

GET /api/v2/Devices/{deviceld}/password

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (object)
+ Added property DevType (string)
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PUT /api/v2/Devices/{deviceld}/password

Request:
Changed content type : application/json
+ Added property DevType (string)

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (object)
+ Added property DevType (string)

PUT /api/v2/Devices/{deviceld}/password/generate

Request:
Changed content type : application/json
+ Added property DevType (string)

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (object)
+ Added property DevType (string)

PUT /api/v2/Devices/{deviceld}/replace

Request:
Changed content type : application/json
+ Added property DevType (string)

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (array)
Changed items (object):
+ Added property DevType (string)
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PUT /api/v2/DeviceUpdate/firmware/{firmwareld}/candidate/devicetest

Request:
Changed content type : application/json
Changed items (object):

+ Added property DevType (string)

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (object)
+ Added property DevType (string)

GET /api/v2/Snapshots/setting/{camLogld}/devices

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (array)
Changed items (object):
+ Added property DevType (string)

PUT /api/v2/Snapshots/setting/{camLogld}/devices

Request:
Changed content type : application/json
Changed items (object):

+ Added property DevType (string)

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (array)
Changed items (object):
+ Added property DevType (string)
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DELETE /api/v2/Snapshots/setting/{camLogld}/devices

Request:
Changed content type : application/json
Changed items (object):

+ Added property DevType (string)

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (array)
Changed items (object):
+ Added property DevType (string)

PUT /api/v2/Antipassback/areas/{areald}/devices

Request:
Changed content type : application/json
Changed items (object):

+ Added property DevType (string)

DELETE /api/v2/Antipassback/areas/{areald}/devices

Request:
Changed content type : application/json
Changed items (object):

+ Added property DevType (string)

GET /api/v2/Snapshots/setting

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (array)
Changed items (object):
+ Changed property Devices (array)
Changed items (object):
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+ Added property DevType (string)
POST /api/v2/Snapshots/setting

Request:
Changed content type : application/json

+ Changed property Devices (array)
Changed items (object):
+ Added property DevType (string)

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (object)
+ Changed property Devices (array)
Changed items (object):
+ Added property DevType (string)

DELETE /api/v2/Snapshots/setting/{camLogld}

Request:
Changed content type : application/json

+ Changed property Devices (array)
Changed items (object):
+ Added property DevType (string)

GET /api/v2/Snapshots/setting/{camLogld}

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (object)
+ Changed property Devices (array)
Changed items (object):
+ Added property DevType (string)

PUT /api/v2/Snapshots/setting/{camLogld}

Request:
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Changed content type : application/json

+ Changed property Devices (array)
Changed items (object):
+ Added property DevType (string)

Return Type:
Changed response : 200 OK

Success
+ Changed content type: application/json
+ Changed property data (object)
+ Changed property Devices (array)
Changed items (object):
+ Added property DevType (string)
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7. Dopliikové informace

Zde je pfehled toho, co v kapitole naleznete:

« 7.1 Licence tietich stran

7.1 Licence tfetich stran

= 2N® Access Commander

, ey . , . ~ . , , ®
Kompletni seznam pouZzitych licenci knihoven tfetich stran je uveden ve webovem rozhrani 2N
Access Commanderu v rozbalovacim menu, umisténém vpravo na horni liSté, v sekci O aplikaci.
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