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Introduction

2N provides a range of intercom products supporting a flexible deployment with or without a
central SIP exchange. This integration with OnGuard access control system allows 2N intercoms
to be added to the OnGuard system giving the OnGuard operators the ability to control 2N
intercom calls as well as receive 2N intercom events in the OnGuard Monitoring client. The 2N
intercom integration also supports OnGuard flexible cause and effect rules via Global 1/0

linkage.

System overview

The following diagram shows the connectivity between OnGuard communication service and
the 2N intercom devices. The 2N translator communicates over REST APIs directly to each

device.

The port will depend on the configuration: non-SSL port 80 (http) or SSL port 443 (https)

outgoing connection from OnGuard communicating server to the 2N intercoms.
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2N Intercom basic configuration and prerequisites

There are several configurations needed to get 2N IP Intercoms working and calling with 2N

Master Station.

LAN Connection Setting - 2N IP Intercoms

2N IP intercoms must use static IP addresses to communicate in direct mode — without the

central SIP exchange.

Automatic IP address retrieval from the DHCP server is set by default in the 2N IP Intercoms.
Thus, if connected to a network in which a DHCP server configured to assign IP addresses to
all new devices is available, the intercom will obtain an IP address from the DHCP server. The
intercom IP address can be found in the DHCP server status (according to the MAC address

given on the production plate).

Now enter the intercom IP address into your favourite browser. We recommend you use the
latest Chrome, Firefox or Internet Explorer 9+ versions. 2N IP intercom is not fully compatible

with earlier browser versions.

Use the name: admin and password: 2n (i.e., default reset password) for your first login to the

configuration interface.

The intercom requires a password change upon the first login. Strong passwords are only

accepted - eight characters at least including one capital letter, one small letter and one digit.

x
For security reasons you are requested to
change password to non-default value.
Password must be at least eight characters long containing at least one
uppercase letter, one lowercase letter and one numeric character
New Password||
Confirm New Password
CZ|EN|DE FR|IT|ES|RU | change | | Close |

Remember the new password well or put it down just in case. Because if you forget the
password, you will have to reset the intercom to default values (refer to the Installation Manual

of your intercom model) and lose all your current configuration changes.

4
(© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.



2N IP Intercoms and OnGuard: Configuration and User Manual

If there is no DHCP server in the network or if you need to find out the IP address of your 2N
IP Intercoms you could use free software 2N® IP Network Scanner which can be downloaded

from 2N web.
Or you can use the link below :

https://www.2n.cz/en GB/products/2n-network-scanner

If 2N® IP Network Scanner cannot find any 2N IP intercom then please check if your 2N IP
intercom is fully booted up and has an access to your network. 2N® IP Network Scanner can
even find units that have a static IP address from a different IP address pool than your network
is using. You can also change the IP address with the usage of the 2N® IP Network Scanner,

just click on the 2N IP intercom with the right mouse button and use Config.

Once in the Weg GUI of the 2N IP Intercom, the IP address is set in section:

Q) System Ea

| Use DHCP Server

Network Manual Settings >

Date & Time

MNetwork Identification »
License

Certificates WVLAN Settings »

[

Auto Provisioning _
- LAN Port Settings »

Syslog

. Tools »
Maintenance

Uncheck the "Use DHCP Server” and in “Manual Settings” fill in the desired values according to

your network setup, e.g.:

Manual Settings ~
Static IP Address 192 168 23 111
Network Mask 2552552550
Default Gateway | 192.168.1.1
Primary DNS = 192.168.23.5

Secondary DNS

5
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LAN Connection Setting - 2N Master Station

2N Master station is also by default using DHCP for automated network settings. The easiest

way to change it is from the device touch screen.
Network Settings:
e Swipe down from the top of the screen to enter the control centre.

e Tap Settings — AdvancedSettings (default password: 2N or the password you already
set using Web Interface) — Network — WAN Port/Wi-Fi Port/VLAN/Web
Server/802.1x/VPN/LLDP/CDP/NAT to configure the network.

Setting calling between 2N IP Intercom and 2N Master Station

If you configure everything according to the following instructions you'll be able to
automatically see video preview from intercoms when a call is received on the 2N Master
Station as well as activate switches on 2N IP Intercoms which is necessary to rule OnGuard to

open the Door. Additionally, you'll be able to call every 2N IP intercom in the same network.
IP addresses used in the example:
e 2N IP Intercoms: 10.27.24.2

e 2N Master Station: 10.27.5.211

2N IP Intercoms setup

1. After you log in to the intercom, go to Directory.

2N® IP Verso

Device Status Device Configuration

lll Status

SERIAL NUMBER
FIRMWARE
UP TIME

SIP 1 NOT REGISTER
NUMBER

sip 2 NOT REGISTERED
NUMBER m

mam System
[ 1|}
HEE  pycp Tus | MDS
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2. Add a new user.
2NIPVerso  CZ|EN |DE|FR|IT|ES|RU Log out
= [0 Search
Creale new user. E-Mail Accesses
No Users
Time Profiles 15 v | 0 records
Holidays
3. Name the user and enter a new phone number in this format: sip:Master Station IP. In
this case, it's sip:10.27.5.211.
ZNIPVerso  CZJEN|DE|FR|IT|25|RU Log out

+ Back to List

lUser Basic Information ~

Name | Master Station

Time Profiles Photo g

Holidays

E-Mail

Virtual Number

Add to Display »

User Phone Numbers ~

MNumber 1
Phone Number | sip10 27 5 211 |
Time Profile  ®  [not used] v|O
2N@® [P Eye Address
Group call to next number
4. The Phone Number (ID) field is used to identify the intercom in the Master Station as

well as in the OnGuard. This will allow you to call the intercom directly from the Stations’ call

log or get a video preview and door unlock button.
2N IP Versa CZ|EN|DE|FR|IT|ES|RU Log out

O] services ¥ ST

Intercom Identity ~

Display Name | 2N IP Verso

Streaming Phone Number (ID) |1190 |

ONVIF Domain |1OZT 242 |
E v

Mobile Key Authentication ~

QEINEA

7
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5. If you'd like the intercom to pick up calls (from the 2N Master Station) automatically,
change Call receiving mode (SIP1) to Automatic.

NP Verso  CZEN|DE|FR|ITIES[RU Lag out

. r 4
Q) services X N1 Iem

General Settings »

Incoming Calls ~

m Streamin
X : p——
Call A W SIPT) | Automatic hd

P d ONVIF all Answering Mode (| ) utoma
m Call Answering Mode (SIP2) | Always Busy v

E-Mail -
E Local Call Receiving Mode = Always Busy v

Mobile Key Pick upin 0 [s]

AUTEmTETET Answer Incoming Call by Button  None v
6. The Master Station offers an “Open Door” button function. To use this, you should

enter the intercom’s Switch Code into the Master Station’s configuration to open doors
without having to enter this switch code manually. Firstly, this code must be defined in the
intercom’s  configuration: Hardware>Switches>Switch#>Switch Codes or in

Directory>Users>User#>User Codes.

Q)] Hardware £3

2NIPVerso  CZ|EN|DE|FR|IT|ES|RU Log out
Switch 1 switch 3 | switch 4

+| Switch Enabled

Switches Output Settings >

Door

Switch Control »
Audio

Camera Activation Codes ~

BEINE0

Buttons CODE ACCESSIBILITY TIME PROFILE
Backlight 1 |00 DTMF only v @ [not used] e ll=
Display 2 Keypad, DTMF ~ ® [not used] e l=

Digital |ﬂpUtS Distinguish on/off codes

This code is referred to as “DTMF Code” later on in this manual.

8
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2N Master Station setup

1. Configuration of the 2N Master Station is very straightforward. Pick one of the Door

Phones from the Door Phone List and set it as follows:

Device Type: 2N

Display Name: according to your preference

Phone Number: intercom’s Phone Number (ID) - as configured above)

Unlock PIN: e.g. 00* — Don’t forget the asterisk. This PIN must be a valid code set in your

intercom Switch settings.
Full Screen: Disabled
Send Audio: Enabled
Send Video: Enabled
Video Preview: Enabled

Auto Preview: Enabled

HTTP API Activation
Configuration is required on the 2N IP Intercom devices to allow the connection from OnGuard.
The procedure to set up the 2N devices is as follows:

e Under Services a HTTP APl make sure all APIs are enabled and set to Digest
Authentication. Connection type can be Secure (https) or Unsecure (http), the
corresponding configuration must be set on the Communication Configuration

parameters later.

9
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Services [Servess |

HTTP API Services v

Phone
SERVICE ENABLE CONNECTICN TYPE AUTHENTICATION

Streaming System AP v Secure (TLS) + Digest v
ONVIF Switch API « Secure (TLS) v Digest v
EL /O AP v Secure (TLS) Digest v
Automation Audio AP v Secure (TLS) v Digest v
HTTP API Camera AP v Secure (TLS) v Digest >
User Sounds Display 471 v Secure (TLS) Digest v
Web Server el A v Secure (TLS) v Digest v
Audio Test Phone/Call API v Secure (TLS)  ~ Digest v
SNMP Logging AFI v Secure (TLS} v Digest v

e Under one of the Account tabs, enable Account 1 that will be used to connect from

OnGuard. Use the following User Privileges settings:

| Account Enabled
User Settings ~

Username | admin

Password | seeee 2
User Privileges ~
DESCRIPTION MONITORING CONTROL
System Access v v
Phone/Call Access v v
/O Access v v
Switch Access v
Audio Access v
Camera Access v
Display Access
E-mail Access
UID (Cards & Wiegand) Access v
Keypad Access v
License Plate Recognition v
10
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Accessory Add-On Installation

Copy the installers from the 7.6, 8.0, 8.1, 8.2 Accessory Add-On for the 2N TELEKOMUNIKACE
package to the OnGuard system to be installed.

NOTE: Use the setup.exe to install the add on. Updatedatabase.exe is used only in the case

of enterprise master where the table alone is to be updated for replication.
To install the add-on:

e Double-click on the setup.exe add-on installation file. The following warning notice

appears:

Add-On Requirement >

Please make sure Microsoft .MET Framework 4.6.1 is installed
prior to running the Add-on installation. If this prerequisite
has not been met, exit the add-on and install the
prerequisuite,

e Ensure .NET framework 4.6.1 is installed on your system. If not, you can find the installer

on the Microsoft website at:

https://dotnet.microsoft.com/download/dotnet-framework/thank-you/net461-web-

installer

e Read the license agreement and click on Next to confirm

ﬁ 8.0 Accessory Add-On for 2N TELEKOMUNIKACE 1.0.0 - InstallShield Wizard *

Please read the following license agreement carefully.

This package contains OnGuard &.0 add-on components, which enable &.0 Accessory
Add-On for 2M TELEKOMUNIKACE 1.0.0 suppaort.

Installation of these components requires this package to communicate with the
OnGuard 8.0 database. During this add-on installation the database entry of this
add-on will occur automatically using the OnGuard Login Driver. This add-on should be
applied to each OnGuard 8.0 system.

Click Install to begin the installation.

InstaliShield

build 1.0.0 Cancel

11
(© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.


https://dotnet.microsoft.com/download/dotnet-framework/thank-you/net461-web-installer
https://dotnet.microsoft.com/download/dotnet-framework/thank-you/net461-web-installer

2N IP Intercoms and OnGuard: Configuration and User Manual

e The installation process will begin. When complete, click on Finish to exit.

ﬁ 8.0 Accessory Add-On for 2N TELEKOMUMIKACE 1.0.0 - InstallShield Wizard X

InstallShield Wizard Completed

The Installshicld Wizard has successfully installed 8.0
Accessory Add-On for 2M TELEKOMUNIKACE 1.0.0, Click Finish
to exit the wizard.

build 1.0.0 < Back Cancel

12
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OnGuard Configuration

2N Intercoms Configuration Application

The 2N integration for OnGuard includes a standalone configuration application to allow some

global options to be set and to configure the communication settings per intercom device.
NOTE: this configuration should be performed before adding intercom devices in OnGuard.

The configuration application is located on the Communication Server where the 2N Translator

is installed in the following path:
C:\Program Files (x86)\OnGuard\2NConfig\2NIntercomTranslatorConfig.exe

A shortcut will have been created by the add-on installation and can be found under 2N
TELEKOMUNIKACE:

B 2N TELEKOMUNIKACE

. 2M_TELEKOMUNIKACE

NOTE: The application will need to be run as Administrator:

#
- 2N TELEKOMUNIKACE \ Microsoft Edge Photos

. 2N_TELEKOMUNIKACE Explore

= Pin to Start tly Cloudy

A
More > =3 Pin to taskbar

J  Acrobat Reader DC [ﬁ] Uninstall LS Run as administrator

0 Alarms & Clock

m Open file location

Once started the following window will appear:

13
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2N Intercoms - OnGuard Integration Configurator - O *
Global Settings
Use SIP Proxy O
Log File Path |C:\ProgramData'Lnlogs 2N Translator log |
Log Level [Wam ~|  MaxLogfie Size (MB: |10 |
DTMF Code o0 |
Hardware Identifier |BFEBFBFFOD0S06ES | CopytoCipboard |
License Key | |
Intercoms

New || Delete | | Discover

Exit without Saving | | Save and Exit

Global Settings

The following Global Settings are available:

Use SIP Proxy If the 2N system has been configured with an SIP Proxy /
exchange enable this option. With this enabled, calls are made
using the Intercom Phone Numbers (ID). If disabled, the calls

are made using the SIP Intercom IP Address. Default is

unchecked.
Log File Path Location where the translator logging will be saved.
Log Level Level to log to file. Default is Warn.
Max Log file size (MB) Maximum log file size to output. The log file will overwrite

when limit is reached.

14
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DTMF Code

Code to be used to generate specific open-door events in
OnGuard. When a DTMF with this code is sent from a Master
Station to an Intercom, the “Door opening requested by
MS*” event is raised rather than the Generic “DtmfEntered:..”
event. This can be used specifically to open OnGuard doors via

Global Input/Output Linkage.

This Code must match with “Switch Code” in 2N intercom
configuration and “Unlock PIN” in 2N Master Station

configuration.

Hardware Identifier

This string should be sent to your 2N distributor when
requesting a License key for this integration to run. The license

name is 2N° Plugin for OnGuard

License Key

Enter the license key file that will be generated by 2N on

request

Adding Intercom Devices

The Intercoms section is used to define all intercoms that will be added to OnGuard and the

communication parameters for each intercom.

To auto discover supported intercom devices:

e Click on Discover

Intercoms

New Delete

e The Intercom list will populate with any intercoms that support 2N network auto-

discovery.

NOTE: Only the IP address is discovered. Follow the next section to edit each intercom settings

to add other communication parameters, e.g., username/password. Devices that don't support

the auto-discover feature will need to be added manually.

To add an intercom:

15
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e Click on New and select the new intercom row in the list on the left to edit the settings:

Intercoms

Intercom Number 1 =

IP Address | |

Use S5L

lgnore 551 Verfication

Intercam Type |intercon1 w |

Usemame | |

New Delete Discover Password | - |

e While selected enter the following settings:

Intercom Number Enter the intercom number of the device. This must match
the number configured on the 2N device and will be used

when adding the device in OnGuard

IP Address IP address of the 2N IP Intercom

Use SSL If enabled, connection to 2N REST service will be via https,
otherwise http

Ignore SSL Please enable if self-signed certs are used on the 2N
Verification devices.
Intercom Type Select whether the device being added is a master station

or substation intercom.

Username Enter the username to connect to the REST APl on the
device

Password Enter the password to connect to the REST APl on the
device.

e To add another device, click New, select the new entry and edit field as above.
e Once all devices have been configured, click Save and Exit.

e To delete an entry, select the row in the list and click Delete.

16
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OnGuard System Administration Configuration

Configuration of 2N devices in OnGuard is done in the System Administration application.
During this setup, intercom devices must be added that have already been predefined in the
previous section. Master stations can be associated with operator workstations. Global
Input/Output linkage can be configured to allow actions to trigger in OnGuard when 2N events

are received.

Adding 2N Intercom Device

Intercom stations are added below a parent panel/exchange device in OnGuard. Although the
2N network does not require a central exchange, we need to add this parent device in OnGuard

to allow the intercom stations to be added as child devices.
Follow this procedure to add the 2N intercom panel:

1. Open Intercom Devices... under Additional Hardware:

Additional Hardware Logical Access

Fire Panels...

Intercom Devices...

[ S ]

2. Under the first tab Intercom Devices click on Add:

Intercom Devices

3. Enter the Name:

Mame:
2N Intercoms | [+] Online

Location  Connection  Motes

Waorkstation: Exchange address:
DEREKLAFTOP Browse ... 1 =

-

Imtercom exchange type:
ZN TELEKOMUNIKACE Y

Word time zone:
{GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London e

Daylight savings

4. Under Location:

17
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o Enter/select the workstation where the Communication Service/2N translator

will be running.
o Set Exchange address to any unique number.
o In Intercom exchange type, select 2N TELEKOMUNIKACE.
5. Under Connection:

o As there is no physical device at the panel level for 2N these settings, although
required in OnGuard, are not used by the 2N translator. Therefore, any value

can be used. E.g.:

Location Cennection  Notes

Connection type:
1Pv4 P

|P address: Port:

0.10.0 .2

6. Click on OK to save.

Intercom Devices  Intercom Stations  Intercom Functions

=
Intercom Exchange Workstation Name
¥ 2N Intercoms DEREKLAPTOP 2N Intercoms Online

{ Location | Connection Notes

Workstation Exchange address
DEREKLAPTOP Browse. 1 =

Intercom exchange type
2N TELEKOMUNIKACE

World time zone
{GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London

Daylight savings

Add M adify Delete Help... 1 of 1 zelected

18
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Adding 2N Intercom Stations

Follow this procedure to add Intercom Stations in OnGuard:

1.

Open Intercom Devices... under Additional Hardware.

Additional Hardware  Logical Access

= Eire Panels...

Intercom Devices...

Under the first tab Intercom Stations click on Add:
Intercom Stations
Fill in the following fields:

o Name

o Select the Intercom device created in the previous section in Intercom

exchange.

o Enter the station number in Communication Parameters.

Imtercom station name:
ZM Substation 102

Imtercom exchange:

2M Intercoms e |

Communication Parameters

Station number: =

Type:

NOTE: The Station number represents the number configured on the 2N intercom device. See

this example from a 2N® IP Force device, where the station number is 102:

19
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PN® IP Force

Device Status

SERIAL NUMBER
FIRMWARE
UP TIME

<P 1
NUMBER

Status

Devic

54-2579-1499
2.32.241.22
20d 6h 57m 29s

KINT RPECICTEREN

102

This same intercom number is used to select the entry in the previous 2N Intercoms

Configuration Application chapter that defines the communication parameters to that

intercom:

Interzoms

[11192.168.170.150 fmaster)
21 192.168.170.151 fintercom)
22766] 192.168.170.153 (intercom

2] 192.168.170.152 (intercom)

oot

Ilntercom Number 102 EI
IP Address 192.168.170.152

Use 551

lgnore 551 Verfication

Intercom Type
Usemame

Password

|irrtercon'| w |

|adrnir1 |

|“ |

See chapter "2N Intercom basic configuration and prerequisites” describing where this number

is configured in 2N Intercoms.

4. Continue to add all intercoms to the Intercom Station list to define all the intercoms on

your system

Intercom Devices Imtercom Stations

Intercom Functions

P
Intercom Station

[:#] 2N IP Force

Dumrmy Intercom

[z#]2N IP Phone D74 ma...
[:#] 2n verso (192.168.170...

Mumber

02

1

2
32766

Intercom Excham

2N Intercoms
2M Intercoms
2M Intercoms

2M Intercoms

20
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Global Input/Output — Global Linkage

Global linkage allows actions to be triggered from events in OnGuard allowing many use case

/ configuration options.
Examples:

1. From a 2N event trigger OnGuard action - Open an OnGuard door when DTMF code is

sent from the master station to an active intercom call.
2. From other OnGuard events, trigger 2N intercom action.
To configure the DTMF code example:

e Open Global I/0... under Access Control:

Access Control  Monitoring  Video  Ac

Access Panels...
Readers and Doors...

Alarm Panels...

Power Supplics...

Modems...

Timezones...

Agcess Levels...

Command Keypad Templates...
Argas...

Groups...

Local I/Q...

Global I/0...

EOL Resister Configuration...
Destination Assurance...

Selective Cardholder Download...

Elevator Dispatching..

e Click on Add and under Global Linkage set general options:

Open Door on 2M DTMF

Global Linkage  jnput Event Output Action

World time zone Event Timestamp Tolerance
(GMT) Greenwich Mean Time : Dubl ~| Hourlsl  Minutels) — Seconds)

|n =l 3 L= |ﬂ .
Daylight savings

- - -

Timezones

@ Mever
3 Always
@ MonFri 85

Logic comelation time period:

10 =2 zeconds

21
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e Under Input Event tab click Add:

1

Input Event Configuration >
Ewvent Device Type ™
@ Gazoline Prepayment B LML-1100 [Input Panel] Alar

i il I8 1GFP Demo Case Onboard 140 Alarn
Generic Event S Default Area Arez

e e R — Lot
3] Get Lock Mode Success 2N IP Force [riker I
1] Global Linkage Action Executed =y s
@ Global Link.age Action Failed 2n verzo [192.168.170.151) Inter
@Glant Lazt User [Overide] Dumm_l.J | ntercom Inter v
< < >
Fararmeter D escription Fararneter Transmitter:

Tranzmitker input; Transmitters
Badge number;
I Event text: |DDDI opening requested by M| R I Ok LCancel

e Select the Device on the right that will receive the DTMF event and select Generic

Event in the Event list. In the Event text, enter Door opening requested by MS.

NOTE: The input event may be any event supported by the integration. See the Alarm

Monitoring section that lists all possible events and their text generated by 2N.

e Click on OK, go to the Output Action tab and click Add:

a Add Action Wizard

ij Category

Objects

| | Action Types
Action Group Library

o Mazk/Urmazk Door Forced Open

-ﬁ Mazk.\nmazk Door Forced Open for Reader Group
o Mask U rmask Door Held Open

-ﬁ_ b azk.\dnmazk Door Held Dpen for Reader Group
-ﬁ_ toving Badges for APE Areas

ot tuster Mode Iitiation

ot Open/Close APB Area

ﬁ Pulze Open Door

-ﬁ Pulze Open Daoar Group
i Reader Mode

i Reader Mode Group
off Reset Use Limit

o Fiun PTZ Tour

P S chedule Renort

e Select the desired action, e.g., Pulse Open Door and click Next.
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Pulse Open Door Properties

Pulse Open Door

Reader Controller

] [Ell Demo Caze LML-2000 [HID Pros wievpad]  Demo Case LWL-2000

y Elf Demo Caze LML-2000 [LML-2020w) Demo Caze LML-2000
[EH Demo Caze LML-2000 [ltemate Feader] Demo Caze LML-2000
[El Demo Caze LML-2000 2wI0 LPSR-2400 Demo Caze LML-2000
ENNGP Dema Caze Door 2 MGP Dema Case
G NP Demo Caze Door | NGP Demo Caze
[Ell Demo Caze LML-1000 [LML-2020w) Demo Casze LML-1000
[Ell Demo Caze LML-1000 (HID Pros wd Keypad]  Demo Case LWL-1000
[Ell Demo Caze LML-1000 [LML-2005w)] Demo Caze LML-1000
[Elf Demo Caze LNL-1000 [&ltemate Feader] Demo Caze LML-1000
[E[ 3-E Feader w/PINPad Demo Case LML-2220
[EH 2-Lenel OpenProx Demo Caze LML-2220
[E[1-HID O50P Reader Dema Case LML-2220

Cancel

Help

e Select the door to be opened and click OK.

e Click OK to save the Global Linkage.

NOTE: The global linkages require the LS Linkage Server service to be running:

o ————————— o ————— ey

The Linkage...

5 Linkage Server

Running

The second example to trigger a 2N call action from any event in OnGuard.

M EGITE]

1. When configuring the Output Action, select Intercom Call:
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Add Action Wizard

Cateqgary

Objects

Action Types
Action Group Library

ot Action Group

offt Change Metwark Video Pazsword
i Deactivate Badge

o Device Dutput

nﬁ Device Output Group

off Execute Function List

ot Generate Event
nﬁ Grant/Deny Popup

ﬁ Intercom Call

uﬁ b azk [Dizarm] # Unmagk [Amn) bMazk Group
o Mazk Urmask Alarmn [nput

nﬁ M azk./dnmazk Alarm [nput for Group

o Mask Urmask Door

0 M azk A [nmazk Tonr Fareed Nnen

Cancel

option:

Intercom Call Properties

Intercom Call
Frarm: Ta
Intercom Station Parenl| | Intercom Station
2N IP Force 2M Int| | 8] 2M 1P Phone D78, master station
2M IP Phone D7A master station 2 Int 2t werso [192.168.170.151)
2n verzo [192.168.170.151) 2M Int Dy |rkercann

Durnrmy [ntercom

2M Int

2. Then to create action to place a call select the from/to stations with the Place call

(®) Place cal
[ ] High pricrity

() Cancel call

3. Or to create an action to end a call select from station with the Cancel call option

24
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Intercom Call Properties
_F Intercom Call
Frorm: Ta:

] [nterzom Station Parenl | Intercam Station O Place cal

! 2M IP Faorce 2M It 2N IP Phone DFA master station High pricrity
2N IP Phore D74 master station 2N Int Z2nowerzo [192.168.170.151)
[2#] 2 verso [192.168.170.151) 2N Int| | [2#] Dummy Intercom @ Cancel cal
Drurnrny [nkercomm M Int aneelea

Associating a Master Intercom with an Operator Workstation

For the Call Intercom command to work in the Alarm Monitoring client, the configuration is
required to be set from which intercom that call should be. Typically, this would be the master

station that is at a particular client workstation.

i.e.,, Command to call a selected intercom station:

=% LM IF FRONE LYY A MAaster station

2nverso S
o Dummy Acknowledge...
o
}E Demo Casel Trace...
&R NGP Demo ¢
Update Hardware Status
Blace Call...
I Call Intercom
Cancel Call
Yiew Map

To associate the master station with a workstation:
1. Open Monitor Zones... under Monitoring.

Monitoring  Video  Addition:

: Alarrms... k
=
G Monitor Zones... H
u
iGuard Tour...

Manitoring Options...
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2. Select the Monitor Stations tab and select the workstation in Monitoring

Assignments:
Monitor Zones  Monitor Stations | Event Routing

Manitoring Assignments

Wu:urkstatﬁ:un Maonitor Zone
ﬂ DEREELAPTOP  Default Zone

3. Click on Modify and under Intercom Station a Place calls from: select the master

station to be associated with the workstation:

Waorkstation:
] DEREKLAFTOP Browse

[ ]Gueue Everts When Logged Out

Alam Forwarding
Forward to:

MNone -

Place calls from:

2M IP Phone D7A master station

Manitoring Zones

Monitor Zones

ﬁDefauItEone
) Demo Zone (Demo Case Only)
:ﬁ Demo Zone (Demo Case & Viden)

4. Click on OK to save.
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Alarm Monitoring

The Alarm Monitoring application is where intercom status and events are displayed.

Commands can be issued from the status view (call / end call).

The Alarm Monitoring has two main views Main Alarm Monitor and System Status Tree.

= Alarm Monitering - Administrator Administrator - O >

Be Edit View Irace Configure Control Options Window Help

8= System Status Tree (all devices) =N R
v B Default Zone
v 2N Intercoms
2N IP Force
m 2M IP Phone DVA master station
2n verso (192.168.170.151)
i foel Dummy Intercom
i » H Demo Case LML-2220 (software connection error)
» }E MNGP Demo Case (software connection error)

Viewing: all | Active count: 0| Offline count: 20 | Mask count: 0 |

@ Main Alarm Maonitor EI@
Alarm Description Tlme/Dat; (A
3 & Call Ended 11:40 11/11
O CallStateChanged: Direction: incoming, State: terminated, Peer: sip:192.168.170.150, Reason: normal 11:40 11711
@ Communications Lost 11:39 11/
O Hold 11:39 11711
D Call Established 11:38 11/
2 CallStateChanged: Direction: incoming, State: connected, Peer: sip:192.168.170.130 11:38 11711
@ Incoming Call 11:38 11/11
@ Call to an Open Subscriber 11:38 1111
0 CallStateChanged: Direction: incoming, State: ringing, Peer: sip:192.168.170.150 11:38 11/11
@ Call Ended 11:37 11/
@ Call Fnded 1137 1Y
€ >
Selected alarm: Door opening requested by MS | Sort criteria: Tirme/Date (Descendi Pending: 11 | Total: 204 | .=
7 i b= S stem Status Tree (all devices)

| Connection errors: 2 | Offline controllers: .-

Main Alarm Monitor

The Main Alarm Monitor displays all the intercom events generated by the master and

substation intercoms.
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The following list of 2N Events are supported in OnGuard:

Events based on call state change (all intercoms):

Call Ended Intercom Event a Call Ended

Call Initiated/Outgoing Call Intercom Event a Call to an Open Subscriber
Call Connected/Active Intercom Event a Call Established
Ringing/Incoming Call Intercom Event a Incoming Call

On Hold Intercom Event a Hold (master station only)
Online System Event a Communications Restored
Offline System Event a Communications Lost

Events from substations:

DeviceState Generic Event DeviceState: [State 7]

AudioLoopTest Generic Event AudioLoopTest: Result ?

CodeEntered Generic Event CodeEntered: Access Point: ?, Direction: ?, Code: ?,
Valid: ?, UUID: ?

CardEntered Generic Event CardEntered: Access Point: ?, Direction: ?, Reader: ?,
Valid: ?, UUID: ?

InputChanged Generic Event InputChanged: Port: ?, State: ?

OutputChanged Generic Event OutputChanged: Port: ?, State: ?

SwitchStateChanged Generic Event SwitchStateChanged: Switch: %d, State: ?

CallStateChanged Generic Event CallStateChanged: Direction: ?, State: ?, Peer: ?[,Reason
7]

TamperSwitchActivated Generic Event TamperSwitchActivated: [State ?]

LoginBlocked Generic Event LoginBlocked: Address: ?
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UserAuthenticated Generic Event UserAuthenticated: Name: ?
CardHeld Generic Event CardHeld: Access Point: ?, Direction: ?, Reader: ?, Valid:
?, UUID: ?
SilentAlarm Generic Event SilentAlarm: Access Point: ?, Name: ?
FingerEntered Generic Event FingerEntered: Access Point: ?, Direction: ?, Valid: ?,
UuID: ?
MobKeyEntered Generic Event MobKeyEntered: Access Point: ?, Direction: ?, Valid: ?,
UuID: ?
UserRejected Generic Event UserRejected: Access Point: ?, Name: ?, Reason: ?
DtmfEntered Generic Event If the code matches the configured DTMF Code:
Door opening requested by MS
Otherwise:
DtmfEntered: Code: ?, Type: ?, Valid: ?
ApLockStateChanged Generic Event ApLockStateChanged: Access Point: ?, State: ?
RexActivated Generic Event RexActivated: Access Point: ?
LiftStatusChanged Generic Event LiftStatusChanged: Module: %d, Ready: ?
SwitchesBlocked Generic Event SwitchesBlocked: [State ?]
DoorStateChanged Generic Event DoorStateChanged: [State ?]
DoorOpenToolong Generic Event DoorOpenToolong: [State ?]
UnauthorizedDoorOpe  Generic Event UnauthorizedDoorOpen: [State ?]
n

LicensePlateRecognized

Generic Event

LicensePlateRecognized: [State ?]

LiftFloorsEnabled

Generic Event

LiftFloorsEnabled: [State ?]

RegistrationStateChang
ed

Generic Event

RegistrationStateChanged: [State 7]

HardwareChanged

Generic Event

HardwareChanged: [State ?]

MotionDetected

Generic Event

MotionDetected: [State ?]

29

(© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.




2N IP Intercoms and OnGuard: Configuration and User Manual

NoiseDetected Generic Event NoiseDetected: [State ?]

AudiolLoopTest Generic Event AudioLoopTest: [State ?]

System Status Tree
The system status tree shows the current state of the intercom devices and allows commands

to be issued to the intercoms.

The following states are supported in the Alarm Monitoring client:

Intercom Device .Online Driver running/normal

B

Offline Device will show offline if
disabled, Communication
Service is not running or the

License Key missing or

incorrect.
Intercom Station Normal/connected
B4 Not runnin Driver not running/disabled.
g g
5] No connection to intercom
station
(status: queued) Ringing/Calling
(status: call connected) Active call

The following commands are supported:

Place call

This command allows an operator to place a call from the selected device:
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(© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.



2N IP Intercoms and OnGuard: Configuration and User Manual

ZNIP Force
2MIPF Acknowledge...

2n vers e
fodl Dumm
2 Demo Cas Update Hardware Status

']
3 NGP Dem¢ Place Call...

Call Intercom

Cancel Call

The following windows appears:

b 1
I

Place Intercom Call fram 2M IP Force [102]

Station number: I:I

. [ ] High Priarity [

- Cancel

Enter the station number to be called and click OK.
NOTE: High Priority option is not supported for 2N.

A call will be made from the selected intercom to the station number entered.

2M [P Force (status: queued)
2M IP Phone DVA master station (status: queued)
2nverso (192.168.170.151)
FE. Dummy Intercorm
{ Demo Case LML-2220 (software connection error)

J MGP Demo Case (software c =i i
Alarm Monitoring >
— - o Successfully sent request for intercom call.
| Viewing: all | Active count: 0 | E
ot u
escription
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Call Intercom

2M IP Force
2M IP Phone D74 master station
2n verso (192.1F0 L0 1E13
foel Dummy Interc Acknowledge...
ﬂ Demeo Case LML-2: Trace...
ﬂ MGP Demo Case (s

Update Hardware Status

Place Call...
Call Intercom
Viewing: all | Active ¢ [
Cancel Call -
Alarm Monitor View Map

This command calls the selected intercom from the master station associated with the

operator's workstation (see Configuration section for configuration steps).

2M [P Phone D7A master station (status: queued)
2n verso (192.168.170.1517) (status: queued])
foe Dummy Intercom

i{ Demo Case LML-2220 (software connection error)

¥y NGP Demo Case (software ¢ =k .
Alarm Monitoring >

= = o Successfully sent request for intercom call.
| Viewing: all | Active count: 0 |

Alarm Maonitor

-
tescription
iceming Call

The call is initiated from the workstation associated intercom to the selected intercom.
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End Call

P

2N IP Force
2M [P Phone D7A master station (status: call connected)
2n verso (192.168.170.151) (s
FE Dummy Intercom
¥R Deme Case LML-2220 (software Trace...
HE NGP Demo Case (software conn

Acknowledge...

Update Hardware Status

Blace Call...

| Viewing: all | Active count: 0 | Offli

Alarm Maonitor

This command will end the call on the selected intercom.

NOTE: Update Hardware Status command on the devices is not supported/required as the
devices are being continually polled and any connection status change will be immediately

shown in the Alarm Monitoring application.
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View Map

2M [P Phone D74 master station

[+4] Znver T
B4 Dumn Acknowledge...
!
&8 Demo Ca: Trace...
R NGP Dem
Update Hardware Status
Place Call...
Call Intercom
Yiewing: all
| 1ewing: 8 Cancel Call E
Description Launch Video

If the devices have been added to a map clicking on View Map will open the map.

2M [P Phone DTA master station

2nwverso (192.168.170.151)

[l Dummy Intercom
}E Demo Caze LNL:EEED (software connection error)
B NGP Demo Cas

B LENEL Demo Map

I
L

i
1
3

—

|"u"iewir1g:a|| | Actin

N
]
[Nn:rtﬁnne] ':-EII L—-—L-J

[Mot in zone)

‘m Description

i Call Ended

@ Call Ended

O CallStateChanged: O
O CallStateChanged: O
@ Call to an Open Sub
D Incoming Call
rCallStateChanged: O
@ Call Ended

2 Call Ended

2 CallStateChanged: O

NOTE: the device on the maps supports the same right-click menu for commands, e.g., Place

Call... to an intercom station:
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T4 LENEL Demo Map

J
[
L

o

Jot )
[Nntﬁnne] E r L___

L
| IJ
T

[Mot in zone]

2 werso [152 Acl_cnu:-wledge...
Trace...
(&l -
(et Update Hardware Status
e
Place Call...
e | i
: Call Intercom
[Mat in zone] -ll—-‘
< Cancel Call

Status of the intercoms are also reflected on the map:

2 verso (192 162 AYP .51 ) [st4s=:
queL
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Known Issues / Limitations

e Holding calls for master stations from the OnGuard Ul is not supported.
e Itis not possible to configure custom icons for intercom objects in OnGuard.

e The Intercom Device/Exchange (Panel) for 2N is a virtual device and does not represent
actual hardware as the 2N network is peer to peer. Therefore, there are no supported
states for the Intercom Device. Only offline will be shown if the license key has not been

configured or is incorrect.
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Troubleshooting

The 2N translator logs are output the following location by default:
C:\ProgramData\Ln\logs\2NTranslator.log.
This location and logging level are configurable in the 2N Intercom Configuration application.

2N parent device offline e Confirm a valid License key has been acquired from

2N Intercoms

e Paste the License key into the 2N Intercoms

Configuration application and click on Save & Close.

e Restart the “LS Communication Server” service (or
Disable and Re-enable the Panel to restart the 2N

translator)

2N Intercom station offline

Check the 2N Translator logs for any communication

errors.

e Confirm there is IP connectivity from the

Communication Server to the 2N IP Intercoms.

e Check the connection parameters are correct: IP

Address / SSL / username / password.

e Confirm prerequisites on 2N intercom stations have

been carried out.

Visit 2N FAQ section for dealing with troubleshooting issues: FAQ

To create a ticket with 2N Technical Support team, please use this form. 2N Technical Support
is also available during business hours through live chat with on call technicians directly on the
company website at 2n.com
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