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Revision History

Version Date ‘ Author Change

1.0 18.10.2022 Anna Bezverkhnia | Config Guide version 1.0 created
1.1 16.11.2022 Jakub Kuba Revisions of version 1.0
1.2 4.12.2022 Jakub Kuba Function description and revision
1.3 8.12.2022 Jakub Kuba Update based on Zoom feedback
14 19.9.2023 Jakub Kuba Added:
- setup notes for bidirectional video support
between Yealink T58W SIP Phone and 2N
IP Style.
- Auto-provisioning section 3.3
- Minor revisions

Supported 2N IP Intercom Versions

Manufacturer Firmware Version

2N TELEKOMUNIKACE a.s. 2N IP Intercom range 2.39.2+

2N IP Intercoms share the same SIP Stack, ensuring compatibility across the product range in FW
version 2.39 and higher. Supported models:

e 2N® IP Style

e 2N® IP Verso

e 2N® IP Verso 2.0

e 2N® IP Solo

e 2N® IP Force

e 2N® IP Safety (audio only)

e 2N® IP Base

e 2N® IP Uni (audio only)

e 2N® IP Audio Kit (audio only)

Supported Features

Features supported during calls 2N Intercoms with Zoom

2 N (© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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e Audio calls from 2N Intercom to Zoom (desktop, mobile)

e Calls from Zoom (desktop, mobile) to 2N Intercom

e DTMF Switch control (Zoom desktop, mobile)

e Call transfer (Zoom desktop, mobile)

e Call conference (Zoom desktop, mobile)

e Call recording (Zoom desktop)

e Video calls between supported 2N intercoms (2N® IP Style, 2N® IP Verso, 2N® IP Solo) and
Zoom certified desk phones

e Bidirectional video calls between IP Style and Zoom certified desk phones

e Automatic provisioning for supported 2N Intercoms

2 N (© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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1. Overview

This document provides instructions on how to configure and add your 2N IP intercoms to the Zoom Web Portal.

2N IP intercom can register to Zoom Phone as a third-party SIP Endpoint and provide Telephony features and
capability such as calling and other phone system/PBX functions.

2N IP intercoms can be connected via Zoom Phone subscription, which is a Zoom licensed feature.

2 N (© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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2. Configuration Steps - Zoom Web Portal

This section provides instructions on how to configure SIP Endpoint in Zoom Web Portal (does not include steps
for configuring Vendor Endpoint specifically).

Prerequisites:
- A subscription to Zoom Phone is required to provision a 2N device. To obtain a subscription please visit
Zoom Plans & Pricing and contact Zoom sales.
- Zoom approval is required for provisioning of 2N devices, account administrator should contact Zoom
representative.

To register a SIP Endpoint to Zoom Phone you can use either a User or a Common Area to which you will assign a
new device.

In order to set up a call between multiple devices, it is best to set up users and common areas respectively,
depending on intended use of the Zoom Phone service in combination with 2N Intercoms.

2.1 User Creation

When using Zoom account, you are starting with your user account as the only user linked to the account.
However, you can invite multiple users to be joined under your plan and allow them to receive calls via Zoom from
2N devices. To create a new user, simply follow these steps:

1. Signin to the Zoom Web Portal
2. Click User management > Users
3. Click the +Add Users button

ZOOI | | Products Solutions Resources Plans & Pricing Schedule  Join  Hostv  Whiteboard

PERSONAL
Users You have licenses that are not assigned to users. Assign license to users or manage your license count. Document

Profile

Users Pending Advanced
Meetings

Webinars. e
[ arch dvanced Search Import g + AddUsers

Phone

Personal Contacts O Email/NamelD § First Name & Last Name § Role Type Department Iy

Whiteboards (D) O A 2N TELEKOMUNIKAGE T. Owne Licensed Eoit
i =} Phone
Recordings
Settings () o Member Licensed TestTeam Edit  «e
[=] Ph
Analytics & Reports
Waiting fo tivation
Resend Invitation
ADMIN
T — Tes simi Membe se
Dashboard () cz t Simulator Member Licensed Edit
=] - Zoom Phone.
v User Management
() e—t—orn -— — Member s Ean -
- Zoom Phone

Groups

- 0 em———— — — Member Basic Eoit o

Figure 1 - Add a new user to your Zoom account

4. Click Add and enter the following information:
a. Add users with their e-mail addresses
i List the e-mail address of a user you wish to add to your account
ii. Additional information about the user can be added now or edited later

2 N (© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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Add Users

Add users with their email addresses

You can add users of all types to your account. If you enter the email address of account owners, all users on
their accounts will be added to this account.

pse comma to separate multiple email addresses.
Enter e-mail <:

User Type (D (O Basic @ Licensed On-Prem (@

{ Meeting (4 available) v

(] Large Meeting (500 participants) (10 available)

() Zoom Webinars (500 attendees) (10 available)

Department [ e.g. Product

Manager [ Enter manager’s name or email
Jab Title [ e.g. Product Manager
Location [ e.g. San Jose

Figure 2 - Enter the e-mail(s) of invited user(s) and optionally fill in their additional details

Click Add
Invited users will be listed in the Pending tab until they accept the invitation

(© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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2.2 Common Area Creation

You may wish to set up an account to be associated with a 2N Device that is publicly accessible as opposed to a
dedicated user account. In that case, follow these steps to create a common area. The credentials created here can
be used to set up a 2N Device and link it to other created accounts for calling purposes. You can also visit the
Zoom support site for more information about managing Common Area Phones.

1. Signin to the Zoom Web Portal
2. Click Phone system management > Users & Rooms
3. Click the Common Area tab

200M  rroduct Solutions ~ Resources  Plans & Pricing Schedule  Join  Hostv  Whiteboard

PERSONAL
Users  Zoom Rooms Common Areas  Cisco/Polycom Rooms

Profile
Meetings

Analog Telephone Adapter and Shared [management functions are now migrated to "Common Area” and "Phones & Devices” sections. Common Area section is used to create a profile/extension and then IP Phones.
Webinars Analog Telephone Adapter m P ppllance devices can be added to the Common Area, This s a consistent workfiow with managing Zoom Phone users

Note: Zoom Phone Appliance devices can be assigned to Common Area. To manage Zoom Phone Appliance, please go to Device

Phone

Personal Contacts Plan Dotail

Recordings
Package (Al
Settings

Analytics & Reports
ADMIN

Dashboard
User Management

area 807 Global Select
Team Chat Management

Device Management

Room Management

Workspaces Man:

Figure 3 - Common area creation page

2 N (© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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4. Click Add and enter the following information

a. Display Name: Enter a display name to identify the area
b. Extension Number: Enter an extension number to assign it to the device
c. Package: Select a Zoom Phone Package
d. Country/Region: Select the country and country code
e. Time Zone: Select the time zone and the city
Add Common Area
7 4 Y
Display Name | <: |
\ ¥ J
o
Extension Number [ 209 < I ]
Package Assign
Country/Region | Czechia (+420) " |
Time Zone | (GMT+1:00) Prague Bratisiava v |
C] Specify a template to be assigned to the Common Area @
Figure 4 - Common area creation detail
5. Click Save

2N

(© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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intercoms, refer to 3.3 Automatic Provisioning of 2N Intercoms.
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Configuration Steps - 2N IP intercom

This section provides instructions on how to manually configure 2N IP Intercom’s SIP Endpoint (does not include
steps for configuration in Zoom Web Portal - refer to 2. Configuration Steps - Zoom Web Portal for Zoom portal
settings). IP Style, IP Verso and IP Solo can be provisioned automatically. If you are configuring one of these

3.1 Getting SIP credentials

To register a 2N IP intercom you need to have a User or a Common area, which will be assigned to the intercom.
After creating the User or Common area, follow the instructions below.
1. Signin to the Zoom Web Portal

2. Click Phone system management > Phones & Devices

ZOOM  Products

ADMIN
Dashboard

> User Management

> Team Chat Management

> Device Management

> Room Management

> Workspaces Management ()

Users & Rooms
Auto Receptionists
Call Queues
Shared Lines

Group Call Pickup

Phones & Devices

Phone Numbers
Provider Exchange

Solutions Resources
o Name
o [ pesk
Phone
0 (2 21 1P style

0 [ simulator
Phone System Management

O Bver

Page Size 50

Assets Library

Plans & Pricing

Device Type

Other

Other

Other

Other

Total &

MAC Address

7c-1e-b3-12-3d-53

7¢-18-b3-05-49-71

fc-1e-b3-00-00-95.

00-28-59-fb-f3-de

Assigned to

MainEntry Test
Ext. 100

Common area
Ext. 807

Test Simulator
Ext. 805

an
TELEKOMUNIKA
CE Test Account

Ext. 800

Status

Offline

Provision

Offline

Provision

Offline

Provision

Offline

Provision

Firmware Version  IP Address

90182112139

90182112139

10.27.51.4

(signed In)

Unsupported

Unsupported

Unsupported

Unsupported

Schedule

Template

Unsupported

Unsupported

Unsupported

Unsupported

Join Host~  Whiteboard

Desktop Client

Unsupported

Unsupported

Unsupported

Unsupported

Figure 5 - Navigate to Phones and Devices

ZO0OM  Products

PERSONAL
Profile
Meatings
Webinars
Phone
Personal Contacts
Whiteboards [[E)
Recordings
Settings
Analytics & Reports
ADMIN
Dashboard
> User Management
> Team Chat Management

> Device Management

> Room Management

Solutions Resources

Plans & Pricing

Assigned  Unassigned

Schedule

Join Host~  Whiteboard

Analog Telephone Adapter and Shared Office management functions are now migrated to "Common Area” and "Phones & Devices™ sections, Common Area section is used to create a profile/extension and then IP Phones,
Analog Telephone Adapters, or Zoom Phone Appliance devices can be added to the Common Area. This s a consistent workflow with managing Zoom Phone users.

Note: Zoom Phone Appliance devices can be assigned to Common Area. To manage Zoom Phone Appliance, please go to Device Management

[Q Search by User, Ext, MAC Address, or IP Address ]

Display

O Name
[ pesk
O Phone
0O [Eonpstye

Device Type

Other

Other

MAC Address

7¢-1e-b3-f2-3d-53

7¢-18-b3-05-49-71

Assigned to

MainEntry_Test
Ext. 100

Common area
Ext. 807

status

offline

Provision

Offline

Provision

Firmware Version  IP Address

90182112189

Resync by Account

Device (Al H Brand (Al ~ H Status (Al ~
Hot Desking Provision Call Control from
(Signed In) Template Desktop Client

Unsupported

Unsupported

Unsupported

Unsupported

Unsupported

Unsupported

2N

Figure 6 - Add new device

(© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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3. Click Add and enter the following information:

Add Device
Display Name [[ <: ]J
Description
(Optional)

P
MAC Address [ <: ]
Device Type [ Select Brand <: - ]

Select Model w

Assigned to Assign <:

= .. J=

Figure 7 - Enter device information to create new device

Display Name: Enter a display name to identify the device
Description(Optional): Enter the description for the device

MAC Address: enter the 12-digit device MAC address.

Device type: Select Other.

Assigned To: Select a User or a Common area to be assigned to this device

a0 oo

4. Click Save
5. Return to device overview and click Provision to view the SIP credentials. You will need this information
to complete the provisioning on the device side.

2 N (© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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ZOOIM  Products  Soltions  Resources  Plans & Pricing Schedule Join  Host~  Whiteboard

PERSONAL

Assigned  Unassigned

Profile
Mestings

Telephone 1= pter and Shared Office management functions are now migrated to “Common Area” and "Phanes & Devices® sections. Common Area section is used fo create a profile/extension and then IF Phones
Webinars Telephone ATTDiers, or Zoam Phane Appliance devices Gan ba added to the Common Area. This is a consistant workilow with managing Zoom Phona users.

T Mote: Zoom Phane Appliance devices can be assigned to Commen Area. To manage Zoom Phone Appliance, please go to Device Management

Personal Contacts
B - Resync by Account

x1., MAC Address, of IP Addre Device (A1)~ || Brandial) | [ Statusgan o

wnitenoaras (D
Recordings
Settings

T You have 1devicefs) that nesd to be provisionsd.
Show unprovisioned devices only
Aomm
Deshboard
User Managamant
Toan Chat Maneosment vam: (Signedin) Templata Desktop Client
Device Manzgement

201P - MainEntry Test
Room Management ) Other 7e-le-b3-12-3d-63 .

Workspaces Management

Figure 8 - Device provision information

6. Provisioning overview of the device contains the necessary SIP credentials which will be added to your 2N
Intercom in part 3.2 Setting up the intercom as well as 3 certificates which will need to be uploaded to
your 2N device.

Provisioning
MAC Address Tc-1e-b3-03-ee-bb
Device Type Other

You will need to enable TLS1.2 for SIP registration and enable SRTP for secure calling on your IP phane.
Please refer to your manufacturer's instructions faor these processss.

You'll need following information for manual provisioning.

SIP Account 1:

1. SIP Domain: 10000330.zoom.us

2. Outbound Proxy: gosipOh.sc.zoom.us:5091
3. User Name: 4406 STGG_G_u_un - 3

4. Authorization ID: 849687841467

. : 76, ifi
5. Password: 7 v 3 certificates

Please download DigiCert Global Root CA, DigiCert Global Root G2, DigiCert Global Root G3 and import to
your IP phone if they are not in the trust list of the device.

Note: Please note that Zoom support team will not be able to troubleshoot or configure IP phones that
are provisioned in this manner. Some Zoom Phone features may not work on manually provisioned
phones. It may vary depending on your desk phone model.

Figure 9 - SIP Provisioning information and location of certificates

2 N (© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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To use intercom calling features firstly download the certificates from the Provision part and upload it to the
device. You can find the guide where to download the certificates in part 3.1 Getting SIP credentials.

3.2 Setting up the intercom
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Use the instructions below to register your device to Zoom Phone.

1. Signin on intercom’s website

2N® IP Verso

Stat.
" [ -

SERIAL NUMBER 54-1305-2337
FIRMWARE 2.36.0.48.2
UP TIME 4d 3h 19m 16s

SIP 1 REGISTERING...
NUMBER +79991130

SIP 2 NOT REGISTERED
NUMBER 111

New firmware version available!

:11 Directory

5 USER(S)
5 CARD(S)

A& f Services

,\ PHONE | E-MAIL

ONVIF | RTSP

Hardware

EXTERNAI
4 MODUL

mmm System
T

HEE  pycp | TLS | MDS

Figure 10 - IP Intercom Homepage - Services

2. Click Services > Phone
3. Choose one of the two SIP accounts (Figure 11 - SIP account settings) and enter the provision credentials,
which have been obtained in 3.1 Getting SIP credentials.

2N

L

ol ]

if the SIP account is not enabled, use checkbox to enable the selected SIP account
Display Name: Enter a display name to identify the device

Phone Number: Enter User Name from provision details on Zoom assigned device
Domain: Enter SIP Domain
Authentication ID: Enter Authorization ID
Password: Enter Password
Proxy address: Enter Outbound Proxy without port
Proxy Port: Enter 5091
Registrar Address: Enter Outbound Proxy address

(© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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Click on Advanced Settings:
a.

Sip Transport Protocol:

Zoom Confidential

TLS

b. Lowest Allowed TLS Version: TLS 1.2

5.
6.

2N

T =

£M IF Vers

Local Calls

— ol omE

L=

Calling to ACS

- =

iy

s Control

Streaming

E-Mail
Automation
HTTP API
User Sounds
Web Server
Audio Test

SNMP

Display Name
Phone Mumbser (1D)

Domain

2N IP Verso

44060394334203078532

100003 30.zo00m.us

|::>|mtt:al|

Authentication ~
Use Authentication ID

Authentication ID

Password

ey
w
o
-
(]
>
<

Proxy Addrasz
Proxy Port
Backup Proxy Address

Backup Proxy Port

Registration Enabled

Registrar Address

v <3
S4063TE414487

gosiplh.sc.zoom.us

5091

<=

gosipdh.sc.zoom.us

Advanced Settings ~<:

Registrar Port | 5091
Sackup Registrar Address
Backup Registrar Port | O
Registration Expiry 120
Registration Stateé REGISTERED
Failure Reason -

5P Transport Protocel  TLS bt
Lowest Allowed TL: Version TLS 1.2 e

Verify Server Certificate

Save settings

Figure 11 - SIP account settings

In case of successful registration, the registration State switches to REGISTERED.

(© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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2N IP Intercoms allow users to create a test call from both SIP accounts with test call button marked in screen
capture image in 3.2 Setting up the intercom step 4. After you have successfully set up the SIP account and the
state has changed to REGISTERED, you can use the feature.

Test Call

Phone Number | |

<=

U

Hang Up Call

Close

Figure 12 - Enter phone number and click call

Test call: Click on Test call button in configured SIP account section. Enter another Zoom User or Common area
extension number and click on Call.

2N

(© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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3.3 Automatic Provisioning of 2N Intercoms

Following 2N IP Intercoms can be provisioned automatically:
- 2N IP Style
- 2N IP Verso
- 2N P Solo

If you are setting up one of these supported devices, the SIP account on your device will be automatically
provisioned following these steps:

1. Signin to the Zoom Web Portal
2. Click Phone system management > Phones & Devices

ZOOMM  Products  Solutions  Resources  Plans & Pricing Schedule  Join  Hostv  Whiteboard
Bispiay ) . Hot Besking—Provisior Sat-Santrskirem &
O B Device Type MAC Address Assigned to Status Firmware Version IP Address
ADMIN Name (Signed In) Template Desktop Client
Dashboard
(B Desk MainEntry_Test Offline
@] other 76-18-b3-12-30-53 Ext. 100 - - Unsupported  Unsupported  Unsupported
> User Management Phone Provision

> Team Chat Management

. b . N Common area (LG
evice Managemen O [@2nvipstye  Other 7e-1e-b3-05-49-71 Ext. 807 - 90.182:112.139 Unsupported  Unsupported  Unsupported
Provision
> Room Mznagement
> Workspaces Management (D) Gifine

Test Simulator

O  [@simulator  Other fe-1e-b3-00-00-95 Ext. 805 - 90.182.112.139 Unsupported  Unsupported  Unsupported
Phone System Management Provision

Users & Rooms

20 offiine
TELEKOMUNIKA

Auto Receptionists (] [E voir Other 00-28-50-fb-f8-de CE Test Account — 10.27.51.4 Unsupported Unsupported Unsupported
Ext. 800 Provision

Call Queues
Shared Lines

Page Size 50 - Total 4
Group Gall Pickup

Phone Numbers

Provider Exchange

Phones & Devices

Assets Library

Figure 13 - Navigate to Phones and Devices

3. Add a new device

ZOOM  Products  Solutions  Resources  Plans & Pricing Schedule  Join  Hostv  Whiteboard

PERSONAL
Assigned Unassigned

Profile
Meetings
Analog Telephone Adapter and Shared Office management functions are now migrated to “Common Area” and "Phones & Devices™ sections. Gommon Area section is used o create a profile/extension and then IP Phones,
Webinars Analog Telephone Adapters, or Zoom Phone Appliance devices can be added to the Common Area. This is a consistent workflow with managing Zoom Phone users.
R Note: Zoom Phone Appliance devices can be assigned to Common Area. To manage Zoom Phene Appliance, please go to Device Management

Personal Contacts

whiteboards (ED

<j Resync by Account

-~ [Q Search by User, Ext., MAG Address, or IP Address ] [ Device (Al) | [ Brand (Al) | [ status (Al) v
Recordings
Settings
Analytics & Reports
Display ) ) ) Hot Desking Provision Call Control from -
H Device Type MAC Address Assigned to Status Firmware Version  IP Address N
ADMIN Name (Signed In} Template Desktop Client @
Dashboard
[E pesk MainEntry Test Offline
(@] Other 7c-le-b3-12-3d-63 Ext. 100 - - Unsupported  Unsupported  Unsupported
> User Management Phone Provision
> Team Chat Management
Offline
A Common area
gCecelVanaGEment O [E2niPstye  Other 7c-1e-b3-05-49-71 Ext. 807 - 90.182.112.139 Unsupported  Unsupported  Unsupported

Provision
> Room Management

Figure 14 - Add a new device

(© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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4. enter the following information:

Add Device

Display Name E <: D

Description
(Optional)

MAC Address | <: | |
' 1
Device Type | Select Brand <: 9
Select Mode <:| v
Assigned to Assign <:

Save Cancel

Figure 15 - Enter device information to create new device

Display Name: Enter a display name to identify the device
Description(Optional): Enter the description for the device

MAC Address: enter the 12-digit device MAC address

Device type: Select 2N

Select Model: Select your device model: ip-style, ip-verso, ip-solo
Assigned To: Select a User or a Common area to be assigned to this device

P a0 oW

5. Click Save

2 N (© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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6. Return to device overview (step 2.) and click Provision

200' | | Products Solutions Resources Plans & Pricing Schedule Join Host v Web App v
ADMIN
Assigned  Unassigned
> Plans and Billing
Dashboard
Note: Zoom Phone Appliance devices can be assigned 1o Common Area. To manage Zoom Phone Appliance, please go to Device Management
> User Management
7 eI e e PR ExporttoCsv e Resync by Account
> Device Management
| @ searcn by User, Ext., MAG Address, or IP Address [ Device (Al V] | Brand@m v || saws@n v || Provisionsia.. v
> Room Management
> Workspaces Management
Provision Template ¥ Resync Reboot Unblock
~ Phone System Management
Display L VAC A rssionen t . . Version 10 pgs HotDesking  Provision Call Control from o
2 Device Type ess ssigned to atus irmware Version ress
USSR Name " ' ¢ ' (Signed In) Template Desktop Client 2
Auto Receptionists
Offline
Call Queues Last Provision
: Common area .
ST TS [ SEEE Other ] Ext. 807 Date: Oct 19, SEEEENER = Unsupporied  Unsupported  Unsupported
(o]
Group Call Pickup «
Phone Numbers
offline
Provider Exchange Last Provision
. O G oNiosye  GEER oo Dale:Sen25, CENNNNN S Unsupported  Unsupported
Phones & Devices . 2023 (UTC)
Assets Library Provision
Figure 16 - Get provisioning information
7. Follow the provisioning information provided:
MAC Address L
Device Type 2N ip-style
Provisioning https://gopbx2n.zoom.us/api/v2/pbx/provisioning/2N/ip-style Copy to Clipboard

2N

URL

© step

Note: Please check with your supplier if your 2N devices come shipped with GOLD license, which is required for

assisted provisioning. See details here.

1. Click to download the DigiCert Global Root CA, DigiCert Global Root G2, and DigiCert TLS RSA4086 Root G5.

2. In a web browser, enter hitp:// followed by the device's IP address to access the device web page. To find out
the IP address, install and run the 2N Network Scanner utility on a computer in the same local network as the

device.

3. Navigate to System > Certificates » CA Certificates. Click "+" to upload the 3 DigiCert certificates

respectively.

4, Navigate to System > Auto Provisioning » Configuration. Make sure Automatic Configuration Update is

checked.

5. Under Server Settings, select Manual Settings for Address Retrieval Mode. in the Server Address fieid,
enter "https:/gopbx2n.zoom.us”. In the File Path field, enter "fapi/v2/pbx/provisioning/2N/ip-style”. Make sure

Verify Server Certificate is checked.

6. Click Save. Then click Apply & Update to complete the provisioning.

Figure 17 - Provisioning information for supported devices

(© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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2N

a. Download the 3 certificates:
i DigiCert Global Root CA
ii. DigiCert Global Root G2

iii. DigiCert TLS RSA4096 Root G5

Network
Date & Time
Features

License

Certificates <:|

Auto Provisioning

Diagnostics

Maintenance

Zoom Confidential

| CA Certificates |

User Certificates

- CA Certific

& <3

ates ~

Search

“ Identity Issuer Valid to [
DigiCert Global Root CA DigiCert Inc 11/10/2031
DigiCert Global Root G2 DigiCert Inc 01/15/2038 E
DigiCert TLS R5A4086 Root G5 DigiCert, Inc. 01/14/2046
ISRG Root X1 Internet Security Research ... 06,/04/2035 ]
ISRG Root X2 Internet Security Research ... 09,/17/2040 ]
15 v| 1-50f5

Figure 18 - Upload certificates to IP Style

(© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.

19




Zoom Confidential

b. Open your device's web interface (in a web browser, enter http:// followed by the device's IP
address to access the device web page. To find out the IP address, install and run the 2N Network
Scanner utility on a computer in the same local network as the device.)

i Navigate to System > Certificates > CA Certificates. Click "+" to upload the 3 DigiCert
certificates respectively.

ii. Navigate to System > Auto Provisioning > Configuration. Make sure Automatic
Configuration Update is checked.

iii. Under Server Settings, select Manual Settings for Address Retrieval Mode. In the Server
Address field, enter "https://gopbx2n.zoom.us". In the File Path field, enter
"/api/v2/pbx/provisioning/2N/ip-style". Make sure Verify Server Certificate is checked.

iv. Click Save. Then click Apply & Update to complete the provisioning.

@ SyStem Configuration |

v| Automatic Configuration Update

Network Server Settings ~

Date & Time Address Retrieval Mode = Manual Settings v

S Add https://gopbx2n. zoom.us
Beatues erver ress ps:ifgopl ‘<‘1:
DHCP (Option 66/150) Address || EGTczNGEG

CEIE(30

License
File Path | /api/v2/pbx/provisioning/2h
Certificates Use Authentication
Auto Provisioning > Username
: . Password
Diagnostics
Verify Server Certificate |« <:
Maintenance Client Certificate | [Factory Certificate] v
Update Schedule ~
At Boot Time | Check for Update v
Update Period  Daily v

Update At | 01:00

Next Update At 10/13/2023 23:00:00

Apply & Update <:|

Figure 19 - IP Style Auto Provisioning > Configuration

8. Click Next in Zoom provisioning (continuing step 7. as shown in image Figure 17)
9. Click Check

2N
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Provisioning

MAC Address r

Device Type 2N ip-style

Provisioning https://gopbx2n.zoom.us/api/v2/pbx/provisioning/2N/ip-style Copy to Clipboard
URL

€ step

If you want to check whether provisioning is successful, click the "Check™ button after rebooting is totally
completed.

D <

Close

Figure 20 - click Check button to confirm provisioning

10. After successfully finishing steps 7-10, you should get a message “Provisioning completed successfully”

Provisioning

MAC Address F ]

Device Type 2N ip-style

Provisioning https://gopbx2n.zoom.us/api/v2/phx/provisioning/2N/ip-style Copy to Clipboard

@ step

' Provisioning completed successfully

11. You can confirm that the provisioning has been successfully applied to your device by navigating to your

device’s web interface Services > Phone > SIP 1, which will now contain all the account information and

registration state will be shown as REGISTERED.
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3.4 Setting up a user on your 2N Intercom and assigning the user to a call
button

To call a Zoom account from your intercom, you must set up one or more users on the 2N IP Intercom and assign it
to call buttons on the device. NOTE: IP Style does not require user assignment to a button.

1. Login to your intercom
2. Navigate to Directory > Users and create a new user

ZNIPVerso Cz |EN|DE|FR|IT|ES|RU Log out
|:£| Search
A E-
Name Mail Accesses
No Users

Time Profiles
15 ~| 0 records

Holidays

Figure 21 - Click button to create a new user

3. Enter a name of the user and a phone number
a. If you only have one SIP account active, the phone number is sufficient. If you have multiple SIP
accounts active, make sure to set up the number followed with /1 or /2 to define which SIP
account is to be used with the phone number

2 N (© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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@ D|rectory al « Back to List

User Basic Information ~

Name <:

Time Profiles Photo ﬂ

Holidays

E-Mail

Virtual Number

BN 0

Add to Display ~

Pasition in directory Calling Group

D =]
[+]

User Phone Numbers ~

Number 1
Phone Number <:
Time Profile = @  [not used] v|O =
2N® IP Eye Address
Group Call to Next Number
Number 2

Figure 22 - Create user and assign Name and Phone Number

4. Save the new user
5. Navigate to Hardware > Buttons section on the intercom and add the newly created user to desired
available button on your 2N IP intercom

Search

Phone Phone Phone
Number Number Mumber
#1 #2 #3

E-
Mail

ZoomUserAcount
A

Figure 23 - Assign user to button

6. Click Add and you are ready to use your intercom for calls to your Zoom application.
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3.5 Switch control

Zoom application allows you to control 2N IP Intercom’s Switch and unlocking door during a call.

1. Login to your intercom
2. Navigate to Hardware > Switches and create a new user

2N® P Verso

III State ‘&1 gi:pi]ctorv ®

5 CARD(S)
SERIAL NUMBER 54-1305-2337
FIRMWARE 236.0.482 Time Profiles
UP TIME 4d 3h 52m 53s

SIP 1 NOT REGISTERED
NUMBER +79991130

SIP 2 NOT REGISTERED PHONE | E-MAIL
NUMBER 111 ONVIF | RTSP

New firmware version available! Streaming Automation

DHCP | TLS | MD5

License Maintenance

Figure 24 - Homepage - Hardware

3. Choose from Switches which one you would like to set up
a. Enable switch with checkbox

b. Select controlled output
c. Test switch - allows you to check if the controlled output works properly
d. Set up activation code
e. Choose accessibility type (for our purposes we selected DTMF Only)
2 N (© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
24



2N

©)] Hardware £3

BEIRGE

Switches
Audio
Camera
Buttons

Backlight

Display

Digital Inputs
Extenders

Lift Control
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|5w'-_m switch 2 J| Switch 3

v| Switch Enabled <:|

Output Settings ~

Advanced

Switch Mode
Switch-On Duration
Controlled Output

Output Type

Switch Control ~

Current Switch State
Current Switch Function
Switch Locking

Switch Hold

Switch Hold by Time Profile

Activation Codes ~

CODE

ACCESSIBILITY

1 | 12345 <:| DTMF Only

-
Z

Keypad, DTMF

Monostable v
5 [s]
Relay 1 - <:
Normal v
OFF
Normal

® [not used] v o E

Test the switch <:|

TIME PROFILE
v @® [not used] M=
v @® [not used] M=

Figure 25 - Switch Control

(© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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Once you have successfully set up and tested your Switch, you can start using Zoom applications to control the
switch remotely during call. This feature works both on Zoom mobile and Zoom desktop.

1. Set up a call between your 2N Intercom and Zoom application and open keypad in your application.

MainEntry_Test -

00:02

ar N ¢-C
Add Call Hold Transfer
@® -

record vieel viore

Figure 26 - Switch to keypad during call

2. On your keypad dial up the same DTMF code you set up on your IP Intercom (Figure 17 - Switch Control)

and follow the code with a * sign

12345*
123
DO O 4
08 L

= 0

Figure 27 - Dial DTMF code followed by a * sign.

2 N (© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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3.6 Video calling between 2N Intercoms and Zoom Phone certified hardware

desk phones with video enabled
Following 2N IP Intercoms has been tested for video calls with selected ZOOM Phone certified desk phones:
- 2N P Style*
- 2N IP Verso
- 2NIP Solo

Video has to be enabled for the intercom during setup as shown in step 2 below, as outlined in screenshot “Figure
28 - Turn on Video Intercom switch in Zoom device detail”.

*2N IP Style video intercom supports bidirectional video calls with selected Zoom Phone certified desk phones.
This chapter will provide you with setup information for 2N IP Style and Yealink T58W SIP Phone.

1. 2N IP Style can be provisioned automatically as described in 3.3 Automatic Provisioning of 2N Intercoms
2. After provisioning your IP Style, navigate to Phones & Devices > Click on {Your Created Device} name >
Policy and allow Video Intercom switch

ZO0OM  Poducts  Solutions  Resources  Plans & Pricing Schedule  Join  Hostv  Web App v
ADMIN
Phones & Devices > Assigned > 2N IP Style <:I
Plans and Billing

Dashboara 2N IP Style rename
Ma y

User Management

Team Chat Management
Profile  Policy

Device Management

ROOM Management
Hot Desking ©
Workspaces Management N et .

~ Phone System Management

Users & Rooms videot
ideo Intercom ()
Auto Receptionists E . a0 v aole all5 10170 Other dask ’ 15 are ot 18a

Call Queues
Shared Lines
Group Call Pickup
Phone Numbers

Provider Exchange

Assets Library
Logs
Company info

Account Managemen

Advanced

Figure 28 - Turn on Video Intercom switch in Zoom device detail
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Navigate to your intercom’s web interface Services > Phone > Video

If you want to enable bidirectional video with 2N® IP Style, continue to Services > Phone > Video >

Bidirectional video

| Video | Local Calls Calling to ACS

Video Codecs ~

CODEC EMNABLED PRIORITY

Access Control L 264 v 1 (highest) v

Streaming

. H.264 Video Parameters ~

E-Mail

Video Resolution | FullHD (1920x1080)
Automation

Video Framerate 15 fps

HTTP API Video Bitrate = 2048 kbps

User Sounds
PTZ and Face Zooming >

Web Server

LielE e Transmission Quality Settings »

b Extended Codec Settings »

Advanced SDP Settings »

Bidirectional Video ~

Enable Incoming Video |«

Incoming Video Aspect Ratio | 1:1

Display Outgoing Video |« @

L4

Save

2N

© No W

Figure 29- Enable Bidirectional Video on IP Style

Check Enable Incoming Video checkbox

Select preferred Incoming Video Aspect Ratio
(optional) Check Enable Outgoing Video checkbox
Save

(© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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Your Yealink T58W SIP Phone must be added to Zoom account and provisioned as well.

1. Asin section 3.3 Automatic Provisioning of 2N Intercoms, Add new device

Add Device

Display Name

Description

(Optional)

MAC Address

Device Type

Assigned to

<= )

L <4d )
|_ Select Brand < I v |
Select Mode <:| v

Assign <:

Save Cancel

Figure 30 - Adding New Device

2. Fill in the following information:

Display Name: Name your device

MAC Address: Fill your device’'s MAC address
Select Brand: Yealink

Select Model: t58w

Assign: Select a user or a common area

a.

a0 T

f.

Save

3. Provision your Yealink T58W SIP Phone. Click Provision Info button to get additional information

2N

& Yealink SIP
Phone

Online
Last Provision
D7A
vealink t5aw T o Date:Oct13,  150.86.3.8

2023 (UTC)

> (o)

Figure 31 - Yealink SIP Phone provisioning information

(© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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4. Follow the provisioning instructions for your Yealink T58W SIP Phone

Provisioning

MAC Address S

Device Type Yealink 158w
Provisioning https://gopbxyp.zoom.us/api/v2/pbx/provisioning/Yealink/t58w Copy to Clipboard
URL

© step1 @ Step2

Upgrade firmware:

1. Click 1o download the firmware.

2. Press the OK button on the phone's display, or press the Menu » Status to obtain the phone's IP address.
3. Enter the IP address into your web browser and log in to the phone's web interface.

4, Go to Settings > Upgrade section.

5. Go to Upgrade » Select And Upgrade Firmware, browse the directory of where you've downloaded the
firmware and select Upload. The phone will upgrade and reboot, this process will take 3-5 minutes, please do
not turn off or unplug the device.

NOTE: You will be prompted to enter administration login credentials. The default username and password
is adminfadmin. If you do not know the username and password, contact the vendor of the phone.

Click Next.

Next Close

Figure 32 - Yealink T58W SIP Phone provisioning instructions

5. Yealink T58W SIP Phone provisioning steps:
a. Click to download the firmware (downloads latest version of Yealink firmware for your phone)
b. Press the OK button on the phone's display or press the Menu > Status to obtain the phone's IP
address.
c. Enter the IP address into your web browser and log in to the phone's web interface
Go to Settings > Upgrade section.

e. Go to Upgrade > Select And Upgrade Firmware, browse the directory of where you've downloaded

the firmware and select Upload. The phone will upgrade and reboot, this process will take 3-5
minutes, please do not turn off or unplug the device.
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f. NOTE: You will be prompted to enter administration login credentials. The default username and
password is admin/admin. If you do not know the username and password, contact the vendor of
the phone.

6. Click Next in Zoom provisioning process to continue next steps of Yealink provisioning

a. Reset existing Yealink T58W SIP Phone configuration:

i Log in to the phone's web interface.

ii. Go to Settings > Upgrade section.

iii. Go to Reset to Factory and select Reset Now or Reset to Factory.

b. Configure Provisioning server

i Log in to the phone's web interface.

ii. Go to the Setting tab, and select Auto Provision. In the Server URL field, enter the
provisioning URL: https://gopbxyp.zoom.us/api/v2/pbx/provisioning/Yealink/t58w and leave
the User Name and Password fields blank. Click Confirm to save the configuration.

c. NOTE: After provisioning your Yealink T58W SIP Phone through this automated process, you might
lose direct access to the phone’s web interface. If this happens and you would like to continue
having access to the phone’s web interface, turn this on in Zoom interface by navigating to Phone
System Management > Company Info > Account Settings > Desk Phone and turn on the switch for
Web Interface

7. Navigate to device detail on Zoom > Admin > Phones & Devices > Policy and enable checkbox for Allow
Video Intercom

ADMIN
Phones & Devices > Assigned > Yealink SIP Phone

> Plans and Billing

Dashboard Yealink SIP Phone rename

> User Management

> Team Chat Management . .
Profile  Policy

> Device Management
> Room Management
Hot Desking ()

> Workspaces Management

Allow Hot Desking feature to current device

~ Phone System Management

Users & Rooms
Allow Video Intercom ()

Auto Receptionists

Call Queues
Shared Lines

Group Call Pickup

Phone Numbers
Provider Exchange
Assets Library
Logs

Company Info

> Account Management

> Advanced

Figure 33 - Allow Video Intercom for Yealink T58W SIP Phone

After completing the setup for IP Style and Yealink T58W in this chapter (3.6 Bidirectional video setup between
2N |IP Style and Yealink T58W SIP Phone) you are ready to make bidirectional video calls. Simply create a new user
on your IP Style as outlined in 3.4 Setting up a user on your 2N Intercom and assigning the user to a call button or
dial the extension number assigned to the intercom on your Yealink T58W SIP Phone.

2 N (© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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4. Call Transfer, Call Conference and Call recording

Once you have set up your Zoom account with multiple users and common areas, it is possible to use additional
Zoom application features to allow you increased call control within your organization. All functions except for the
from Meet function are supported with 2N Intercoms.

MainEntry_Test ~

00:05

\ 3 D)

Keypad

[:>+ I c~c<j

Add Call Hold Transfer

e =

Figure 34 - Zoom call supported features

Of these, three are key with 2N IP Intercom control and access control - Call transfer, Call Conference and Call
Recording.

2 N (© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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4.1 Call Transfer

During call, you can use the Transfer button to transfer the call to a new caller within your organization, for
example having a call transferred from receptionist directly to a member of your organization that is expecting a
visitor.

During a call:
a. the Transfer button
b. type a name or a number where you want to transfer the call and dial it
c. choose in which way should the call be transferred
i Warm Transfer
e This transfer requires additional action in form of transfer finalization
ii. Blind Transfer
iii. Transfer to Voicemail

Transfer To

808

Warm Transfer

Speak to the new agent before transferring

Blind Transfer

Transfer without speaking to the new agent

Transfer to Voicemail

Transfer directly to the new agent's voicemai

Cance!

@ x

Caller ID: 800

Figure 35 - Call transfer options
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4.2 Call Conference
Zoom application allows you to invite another user to the call. In this case, you can invite another user to the call
with a 2N Intercom.

During call:
d. Click the Add Call button
e. Type a name or a number of the contact you wish to add to your call and dial it
f.  Your original call will be on hold until the additional call is answered
g. Once the additional call is answered, click the merge button to re-connect the original call

MainEntry_Test

On Hold - Click to Swap

e EY |
00:04

9 853 L D)
Mute Keypad Audio

+ I ¢-C

Add Call Hold Transfer

Figure 36 - Call a new contact and merge it to the original call
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4.3 Call Recording

Zoom application also provides the option to record calls within the Zoom desktop application. Both parties to the
call are audibly notified that a call recording has been started.

During call:
Click the Record button

You will hear an audio message that the recording has started
Recording can be stopped at any time during the call with Stop Recording button, or it will be
automatically stopped and saved when the call is terminated
Recording from your call can be played back from call log

2N

h.

i.
j-

@ zoom [m] X
e o = 4,
< > (® Q Search Ctrl+F @ 2 S © o) L= =
Home Team Chat Phone Meetings Contacts Apps Whiteboards
9 @al
History Voicemail Lines
All History ~

O MainEntry_Test
100

O MainEntry_Test

:d MainEntry_Test

00:06
Today

100 19:49
o
@ 00:06 eee o

O MainEntry Test
100

O MainEntry_Test
100

O MainEntry_Test
100

O Main Entry_Test
100

O MainEntry_Test
100

g

O MainEntry_Test
100

& HH
Today
ey Mute Keypad Audio
19:49
Today
ot + e
19:49
Today Add Call Hold Transfer
19:49
L[]
Today
19:49
Stop Recording Meet Mare

Today

19:22
Today

19:12

Figure 37 - Play a recording from call log. Cancel recording during call
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5. Troubleshooting

Visit 2N FAQ section for dealing with troubleshooting issues: FAQ.

In case of difficulties setting up the 2N IP intercom, kindly follow this link for intercom
detailed installation and configuration manuals, including additional information.

To create a ticket with 2N Technical Support team, please use this form. 2N Technical Support is also available
during business hours through live chat with on call technicians directly on the company website at 2n.com.

For detailed user guide for Zoom Phone, visit Getting started with Zoom Phone (users) or if you are looking for
help with administration of Zoom Phone, visit Getting Started with Zoom Phone (admin).

This section provides instructions on how to resolve common issues. Below are examples of how to
format etc. (if applicable)

SIP Registration State = “NOT REGISTERED” / Failure reason: Registration failed

Definition: The server received the register request from the endpoint and responds with an
unauthorized message.
e Ensure the SIP credentials (extensions, authentication ID, password) are correct.
e Under Basic Settings > SIP, click on the blue circular arrows to the right of the password field. If
the Password is not what it should be, the web browser is probably auto filling the password
field. If so, any change on a page containing a password could be filled in an undesired string.

SIP Registration Status = “No reply from Server”

Definition: The device is not able to communicate across the network to the phone server.
e Double check the “SIP Domain (Proxy Server)”, under Basic Settings > SIP tab fields if filled out
correctly with the address of your server and port number.
e Ensure the firewall (if present) is not blocking the incoming packets from the server.
® Ensure TLS is configured for SIP Transportation Method (Advanced Settings > Advanced SIP).

2 N (© 2023 2N TELEKOMUNIKACE a.s. All rights reserved.
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